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Abstract: It is anticipated that congestion may still be an occasional matter of fact under the Differentiated 
Services Framework. Based upon this observation, we propose a Quality of Service architecture that uses 
segmented adaptation mechanisms on whole traffic aggregates, in order to allow for the co-operation between 
network operators in case of congestion. Service curves are introduced as a tool for defining Quality of Service 
levels internally in each Service Level Agreement. Edge routers are responsible for the smooth movement 
between the predefined service curves in case of congestion. Moreover, a domain administrative entity (Service 
Level Agreement Broker) is used in order to monitor the adaptation/recovery procedures and the processes 
associated with resource trading and billing. We examine the structure and operation of the Service Level 
Agreement Broker and some signalling issues related to the proposed architecture. Some simulations 
implemented on the Network Simulator 2 software show the existence of congestion effects under certain 
conditions in DiffServ domains, as well as the impact of aggregated congestion control architectures to 
congested domains.   

 

1. INTRODUCTION –MOTIVATION  

QoS architectures within the confines of the 
DiffServ model are currently being introduced into 
the Internet to provide preferred handling of 
privileged traffic-load classes [Nichols and 
Carpenter, 2001]. The ultimate goal of the DiffServ 
framework is to ensure that the targeted QoS levels 
can be always guaranteed through a series of proper 
resource provisioning procedures and strict traffic 
conditioning rules at the edges of the DiffServ 
domains.  

Although this approach seems promising in real 
world things are not ideal. Conditioning and 
provisioning are rather static, slow procedures and 
the aggregation/deaggregation procedures taking 
place in complex DiffServ domains could cause 
packets being dropped from the queues of the edge 
and core routers even if all provisioning and 
conditioning rules are met. Moreover, there are also 
stochastic events that network operators may be 
unable to control (e.g. link failures) that may have a 
negative impact on the delivered QoS. In addition to 
these, we should keep in mind that network 
operators can not always guarantee the proper 
resource provisioning assumed by DiffServ as this 
approach would probably lead to a non-viable 
economic model for their business. Resource 
overbooking is very likely to remain a common 
practice in the near future as stated in sources both 

from academia [Le Faucheur et al, 2001] and 
industry [Class of Service, 2001]. 

In any case, DiffServ architectures are striving to 
provide edge-to-edge guarantees within one 
administrative domain (Per Domain Behaviours – 
PDB) by combining proper traffic conditioning at 
the edges and proper configuration of the core 
nodes according to some well-defined Per Hop 
Behaviours (PHB) [Nichols and Carpenter, 2001]. 
In general, any of the disturbances mentioned in the 
previous paragraph could lead to an error such as 
congestion. Congestion may lead to a violation of 
the targeted QoS, referred to here as a QoS fault on 
a segment.  

The desired goal of providing end-to-end QoS is 
sought to be achieved by combining many Per 
Domain Behaviours, while provisioning procedures 
and conditioning rules are part of an SLA [Goderis, 
2001] between the two operators. This means that 
the probability of having a violation of the agreed 
end-to-end QoS, referred to here as end-to-end 
QoS fault, is likely to be even much higher than the 
probability of a QoS fault on a single network 
segment. 

Since congestion appears likely to be an occasional 
but unavoidable matter-of-fact characteristic of a 
DiffServ domain, the implications of such events, 
that may trigger end-to-end QoS faults, should be 
taken systematically into account as part of the QoS 
semantics  of any given architecture.  QoS 
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architectures should try not only to reduce the 
probability of congestion occurrence but also to 
control and minimise the impact of congestion 
effects i.e. QoS faults, on privileged traffic. Based 
on this last observation ASA (Active Segmented 
Adaptation) is suggested as an essential constituent 
to any QoS architecture. ASA as introduced in 
[DeMeer and O’Halon, 2001], intends to take care of 
any congestion effects by adaptation of traffic 
aggregates between peering domains. 

The first aim of this paper is to present stronger 
evidence about the need for congestion control 
architectures, under the DiffServ framework. The 
next step is to extend the former work and address 
various challenges related to the implementation of 
this architecture. This includes the introduction of 
the SLA Broker as a domain management entity and 
the signalling issues related to the operation of the 
SLA Broker, in particular, and the ASA architecture 
in general. Finally, we show how congested 
DiffServ domains can benefit from the existence of 
the ASA architecture through some scenarios 
simulated with the NS2 [NS2] software. The rest of 
the paper is organised as follow: 

In section 2 a series of simulations show that 
congestion effects are still possible in a DiffServ 
enabled network, suggesting implied QoS faults 
should be taken systematically into account as part 
of the overall QoS model of any given architecture. 
Section 3 presents the basic outlines of ASA. 
Section 4 presents the operational requirements and 
some implementation issues related to our proposal. 
This includes the introduction of a domain 
management entity responsible for monitoring the 
adaptation procedures in case of congestion and the 
resource trading between peer domains. We call this 
entity SLA Broker. Section 5 describes in detail the 
structure of the SLA Broker, the various operational 
parts and the algorithms used. Section 6 refers to 
some signalling issues associated with the proposed 

architecture. Section 7 presents some simulations 
showing the impact of the ASA architecture to the 
congestion scenarios described in section 2. 
Conclusions follow in section 8. 

2. CONGESTION EFFECTS UNDER THE 
DIFFSERV FRAMEWORK  

The aim of this section is to present a series of 
simulations showing that under certain 
circumstances congestion is still possible in a 
DiffServ enabled network. The first simulation 
scenario shows that subject to 
aggregation/deaggregation of traffic sources even 
under correct provisioning and conditioning, 
congestion is still possible. The second scenario 
shows that in the case of a congested link over-
provisioning of resources, even if it is economically 
possible, does not help a lot since it just shifts the 
bottleneck to another area. The third scenario 
presents the detrimental impact that stochastic 
events, like a link failure, may have on the 
delivered QoS. Finally, the fourth example shows 
the negative impact that slightly overbooked 
resources may have on the overall healthiness of a 
system when special source synchronisation criteria 
are met. 

  

Figure 1. Test Scenario for examples 1 & 2 
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The simulation topology for the first two scenarios 
is presented in Figure 1. Four autonomous systems 
(AS) are interconnected by properly defined 
DiffServ links with capacity as indicated in the 
legend of Figure 1, unless otherwise stated in our 
examples. All intra-domain links are also DiffServ 
capable. Edge routers are labelled by names with 
initial letter R, followed by a number indicating the 
particular AS, the router belongs to, and a symbol 
indicating the particular router in that domain. Core 
routers are indicated by an initial letter C. Hosts are 
simply designated by the source running on it. 

Assured Forwarding  (AF) links [Heinanen et al, 
1999] have been set up between the nodes with the 
edge routers configured for time sliding window 
with a three-colour marker policy  
(TSW3CM)[Frang et al, 2000]. One FTP source is 
running over a TCP connection from end host src1 
in AS1 to its sink in AS3. One 4Mbps UDP CBR 
source is running from src2 in AS4 to its sink in 
AS3. Similarly src3 in AS4 is transmitting a 2Mbps 
CBR stream and src4 a 4Mbps CBR stream to their 
sinks in AS3. CBR streams have randomised 
departure times in order to avoid phase effects. 
Properly configured RED queues are used in each 
edge and core router. Dynamic routing is used so 
that alternative routes can be used in case of link 
failure. In normal operation the OSPF routing 
protocol is used. 

2.1 Congestion Effects Under Proper Resource 
Provisioning 

It seems appropriate before proceeding to the 
simulation scenario to explain what we mean by the 
term “proper resource provisioning”. Provisioning 
rules and algorithms for optimal provisioning [Fulp 
and Reeves, 2001] depend on issues like the routing 
protocol used (static or dynamic) and if the 
resource provisioning is done on a single domain 
(per hop provisioning) or across multiple peer 
domains (per domain provisioning).  

The rules that follow are based on two arguments. 
The first one is that the capacity of a single inter- or 
intra-domain link should be greater or equal to the 
bandwidth of the traffic streams carried by this link. 
The second argument is that the maximum delay of 
a link should be less or equal than the minimum 
accepted delay of the carried flows. The 
formalisation of these rules is as follows:  

A. Static Routing Rules 

Per Domain Provisioning 

If traffic from n traffic sources si (i = 1 to n) each of 
which have a Quality Vector Qi = (Bi,di), (  where 
Bi = the desired bandwidth and di = the maximum 

delay), is to be carried from a Domain D1 to a 
Domain D2 through an inter-domain link D1D2 
then the link must have the following properties: 

• BD1D2  ∑≥
i

Bi   

• dD1D2 )(diMin≤ , i= 1 to n  

Per Hop Provisioning 

If an internal link li carries traffic from n traffic 
sources s i (i = 1 to n) each of which have a Quality 
Vector Qi = (Bi,di), (where Bi = the desired 
bandwidth and di = the maximum delay), then the 
link’s quality vector must have the following 
properties: 

• Bli ∑≥
i

Bi   

• dli )(diMin≤ , i= 1 to n  

If the link or the domain carries a portion of the 
traffic coming from source si then Bi represents the 
portion of this traffic while di is still the maximum 
accepted delay. 

B. Dynamic Environment Rules 

Per Domain Provisioning 

If traffic from n traffic sources si (i = 1 to n) each of 
which have a Quality Vector Qi = (Bi,di), (where Bi 
= the desired bandwidth and di = the maximum 
delay), is to be carried from a Domain D1 to a 
Domain D2 through m possible different inter-
domain links lj, j=1 to m, with quality vectors Qlj = 
(Blj, dlj)  then the following properties must be 
held: 

• ∑
=

m

j

Blj
1

 ∑
=

≥
n

i

Bi
1

  

• ∀ s i , i=1to n, with Q(s i) = {B,d}             
∃  lk ⊆  lj : dlk ≤  d and                           

∑
=

k

j

Blj
1

 ∑
=

≥
r

i

Bi
1

 , where r is the potential 

number of sources served by lk group of 
links  

Per Hop Provisioning 

Let pij be a path from node i to node j of a domain 
consisting of a series of intra-domain links {li,  ls, 
…, lr,…,lj}. Then for every source si with quality 
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vector Qi = {Bi,  di}, the following rules must be 
valid: 

• ∀ s i , i=1to n, with Q(s i) = {B,d} that has 
to be routed from node i to node j             
∃  pij : ∀ li ⊆  pij , dli ≤  d and Bli ≥  B. 

• ∀ li potentially servicing r sources,         

Bli  ∑
=

≥
r

i

Bi
1

 and dli )(diMin≤ ,           

i= 1 to r 

According to these rules in order to have a properly 
provisioned network for this example the capacity 
of the E2r3-E3r1 link is set to 9Mbps and the 
capacity of the C3r1-C3r2 link to 7Mbps. All other 
links have the capacity stated on the legend of 
Figure1.  

Figure 2 represents the packet loss per second for a 
period of 40secs at certain links (C2r1-E2r3, E2r3-
E3r1 and E3r1-C3r1).  According to the results 
some packets are dropped from the queue of C3r1 
router. The maximum number of packets dropped 
in a single second is 13. Having set the packet size 
at 2000bytes this means that the maximum loss is 
up to 13*2000*8=0.208Mbps. On a 5Mbps link this 
is about 4.2% of the total traffic. Also, notice that 
there are no packet drops on the 9Mbps E2r3-E3r1 
link and since 4Mbps are deaggregated at the E3r1, 
normally the 5Mbps of the E3r1-C3r1 link should 
be enough for the rest of the traffic. What happens 
here is that the aggregation of the 2Mbps stream 
from traffic src3 with the rest of the traffic causes 
some packet drops from the queue of the C3r1 
router. It is obvious that there is no provisioning 
error since the C3r1-C3r2 link that accepts the 
whole of the traffic is set to 7Mbps, which is 
enough for the 2Mbps coming from src3 and the 
5Mbps offered by the E3r1-C3r1 link. It is the 
aggregation of these two different traffic streams 
that causes some packets being dropped from the 
RED queue of the C3r1 router. Therefore, it can be 
argued that in more complex domains with more 
aggregated/deaggregated streams, packet drops will 
be possible even under correct resource 
provisioning. 

2.2 Single Hop Over-Provisioning In Slightly 
Congested Domains 

In this scenario the network topology is presented 
in Figure 1 and the links’ capacities are the ones 
described in section 2.1. We have created a small 
bottleneck on the C2r1-E2r3 link by allowing FTP 
traffic coming from source1 to enter AS2 at rates 
higher than 1Mbps. The goal is to examine whether 
hop-by-hop over-provisioning can help congested 
DiffServ domains in an effective way.     

Four different consecutive links are monitored. 
C2r1-E2r3, E2r3-E3r1, E3r1-C3r1 and C3r1-C3r2. 

Congestion Under Correct Provisioning
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Figure 2. Packet drops in a properly 
provisioned DiffServ Domain. 

Congestion Transferred to E3r1-C3r1
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Figure 4. Congestion mainly to E2r3-E3r1 

Congestion on the C2r1-E2r3 link
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Figure 3. Congestion on the C2r1-E2r3 link  
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Under the initial system configuration, congestion 
effects appear on the C2r1-E2r3 link as presented in 
Figure 3. The administrator of the AS2 decides to 
add more capacity and this link is upgraded from 
5Mbps to 5.2Mbps. Figure 4 shows the impact of 
this upgrade. The initially congested C2r1-E2r3 is 
relieved but the real problem is not solved as now 
congestion is transferred mainly to the E2r3-E3r1 
link and partially to the E3r1-C3r1. 

The next step is to add some more capacity to the 
E2r3-E3r1 link and upgrade it to 9.2Mbps. The 
impact of this change is presented in Figure 5. 
According to the simulation results the congestion 
is now transferred fully to the E3r1-C3r1 link. 

Moving a step further and upgrading this link form 
5Mbps to 5.2Mbps just moves congestion to the 
C3r1-C3r2 region as shown in Figure 6. Since C3r2 
router is connected to traffic sinks, adding some 
more capacity to the C3r1-C3r2 link would solve 
the congestion problem. 

What is illustrated by this example is that in case of 
network congestion hop-by-hop over-provisioning 
of resources does not help much as it just shifts 
bottlenecks from one domain to another or to 
different hops within the same domain. End-to-end 
over-provisioning on the other hand would solve 
the problem but such solutions may not always be 
economically viable and may also require co-
operation between operators of different domains in 
order to be successful. Moreover, over-provisioning 
across multiple domains is a slow procedure (may 
take from hours to weeks) and obviously is not 
suitable for an environment where actions should 
be taken at definitely shorter timescales.  In 

addition to this, just adding more capacity to the 
system, only solves the problem temporarily. Users 
will be happy to use all the bandwidth offered to 
them (greedy behaviour) and after a short period of 
time the extra resources will be exhausted and 
congestion effects will be back. 

What is really needed here is some sort of dynamic 
co-operation of the domains at the traffic 
aggregates level. As stated in [DeMeer and 
O’Halon, 2001] “QoS error recovery actions would 
be performed on whole traffic aggregates in 
accordance with the DiffServ model and are 
suggested to be specified as part of (bilateral) SLAs 
among providers.” This is the main concept of the 

ASA architecture, which is discussed in more detail 
in this paper. 

2.3 Impact Of Stochastic Events (Link Failure) 
On The Network Performance 

Even if provisioning could be done in such a way 
that there is no congestion in the network, there are 
always stochastic events that unfortunately can not 
be controlled a priori but may have a negative 
impact on the QoS of the delivered traffic. Link 
failure is such an event and it is shown here that an 
incident like that does not only cause bottlenecks 
inside a network but also heavily penalises TCP 
traffic coming from various domains. In order to 
simulate this scenario some changes have been 
made to the topology presented in Figure 1. An AF 
5Mbps link has been added between the E4r1 and 
E4r2 routers. This means that since OSPF is used, 
the whole traffic from AS4 is transferred to AS3 
through the established 10 Mbps E4r2-E3r2 
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Figure 6. Congestion on the C3r1-C3r2 
link 
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intradomain link. Also, the capacity of the E2r2-
C2r1, E3r2-C3r1and C3r1-C3r2 links is set to 
7Mbps. This scenario is presented in Figure 7. All 
the other topology links follow the legend presented 
in Figure 7. Dynamic Routing is used in order to 
detect and react to any changes in the topology. The 
traffic sources are the same as these described 
earlier in the first simulation scenario. 

The simulation scenario assumes that between 
10sec and 20sec the link E4r2-E3r2 fails, so the 

whole traffic from AS4 is transferred to AS3 
through AS2 (Dynamic Routing is used). This has a 
great impact on the C2r1-E2r3 link as it causes 
heavy congestion, which also results in heavy 
penalisation of the FTP traffic coming from AS1. 
Figure 8 shows the simulation results. 

The E4r2E3r2 line represents the number of packets 
transferred from AS4 to AS3 through the specific 
link. From 10sec to 20sec this line drops to 0 
packets (link failure). The E4r1E2r2 link represents 
the amount of packets transferred from AS4 to AS3 
through AS2. This happens only when the E4r2-
E3r2 link fails (10sec to 20sec). In fact the 

E4r1E2r2 and E4r2E3r2 lines are complimentary. 
The C2r1E2r3 represents the amount of packets 
dropped at the specific link. According to the 
above results, the E4r2-E3r2 link failure causes 
heavy congestion on the AS2. Finally the FTP 
traffic offered to AS2 from AS1 is represented from 
the E1r1E2r1 line. It is obvious that FTP sources 
are heavily penalised because of the specific link 
failure. 

It is assumed in this scenario that proper, well-

defined re-routing mechanisms exist in order to 
take action in case of any, hopefully rare, stochastic 
events. This is not always a trivial task especially in 
DiffServ networks [Raymont and Srihari]. This fact 
stresses even more the negative impact that any 
possible stochastic errors may have on the 
performance of the DiffServ architecture. 

2.4 Congestion Under Resource Overbooking 

Correct Provisioning across multiple domains is not 
always an economically viable solution for the 
network operators. Overbooking of resources is a 
common practice in today’s networks and this is 
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Figure 8. Impact of Link Failure to the 
delivered QoS 

 
Figure 7.  Test Scenario for examples 3&4 



H. DE MEER, S. RETZEKAS: ADAPTATION OF TRAFFIC AGGREGATES FOR 

I.J of SIMULATION, Vol. 4, No. 5 -6    ISSN: 1473-804x online, 1473-8031 print 45 

not expected to change dramatically over the next 
few years [Le Faucheur et al, 2001], [Class of 
Service, 2001].  What operators hope when 
following this approach, is that traffic sources will 
not be synchronised (offer their maximum traffic 
burst at the same time). In this scenario the impact 
of a single overbooked link to the delivered QoS 
under the DiffServ Framework is presented. 

The topology is the same as presented in Figure 7. 
To make the scenario a bit more complicated each 
host offers the following types of traffic : 

• src1: 4Mbps CBR UDP traffic and 
FTP/TCP traffic (up to 1Mbps) 

• src2: 4Mbps CBR UDP traffic and 
FTP/TCP traffic (up to 1Mbps) 

• src3: 2x2Mbps CBR UDP traffic  

• src4: 4Mbps CBR UDP traffic  

The capacity of the links follows the legend of 
Figure 7 with 2 exceptions. E3r2-C3r1=9Mbps and 
C3r1-C3r2=12Mbps (overbooked link). No link 
failure is assumed. The simulation results are 
presented in Figure 9. 

The S1E1r1 line describes the traffic offered by 
Src1 to the network. From 1sec to 10sec both FTP 
and UDP sources offer traffic while from 10sec to 
20sec only the UDP source is on. The inverse 
procedure happens with the traffic offered by src2, 
which is represented by the S2E4r1 line. Src3 offers 
at all times the same amount of UDP traffic. The 
C3r1C3r2 line shows the dropped packets at the 

overbooked link. The critical period starts at 20sec 
where both src1 and src2 offer their maximum 
traffic at the same time. Congestion at the 
overbooked link is severe and this has a negative 
impact on the FTP traffic offered by src1 and src2. 
Later in this paper we will show results of how 
such a congested network would have benefited by 
the incorporation of the ASA architecture as part of 
the overall DiffServ framework. 

 3. BASIC OUTLINES OF ASA 
ARCHITECTURE 

All the simulations presented in Section 2 show that 
congestion is still possible under the DiffServ 
Framework. Thus, DiffServ could be characterised 
as a defective QoS architecture. The term 
“defective” is not in contradiction with the value 
and the usefulness of the DiffServ proposal. It only 
suggests a more realistic view on the way that 
DiffServ domains are likely to operate.  This means 
that any, hopefully rare, QoS faults should be 
considered well in advance when examining the 

semantics of a QoS architecture and precaution 
should be taken against them. Only if possible 
congestion effects are completely ignored then a 
defective QoS architecture may prove inefficient 
and incapable of offering predefined QoS 
guarantees.  

As presented in Section 2.2, providing extra 
resources in order to mask QoS faults does not 
always solve the problem if not done on an end-to-
end basis. Moreover, It is generally questionable 
whether end-to-end provisioning is always possible 
in a reliable way and at reasonable cost. Thus, some 
other form of co-operation is needed in order to 
experience end-to-end QoS and reduce the impact 
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Figure 9. Congestion due to Overbooked Link and 
Source Synchronisation 



H. DE MEER, S. RETZEKAS: ADAPTATION OF TRAFFIC AGGREGATES FOR 

I.J of SIMULATION, Vol. 4, No. 5 -6    ISSN: 1473-804x online, 1473-8031 print 46 

of congestion effects to a minimum. IP networks 
tend to be self-organised; this means that central 
approaches create new bottlenecks and do not 
provide viable solutions. Instead, more distributed 
and hop-by-hop (or peer-by-peer) solutions stand 
much more possibilities to be successful in the 
modern IP environment.   

The desired co-operation could partly be realised on 
the application level, as it happens today with many 
TCP-friendly applications like e-mail, ftp, web 
browsing. Such behaviour is always welcome, but 
the problem is that, subject to various reasons, such 
an application specific co-operation cannot always 
be guaranteed. For example, many applications are 
not willing to adapt in a dynamic QoS environment 
because they are time critical and use native UDP 
as transport protocol. This means that although 
congestion avoidance and recovery across multiple 
IP networks can benefit from the co-operation at 
the application level, unfortunately this sort of co-
operation cannot be taken for granted and operators 
should not rely only on this for providing end-to-
end QoS solutions. 

On the other hand, in DiffServ-enabled networks 
the idea of traffic aggregates is introduced. This 
means that different traffic flows with the same 
QoS requirements are aggregated in a single traffic 
class, which receives the same quality behaviour 
across multiple autonomous systems. The received 
quality is stated in the SLAs established between 
the network operators. What is suggested by the 
ASA architecture in [DeMeer and O’Halon, 2001] 
is that QoS fault recovery actions would be 
performed on whole traffic aggregates in 
accordance to the DiffServ model for scalability 
and flexibility reasons. Moreover, the ASA 
architecture suggests that the recovery actions 

should be part of the bilateral SLAs established 
among providers. The introduction of service 
curves  [Jain and Ramakrishnan, 1988; Hashem, 
1989] can help the definition of different QoS 
levels within one SLA. Adaptation and recovery are 
now realised as smooth movement between the pre-
established service curves.   

The service curve/arrival curve concept has been 
introduced and used in different places but 
especially by R.L Cruz and J-Y Le Boudec.  
Service curves are used within the ASA 
architecture in order to simplify the "rigid 
definitions in traditional SLA"[DeMeer and 
O’Halon, 2001] of QoS guarantees as the basis of 
SLA. It is still work in progress how these service 
curves will be defined and what the formalisation 
will be. The goal, however, is that they are to be 
used as a tool in order to express and maybe 
quantify different, possibly related, QoS levels 
within the same SLA.  Service curves represent an 
abstract linear filter for the domain and are closely 
related to the policies within a domain. In that sense 
the internal details do not need to be fully visible to 
the adjacent domain operators/providers. What peer 
operators definitely need to know is the service 
curve according to which they will adapt the 
aggregate in case of congestion.  

A service curve example is presented in Figure 10. 
It describes the relationship between the bandwidth 
guarantees offered to an AF-based SLA and the 
percentage of packets marked at the RED gateway 
(sign of congestion). The service curve represented 
by the thick black line acts obviously as a filter. 
When the percentage of marked packets is less than 
P1, then the bandwidth guarantee is set to BW1. If 
the marking percentage is between P1 and P2, then 
bandwidth guarantees fall to BW2. In the same vein 

Guaranteed BW for 
specific AF-based SLA 
(Mbps) 

% IP packets marked at RED 
Gateway  

BW1 

BW2 

BW3 

P1 P2 P3 

Figure 10. Service Curve Example 
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if the marking percentage is between P2 and P3 the 
guaranteed bandwidth falls to BW3. For marking 
percentages greater than P3, then traffic is degraded 
to Best Effort (zero bandwidth guarantees). As soon 
as both operators are aware of the specific curve 
and the values of P1, P2, P3, BW1, BW2, BW3 
they can co-operate in case of congestion 
automatically without any human intervention.  

The idea behind the proposed architecture is 
inspired by the way TCP works and the belief that 
elasticity between service providers is crucial for 
the success of the DiffServ model. It is obvious that 
the viability of the best-effort model is primarily 
based on the elasticity and TCP-friendliness of the 
popular applications. In the same vein, providers 
should be elastic and allow in-profile traffic to be 
adapted in the hopefully rare case of a QoS fault. 
This sort of behaviour establishes a backward 
compatibility with the TCP-like end-to-end 
congestion control but now this method is extended 
to whole domains. The analogy between TCP and 
ASA architecture is as follows: 

In the Best Effort TCP world some active queuing 
mechanism like RED [Floyd et al, 1993] is used 
inside the IP routers. When congestion occurs, IP 
packets are marked or dropped. This is  a signal for 
the TCP congestion avoidance algorithm to reduce 
its window size and make a slow start. Thus, the 
applications back off and the network recovers 
from congestion. In the same analogy in the 
DiffServ world, some sort of congestion 
notification signalling should trigger the dynamic 
adaptation of traffic aggregates between neighbour 
Autonomous Systems.  

This means that upon the occurrence of congestion 
the network operators or service providers should 
co-operate by allowing the smooth movement 
between different service curves, as these are 
already defined inside their bilateral SLAs. For 
example providers may agree to reduce the 
exchanged data rate to a certain percentage of the 
initial value upon the reception of a congestion 
signal. The adaptation of traffic aggregates is 
performed at the edges and a special network entity 
called SLA Brokers monitors and supports the ASA 
procedures when needed. 

4. OPERATIONAL REQUIREMENTS OF 
THE ASA ARCHITECTURE  

The philosophy and the basic outlines of the ASA 
architecture are described in Section 3. In this 
section we give a more engineering approach to our 
proposal and try to explain how this architecture 
can be implemented within the confines of the 
DiffServ Framework. The goal is to identify the 

operational requirements of the ASA architecture 
and propose appropriate solutions.  

4.1 Congestion Detection And Notification 

The ASA architecture tries to reduce the probability 
on any congestion effects, on the one hand, and 
impact of any existing congestion effects to the rest 
of the network, on the other. Therefore, it is crucial 
to have a well-established mechanism for detecting 
congestion effects and notifying the edge routers or 
any other possible domain management entities 
about these faults.  

The congestion detection algorithm used should 
have some specific characteristics so that it can be 
easily integrated with the DiffServ environment and 
the proposed adaptation techniques. The operator’s 
key resources are bandwidth and buffer space. 
Usually the operator is willing to trade off buffer 
resources to ensure high utilisation of bandwidth 
[Floyd et al, 1993]. This means that an operator 
may decide to give buffer space in order to store 
packets in the router if the capacity of the link is 
less than the traffic load of the serviced traffic 
flows. In this way, packets are not dropped but the 
system suffers from high queuing delays. High 
delays have a negative impact on real time traffic. 
Thus, both high queuing delays and high drop rates 
are not desired. Two metrics, which could be used 
to indicate congestion, are the Average Queue 
Length and the Packet Drop Rate. This means that 
any suggested congestion detection algorithm 
should be based on at least one of this metrics.  

Another desired characteristic for the candidate 
algorithm is that it should be suitable for a wide 
variety of environments and transport protocols. 
Because it will be used in some sort of rate adaptive 
environment (smooth movement between the 
predefined service curves) the method should fit 
better to environments with rate-based flow control 
rather than window based. 

The algorithm should be able not only to drop the 
congested packets but also to mark them by setting 
special flags in the packet header. This is very 
important, as the congested packets in our 
architecture should not only be removed from the 
network but they should be used in order to notify 
the edge routers about the congestion effects.  

In addition to the above, the selected algorithm 
should be fair in the sense that it does not 
discriminate against any particular connection or 
traffic class. This means that the fraction of marked 
packets for each connection should be roughly 
proportional to the connection's share of the 
bandwidth. Last desired feature for the congestion 
detection algorithm would be to provide 
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mechanisms in order to be able to identify the 
misbehaving aggregated flows in the domain. This 
sort of information would be very useful in our 
approach since it could help us choose in a fair way 
the SLAs that should adapt. 

Several methods have been proposed, with some of 
the most popular being the DECbit congestion 
avoidance scheme [Jain and Ramakrishnan, 1988] 
and the Random Drop and Drop Tail Gateways 
[Hashem, 1989]. But the most widely used method 
today, especially under the DiffServ framework, 
which has all the desired properties mentioned 
above, is the RED (Random Early Drop) Gateway 
[Floyd et al, 1993]. 

Coming to the congestion notification procedure, 
the desired solution should work with any 
Transport Protocol, which may or may not provide 
ACK signals. Moreover, since in case of wireless 
links a missed ACK is not always a congestion 
signal it can be argued that implicit Congestion 
Notification is not a suitable solution. The Internet 
Community is considering using Explicit 
Congestion Notification (ECN) for IP by just using 
bit flags in IP packet header. 

This approach is well suited for the DiffServ 
framework, where the IPv4 TOS octet is split into 2 
parts. The first 6-bit part is used as a DS-field 
(DSCP values) and the last two bits are used for 
Explicit Congestion Notification. The full in-detail 
description, of how the 2 ECN bits are used in IP 
networks, is presented in [Ramakrishnan et al, 
2001]. 

4.2 Active Network Devices For The ASA 
Architecture 

Since ASA architecture is applicable on DiffServ 
enabled domains, we assume that there is a number 
of edge and core routers in each administrative 
domain. This means that in case of congestion the 
marked packets must be forwarded to the edge 
routers. In fact, the packets should be forwarded to 
the ingress router of the specific aggregate who is 
responsible for the adaptation of the specific SLA. 
An obvious solution in order to ensure that 
congestion notification signals arrive to the correct 
edge router is to broadcast them. Since this  
approach may cause traffic overhead in the domain, 
it is also possible to unicast such notifications by 
using an active intermediary that would be 
responsible for specifically routing the congestion 
notification signals. 

When the percentage of the marked packets reaches 
a certain threshold, the edge routers may decide to 
start an adaptation procedure. Setting the 
appropriate threshold to the edge routers depends 

on how much the administrator wants to protect its 
network by trading off performance with some 
potential profit loss (coming from the adaptation of 
traffic aggregates). In the same way if no marked 
packets arrive for a certain period of time the edge 
routers may try a recovery procedure for the 
adapted SLAs.  

The adaptation procedure has definitely an impact 
on the QoS guarantees offered to the peer domains. 
How each peer operator will adapt its own 
domain(s) to the new situation is an internal 
problem. It is possible either to use internal 
techniques to mask the fault or to carry on with the 
adaptation of traffic aggregates with its neighbour 
IP networks in order to reach a stable point of 
operation. In case adaptation moves all the way 
back to the access domains, then each local policy 
router (or bandwidth broker) should have its own 
rules and policies for the non-elastic applications. It 
is obvious that local policy routers should provide 
incentives for the applications to back off or they 
should by default penalise the non-elastic ones. In 
any case this is a local policy and has no impact on 
the operation and design of the proposed 
architecture.  

It is important to notice here is that the main 
complexity of the ASA architecture is transferred to 
the edge routers. The core routers are only 
responsible for treating the DSCP-marked traffic 
flows according to some well-defined PHBs as well 
as issuing the appropriate signals in case of 
congestion. This establishes a compatibility with 
the overall DiffServ model and we believe that 
restricting the majority of the ASA overhead at the 
edges is crucial for the success of the proposed 
architecture. 

On the other hand, our approach introduces a 
dynamic factor on the execution of the SLAs and 
also embraces a certain administration and 
housekeeping overhead on the overall system. This 
means that issues like the smooth movement 
between the various predefined service curves and 
the introduction of different fault classification and 
adaptation mechanisms have to be faced 
successfully. A clear view is needed at all times 
about the status of each SLA. Moreover, issues like 
profitability, fairness, complexity and 
communication overhead must be considered 
before starting an adaptation or recovery procedure. 

In order to cater for the administration and 
housekeeping procedures and serve the need for 
resource trading between peer domains, a domain 
management entity, called SLA Broker, is 
introduced. The SLA Broker is considered to be the 
Policy Decision Point of the ASA architecture 
while edge routers are the Policy Enforcement 
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Points. SLA Brokers must communicate with the 
edge routers and, moreover, peer SLA Brokers may 
also need to communicate mutually in order to 
exchange information about pricing, statistics, 
policies and the status of the bilateral SLAs. The 
concept of the SLA Broker, introduced here, does 
not assume a single centralised network device. 
SLA-Broker can also be realised as a distributed 
algorithm of the domain running in several points.  

Different communication interfaces are defined 
between the various entities of the ASA 
architecture. As mentioned in the previous 
paragraph, SLA Brokers have their own 
communication requirements with the domain edge 
routers (intra-domain level) and peer SLA Brokers 
(inter-domain level). Moreover, a communication 
path is definitely needed between peer edge routers 
as well as between the edge and the core routers of 

every administrative domain. Figure 11 describes 
the various communication interfaces that apply in 
a minimum ASA configuration. Please note that no 
specific signalling solutions are proposed here for 
each of the defined interfaces. This is done in detail 
in section 6 of this paper.  

Peer edge routers communicate at the IP or “router” 
level while the communication between SLA 
Brokers or SLA Brokers and edge routers is 
happening at the application level. Since edge 
routers may be re-configured by the SLA Brokers 
some sort of Active Networking mechanism is 
required. The concept of Application Level Active 

Networking (ALAN) as defined in [Ghosh et al, 
2000] or the bi-level Active Networking approach 
[Crowcroft et al, 2001] are used in order to provide 
an easy mechanism for the programming of the 
edge routers during the SLA set-up time. 

The ALAN approach leaves the basic network 
infrastructure unchanged and provides a framework 
for deployment of application level active services. 
General-purpose computational nodes are placed 
inside the network at strategic locations to provide 
execution environments that can be dynamically 
installed to perform application level functions. 
These nodes interfere in a limited way with the 
network transport mechanisms. An ALAN-based 
ASA implementation is described in [DeMeer and 
O’Halon, 2001]. 

On the other hand, the bi-level Active Networking 

as described in [Crowcroft et al, 2001] is based on 
the existence of Active Routers (AR) that may be 
reprogrammed by special data packets, and Active 
Servers (AS). AS act as proxies for any additional 
services offered by the network such as 
Transcoding or Dynamic VPNs. AR and AS 
communicate/compliment each other in order to 
serve any possible “active “ flows.    

5. STRUCTURE, OPERATION AND 
ALGORITHMS OF THE SLA BROKER 

5.1 Operational Requirements And Structure Of 
The SLA Broker 

Figure 11. Block Diagram of ASA 
Architecure 
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The concept of the SLA Broker as a management 
entity in each domain has been introduced in 
section 4. The SLA Broker is responsible for setting 
up DiffServ connectivity and supporting the 
adaptation of traffic aggregates mechanisms mainly 
residing in the edge routers. In fact, SLA Brokers 
support a whole range of operations, through a set 
of internal engines, databases and I/O interfaces to 
other network devices like edge routers. SLA 
Brokers are the Policy Decision Points (PDP) of 
the proposed architecture. They communicate with 
the edge routers (Policy Enforcement Point – PEP), 
the peer SLA Brokers and the domain 
administrator, who is responsible for loading the 
current policies, through a management console. 
Before defining the architecture of an SLA -B, we 
should examine the range of operations that it 
should support. The SLA Broker should: 

• Advertise possible bids 

• Service SLA requests from neighbour 
domains and make SLA requests to 
neighbour domains 

• Monitor the Segmented Adaptation of 
Aggregates under congestion as well, 
for the necessary recovery procedures  

• Keep track of all sold and bought 
SLAs, the default resources of the 
residing domain and the internal status 
of each SLA, for administration and 
pricing reasons 

• Configure dynamically the edge 
routers of the domain during the SLA 
set-up time and in the rare case that 
the pre-loaded policy has to be 
changed during the system operation 
for performance reasons. 

All these requirements mean that the SLA -B should 
have a Database for keeping all needed information 
and some operational engines. These engines 
according to some algorithms and policies loaded 
by the administrator and by taking into 
consideration the databases information and 
external inputs (e.g. congestion signals or signals 
from edge routers) will take actions on a whole 
range of different events.  These events will 
normally have to do with procedures of advertising 
bids (Bid Advertiser), accepting or rejecting 
requests (SLA Trader), performing SLA requests to 
peer domains (SLA Trader) or supporting the 
adaptation of traffic aggregates in case of 
congestion (Active Segmented Adaptation – ASA 
Engine).  

During the system operation the SLA Broker may 
need to exchange data and update the peer SLA 
Brokers or reconfigure the domain edge routers. It 
is NOT suggested here that each time congestion 
arises new code has to be downloaded on the edge 
routers. It is anticipated that the dynamic execution 
of the SLAs through the smooth movement 
between the predefined service curves is happening 
at the edge routers without the SLA Broker 
intervention.  On the other hand, during the SLA 
set-up time the SLA Broker should download the 
desired policy to the edge router and moreover, 
there may be certain cases where a new policy has 
to be downloaded to the edge routers because of a 
severe change or fault in the domain. We believe 
that the concept of Policy-based extensible 
hierarchical Network management as proposed by 
the TEQUILA workgroup in [Flegkas et al, 2001], 
is important in our approach. Figure 12 presents the 
block structure of an SLA Broker.  

 

5.2 The SLA Broker Database 

SLA-B Database 

Management 
Console 

ASA Engine 

SLA Trader 

Bid Advertiser 

 

I/O UNIT 

 

Edge Router 
Other SLA-B 

Figure 12.  Structure of the SLA Broker 
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The SLA -B Database during the system 
bootstrapping should hold information regarding 
the established links between the residing domain 
and the neighbouring ones. The knowledge of the a 
priori established connections is very helpful for the 
bid advertiser in order to advertise a number of 
different possible bids to the peer domains as well 
as for the SLA trader that will decide whether to 
accept SLA requests from peer domains.   

During the system operation, SLAs are exchanged 
between peer domains and the database must keep 
track of all these SLAs and the current internal 
status of each SLA (service curve) at any period of 
time. The SLA Broker should always have a clear 
view of the type of traffic that is serviced through 
its domain and the way the resources are allocated 
in the edge and core routers for each one of 
supported traffic class. The algorithms running on 
the different engines of the SLA Broker need this 
sort of information in order to be more effective. 

In addition to the above, it might be helpful for the 
SLA-B to hold information about the past service 
usage and the bids made between the neighbouring 
domains. By using this information and the current 
usage patterns, the SLA Trader engine may be able 
to decide if bandwidth should be bought in advance 
and then higher capacities can be advertised by the 
bid advertiser at lower prices.  

5.3 The Bid Advertiser And SLA Trader 
Engines 

The SLA Trader takes decision on the acceptability 
of an SLA request from the peer domains. It 
examines the available resources, the requested 
QoS and reports to the edge router about the 
decision. A record of accepted and rejected SLA 
requests must be kept in the database. 

The SLA Broker is also responsible for accepting 
or rejecting bid offers from other domains. The 
decision depends highly on a profitability analysis 
algorithm that is loaded by the system administrator 
and runs in the SLA trader engine. Usually this 
algorithm sets a window of past trades and based on 
this window calculates the average past price per 
Mbps and it also uses prediction techniques like 
time series or regression analysis in order to 
determine the future demand. If the product of the 
predicted demand by the average price is greater 
than the price of the offered bid then the bid is 
accepted [Frankhauser et al, 1999].  

On the other hand, there are several different 
trading engines which try to sell the available 
resources of the domain to peer domains by 
combining information from the past and the 
present usage patterns (information kept in the 

SLA-B Database). Some well-known traders like 
the greedy trader, the trendy trader and the 
profitable trader are presented in detail in 
[Frankhauser et al, 1999]. The analysis of the 
various trading engines and profitability analysis 
algorithms based on classical and modern 
economical theory is far beyond the scope of this 
paper. 

The bid advertiser tries to combine information 
from the SLA Database (domain resources and 
current utilisation) in order to advertise a series of 
possible bids to the peer domains. In fact, the bid 
advertiser is a mechanism used in order to make 
known the results of the trading algorithm, running 
in the SLA Trader engine, to the peer domains in 
the form of bid offers. 

A big variety of different SLA bids is always 
desired because if the peer SLA Broker has many 
choices, it is more likely to accept a bid, thus, buy 
our “product”. On the other hand, very frequent bid 
advertisements have a large communication 
overhead. Since the resources are owned by the 
source SLA Broker, the plethora of different bids to 
be advertised may end up in eating a considerably 
high percentage of the resources, leaving less space 
for selling services. This means that very frequent 
bid advertisements may lead to congestion effects, 
therefore causing QoS “faults” in a properly 
provisioned DiffServ domain.   

The above states clearly that an efficient 
lightweight advertising protocol is needed between 
the peer systems. We examine a solution based on 
the use of BGP-4 as a way to distribute flexible 
QoS information in section 6.  

5.4 The ASA Engine 

Finally, the ASA Engine is responsible for 
supporting the adaptation procedure in case of 
congestion and for the recovery operation when 
congestion effects are no longer present. This 
means that the ASA engine, during the SLA set-up 
time, should download to the edge routers a certain 
policy associated with the adaptation and recovery 
procedures of the specific SLA. After that the edge 
router is responsible for the reacting to any 
congestion signals. Upon receiving a congestion 
signal the edge router stops “hearing” for additional 
congestion signals and chooses an SLA to adapt. 
The service curve of the SLA is changed and the 
local SLA Broker Database is updated as well as 
the peer SLA Broker for billing and consistency 
reasons.  Then, the edge router starts “hearing” 
again for congestion signals. If congestion persists, 
the whole procedure has to be repeated. If no 
congestion occurs for a reasonable period of time 
(defined by the administrator) then the recovery 
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procedure starts in order to bring the downgraded 
SLA(s) back to their original status. This  recovery 
procedure may fail and in that case it may be 
repeated after a random period of time and 
preferably with another downgraded SLA.  

The most crucial part of the algorithm, which in 
fact determines its effectiveness, is the policy 
downloaded by the ASA engine, based on which 
the edge routers select the SLAs that will adapt 
upon the reception of a congestion notification 
signal. We argue that this policy is a trade-off 
between simplicity, low protocol traffic overhead, 
profitability and effectiveness of the segmented 
adaptation procedure. A variety of different policies 
should exist in order that the best one can be 
applied for each particular case. There may be 
algorithms that only care about low signalling 
overhead and thus upon congestion notification 
move all SLAs to another service curve, while there 
may be other approaches that care only for the 
profitability or the fairness. Usually the most 
effective methods are these who combine two or 
more of the above policies. These methods, 
proposed here, have their motivation in some 
methods for bandwidth brokers and resource traders 
as proposed in [Frankhauser et al, 1999; Makris, 
1999; Frankhauser and Plattner, 1999]. The most 
important out of them, which best suit our 
architecture, are: 

• The lazy policy. In this case, the algorithm 
chooses all SLAs willing to adapt and moves 
them to another Service Curve. The obvious 
advantage is that no extra protocol information 
is needed about the source of congestion. The 
disadvantages are that this policy is not fair, it 
has a great negative impact on the profitability 
(as compensation for adaptation must be given 
to all SLAs) and it creates lots of traffic 
overhead in order to reconfigure the edge 
routers and inform peer SLA -Brokers about the 
adaptation. Moreover, fragmentation of 
resources may be caused. 

• The priorities policy. The different SLAs are 
sorted to groups of different priorities. During 
the adaptation procedure, the method selects 
first SLAs of the lowest priority and if the 
congestion is not avoided, it mo ves to higher 
priority SLAs. This method is better than the 
lazy policy but it has again problems of 
fairness, as it does not connect the real source 
of congestion with the adaptation procedure. 

• The profitable policy. The goal is the 
maximisation of profit. The algorithm 
examines which SLAs have the lowest 
demands for compensation and selects them for 
adaptation. It may be a popular method among 

administrators but since it is not sure that the 
real SLA congestion source is penalised the 
method is not really fair. The computational 
cost may also prove bigger than in any other 
method as it is more probable that low 
compensation SLAs do not take much system 
resources so more than one will need to be 
adapted in order to relieve congestion. 
Moreover, since more than one SLAs may 
have to be degraded this can cause 
fragmentation of resources in our system.  

• The fair policy. This method requires that 
together with the congestion notification 
signals information about the source of 
congestion be also received. That is , some sort 
of routing information about the misbehaving 
packets or the packets that take a really large 
portion of the available bandwidth is needed. 
With this information, the algorithm can easily 
find the SLAs that are responsible for 
congestion and adapt them. The problem with 
this approach is that it requires some extra 
communication overhead and that it does not 
care for the profitability part of the adaptation 
procedure. In any case it almost assures that 
congestion is really avoided at the first place. 

• Finally, the trendy policy.  The proposed 
algorithm tries to combine the profitable and 
fair policies together. According to this 
method, the edge router receives information 
about the source of congestion and it tries to 
make the fairest choice at the lowest 
compensation cost. We are talking about an 
optimisation problem so this method is 
computationally expensive and it also has a 
high communication overhead. On the other 
hand, it provides the best solution to the 
problem of choosing a suitable SLA to adapt in 
order to move congestion away from a domain. 
It is obvious that complexity and efficiency 
trade-off to give the best result. 

It is important, here, to notice that no matter which 
policy is chosen, the algorithm does terminate. This 
happens because the adaptation may happen 
smoothly (movement between neighbour Service 
Curves), but the last Service Curve of each SLA 
would normally correspond to Best Effort Traffic. 
This means that if congestion keeps going on, then 
all traffic will be eventually degraded to Best 
Effort. In this case, there is a big chance that there 
is some severe fault in the core network that 
requires operator intervention. 

After the suitable SLA for adaptation is chosen, 
then some sort of housekeeping must be done in the 
SLA Broke rs. First, the local database of the SLA -
B must be updated with the new status of the 
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adapted SLA. Moreover, accounting and billing 
information are held for the compensation of the 
adapted SLA. These are internal procedures. After 
that, in order for the new policy to be enforced, the 
edge routers of the domain must be reconfigured. 
Finally, the peer SLA Brokers must be informed 
about the adaptation. Since peer SLA Brokers have 
kept their databases updated and they both have 
knowledge of the status of their bilateral SLAs, 
then the only thing that should be communicated 
between them is the SLA ID and the new service 
curve of this SLA. This approach reduces highly 
the communication overhead between neighbouring 
domains, because of the adaptation and recovery 
procedures of the ASA architecture.    

If adaptation is performed and no congestion 
signals are received for a defined period of time, 
then the edge routers start bringing the adapted 
SLAs back to their original status gradually and 
maybe one by one. The selection of the adapted 
SLA that should be recovered depends directly on 
the policy used in order to decide which SLA will 
adapt. For example, if the network operators have 
used the priority policy, now they must choose the 
SLA with the highest priority to recover. If they 
used the profitable policy, then they must now 
choose the SLA that requires the highest 
compensation. The lazy policy selects SLAs in a 
FIFO way, while the fair policy and the trendy 
policy should work on a LIFO basis. The recovery 
should happen with smooth movements between 
the predefined service curves and not in an abrupt 
manner. Some simulation results about recovery 
procedures presented in section 7 highly justify this 
recommendation. 

If an adapted SLA tries to recover and congestion 
effects appear again because the recovery attempt 
made was unsuccessful, the procedure is abandoned 
and the edge routers of the domain are coming back 
to their previous state. Moreover, the specific SLA 
is marked so that it is not the first one to be chosen 
when the recovery procedure starts again. Care 
should be taken to avoid SLA deadlocks due to this 
measure. An obvious solution is to associate a timer 
with these SLAs and when this timer expires then 
the SLAs can be chosen for recovery again.  

As long as  the recovery is confirmed, the SLA 
Broker should update its billing system and confirm 
the change to the peer SLA Brokers. The peer SLA 
brokers may then also choose to trigger their own 
recovery procedures since they now have some 
higher quality assurances from their peer domains. 
This recovery may well propagate all the way back 
to a single traffic source or application. 

6. SIGNALLING ISSUES  

Different signalling requirements apply to various 
parts of the ASA architecture. In order to make the 
analysis of the candidate solutions clearer three 
main signalling interfaces are defined. The first one 
is between the SLA Broker and the edge routers, 
while the second one is between peer entities of the 
ASA architecture. That captures the cases of SLA 
Broker to SLA Broker and edge router to edge 
router signalling, respectively. The third interface is 
between the core and the edge routers. Figure 13 
describes in short these three interfaces and the 
arrows between the different entities of the ASA 
domains represent the most appropriate signalling 
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Figure 13. ASA Signaling 



H. DE MEER, S. RETZEKAS: ADAPTATION OF TRAFFIC AGGREGATES FOR 

I.J of SIMULATION, Vol. 4, No. 5 -6    ISSN: 1473-804x online, 1473-8031 print 54 

solutions as described in the rest of this section. 

The SLA Broker is the PDP (Policy Decision 
Point), while the edge routers are the PEPs (Policy 
Enforcement Points) of the ASA architecture. 
Based on this observation, the candidate signalling 
solution should be appropriate for a Client-Server 
communication model between the different 
entities. Moreover, it should be well structured and 
easily extensible in order to match any 
particularities of the ASA architecture. Finally, it 
should impose low communication overhead within 
a domain so as not to eat up many of the system 
resources. The COPS (Common Object Policy 
Service) protocol as described in [Durham et al, 
2000] has all the desired properties so it is a strong 
candidate solution. 

The edge router, upon receiving a request for 
establishing DiffServ connectivity from the peer 
domains, issues a COPS REQ message to the SLA 
Broker, with the specific request parameters and 
any other information needed. The SLA Broker 
examines the available resources, may run some 
sort of profitability algorithm and, based on the 
policy loaded by the administrator and the 
information held in the local database, issues a 
COPS DEC (Decision) message to the edge router. 
The router receives the COPS DEC message (it 
maybe be accompanied with some sort of 
configuration file) and then issues a COPS RPT 
(Report) message. It must be noted here that the 
PDP (SLA Broker) is the only and ultimate 
authoritative entity of the domain. This means that 
the edge routers report only on the reception of the 
configuration file. The acceptability of the new 
configuration is taken for granted. The same sort of 
message sequence is used in any other case the 
edge router needs to communicate with the SLA 
Broker.  

Within the ASA framework, signalling between 
peer entities is mainly used for exchanging routing 
and QoS information, advertising possible bids and 
keeping the databases of peer SLA Brokers in a 
consistent state. Instead of having different 
signalling protocols for exc hanging these different 
types of information, it would be better to combine 
all these different requirements under a single 
signalling solution in order to keep the 
implementation and administration overhead to a 
minimum. Since BGP-4 is already used for 
exchanging routing information between peer 
domains, it only needs to be slightly extended so as 
to be able to accommodate ASA related 
information. A way to do this is proposed by O. 
Bonaventure in [Bonaventure, 2001].  According to 
this approach a flexible QoS attribute can be used 
in order to associate QoS information with a BGP 
UPDATE message. Eight bits are used for the 

identification of the type of QoS information that 
can be exchanged through the QoS attribute. This 
leads to 256 different QoS types, which is enough 
for all the ASA related information, like bid prices, 
the current state of an SLA or the new value of a 
database entry.  

Intra-domain signalling is used in order to support 
two basic operations of the ASA architecture. The 
first one is the notification of the edge routers for 
any congestion effects in the core domain. The 
second one is associated with the reservation of 
resources in the core nodes of the DiffServ domain 
in order to support the different SLAs negotiated at 
the edges. An explicit congestion notification 
mechanism is described in detail in section 4.1. For 
resource reservation at the core routers, any of the 
current existing solutions may be used. In 
particular, Aggregated RSVP [Baker et al, 2001] 
may be a good signalling solution at the intra-
domain level as it takes into consideration the 
aggregated nature of the DiffServ approach and 
reduces the amount of soft states that have to be 
held in the domain routers when compared to the 
original RSVP solution. 

7. SOME SIMULATION RESULTS 

Referring to the congestion scenarios presented in 
sections 2.3 and 2.4 we have performed some early 
simulations using the NS2 simulator in order to 
study the effectiveness of adaptation of traffic 
aggregates. The results are really promising and 
show that if congestion is to be considered as part 
of the overall semantics of any QoS architecture 
then the method of segmented adaptation of traffic 
aggregates could become a reliable solution for 
congestion control. 

7.1 Adaptation For Congestion Scenario 2.3 

In this case congestion effects occur in the link 
C2r1-E2r3 of Figure 7 for a time period from 10sec 
to 20sec (see Figure 14). Assuming that upon the 
occurrence of congestion the ASA Engine of the 
edge router of AS2 is triggered and the traffic 
offered to AS2 from AS4 is adapted from about 360 
packets/sec to 240 packets/sec. The results of this 
adaptation are almost immediate and are presented 
in Figure 15. The C2r1-E2r3 link recovers from 
congestion and a small number of packet drops that 
occur after the adaptation can be explained from the 
way the RED queue of the C2r1 router works. In 
fact, what happens here is that some packets 
already queued before the adaptation procedure are 
dropped some time later. The number of packets 
dropped after adaptation is very small and not 
capable of triggering another adaptation procedure. 
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Another interesting result coming from this 
simulation is that while during congestion the FTP 
source of AS1 is almost completely starved after 
adaptation it gains a generous portion of its original 

bandwidth. This shows that ASA architecture also 
reduces the impact of congestion to the other traffic 
sources of the system. Figures 14 and 15 present 
the results of congestion and recovery respectively.  

7.2 Adaptation For Congestion Scenario 2.4 And 
Some Recovery Considerations 

In this scenario the C3r1-C3r2 link of AS3 is 
slightly overbooked so when src1, src2 and src3 try 

to give their maximum traffic burst simultaneously 
congestion occurs. Refer to section 2.4 for more 
information about this congestion scenario. 

The adaptation is realised by cutting down the 
traffic offered by S2 to the network from 240 
packets/sec to 120 packets/sec.  This sort of 
adaptation has an immediate impact on the system, 
as the link C3r1-C3r2 does not suffer from 
congestion any more, and moreover, the traffic 
offered by src1 and src2 has gained back a generous 
portion of the initial value. Figures 16 and 17 show 
the exact results produced by the NS2 simulator. 
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In this scenario we move a step further and show 
the impact of an unsuccessful, abrupt recovery 
attempt of the adapted traffic aggregate coming 
from src2 at time 26sec. The results presented in 
Figure 18 are really interesting and show that 
special care is needed when deciding to start a 
recovery procedure because a recovery failure 
penalises heavily the rest of the traffic sources. In 
this example, while the edge Router of AS3 is 
supposed to detect the congestion almost 
immediately and forces the recovered SLA back to 
its adapted status, the impact on the traffic sources 
1 and 2 is really heavy and of broader timescales. 
For example, while the unsuccessful recovery 
procedure lasts about 0.3secs the affected traffic 
sources need more than 3secs to come back to their 
original status.  

This result suggests that a TCP-friendly way of 
recovery with a slow start technique may well be 
suited for our proposal. In this way backward 
compatibility with the TCP-based congestion 
avoidance algorithm could be established not only 
in the way domains back-off, through the smooth 
movement between the predefined service curves, 
but also in the way recovery procedures take place 
after adaptation. 

8. CONCLUSIONS AND FUTURE WORK 

In this paper we have presented a series of 
simulations showing that under the DiffServ 
framework congestion is still possible under certain 
conditions. This means that DiffServ could be 
characterised as a defective QoS Architecture. This 
is not a real drawback for The DiffServ approach, 
as long as congestion effects are not ignored but are 
taken systematically into account when designing 
QoS solutions. Thus, we believe that even if 

congestion effects are rare and not very intense, 
they are still present; so, they must be faced as a 
possible error to the delivered QoS. This means that 
congestion should be considered as part of the 
overall semantics of any QoS architecture. 

Elasticity and co-operation among service providers 
may prove vital for the success of the DiffServ 
model, in analogy to the viability of the best-effort 
model that is based on the elasticity and TCP-
friendliness of co-operating applications. According 
to this approach an Active Segmented Adaptation 
(ASA) [DeMeer and O’Halon, 2001] mechanism 
has been introduced as part of any QoS 
architecture. The basic operational requirements 
and the implementation issues of the ASA 
architecture have been explained in some detail. 
The service curve concept has been introduced for 
the definition of different QoS levels inside each 
SLA. This means that adaptation and recovery 
procedures as proposed by ASA can now be 
realised as smooth movement between these 
predefined service curves.  

Moreover, in each domain there are tasks of longer 
timescales than the ones executed at the router 
level. These tasks are normally related to issues like 
domain housekeeping, trading of resources, pricing 

of clients, monitoring of the QoS mechanisms used 
and performance optimisation. For this reason a 
domain management entity, called SLA Broker, has 
been introduced as part of the overall ASA 
architecture. The structure, operation and 
algorithms of the SLA Broker as well as the 
signalling between the SLA Broker, the residing 
and peer domains have been defined in detail. 
Domain management entities like Bandwidth or 
SLA Brokers are expected to play an important role 
in the next generation data networks. In particular, 
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they will serve the self-organisation of IP domains, 
the monitoring and the adaptation of the QoS 
guarantees offered to peering domains and the 
assurance of an economically viable model based 
on the trading of domain resources.   

Some early simulation results presented in this 
paper are really promising and show the 
effectiveness of ASA architecture in congested 
DiffServ domains, as well as the possible problems 
associated with unsuccessful recovery procedures. 
We believe that adaptation and recovery should be 
done in such a way that would establish the TCP-
friendliness of our proposal in accordance to the 
TCP congestion avoidance scheme. 

While a solid framework for the ASA architecture 
has been defined in this paper, there is still big area 
for research especially in the algorithms associated 
with selecting the appropriate SLA for adaptation, 
as well as in the recovery algorithms. These two 
areas and the signalling issues of the ASA 
architecture are the main points on which we are 
going to focus our research efforts and try to come 
up with some well justified answers in the near 
future.  
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