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Abstract:
This paper seeks to identify some of the technology challenges and research opportunities in assessing, optimising
and assuring performance and dependability on the grid. Grid computing offers many scientific and commercial
benefits, but also many technical and organisational challenges. Amongst the challenges for grid computing is the
need to provide reliable quality of service to end users, while enabling increasingly dynamic and federated usage
scenarios. Understanding and quantifying the performance capabilities of a grid system and its applications is a
crucial issue, without which performance improvements will be at best ad hoc. Nevertheless, this is particularly
difficult for complex and dynamic systems like the grid, where both the computing environment (in terms of the
contributing platforms and networks) and the application base are in continual change. There is an internationally
recognised need for research in this area and success will lay the foundation for next generation e-Science.

1. Introduction

Grid computing is a large and rapidly develop-
ing area of active research. It promises much for
high performance computing but can also suffer from
overheads introduced by cross-domain connectivity
and extensive middleware, as well as more famil-
iar problems generally associated with distributed
systems, such as communication latency and unreli-
able infrastructure. In essence grids are collections
of heterogeneous computation and storage resources
spread across different administrative domains, with
tools for the user to find, reserve and use desired re-
sources. Using grid technologies, computing facili-
ties of various kind can be offered as on-line services
[1].

Grid computing research initially grew from dis-
tributed systems support for large, data and computa-
tionally intensive tasks. Originally, applications were

academically driven [2, 3], but more recently com-
putationally intensive financial, medical and media
applications have benefited from grid technologies
[4, 5]. These compute and data intensive jobs have in
common that they can be handled as batch jobs and
therefore can relatively easily be parallelised and dis-
tributed. More recently, grid systems have been pro-
posed and investigated to support transactional and
interactive applications as well, such as business ap-
plications and virtual environments [6, 7]. Many
technological challenges still need to be resolved, but
this trend illustrates a desire to provide computing,
storage and applications as services.

An important driver behind the grid is business
and commerce, since the services model opens up the
possibility that there is profit to be made from pro-
viding computing instead of computers. One such
model is an organisation that provides infrastruc-
ture for large scale (possibly distributed) computa-
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tion; other organisations may then access that in-
frastructure to provide further services to customers.
Obviously, such partnerships pose great challenges
with respect to trade-off between cost-effective high-
quality services. Since all parties in this process de-
pend on the services they use, providers must ensure
that their users are receiving a service quality which
is acceptable; otherwise they will fail to meet the sci-
entific or commercial aspirations of their clients and
will lose business.

At the same time that the grid was developing as
the architecture for service-oriented computing, ma-
jor industry players started pushing it as the answer to
another increasingly worrisome computing problem,
namely IT management. The vision of companies
like IBM and HP is best articulated in IBM’s auto-
nomic computing manifesto [8], see also [9]. The fear
expressed in this document is that computing systems
are becoming so complex that without extensively
automated management they can not be maintained.
The software platform that is supposed to provide the
solutions to automated IT management is the Open
Grid Services Architecture [10]. Whether the grid
architecture can fulfil all demands put on it are up
for discussion [9, 11], but it is clear that integrating
autonomous IT management approaches in the grid
pose additional challenges to quantitative assessment,
optimisation and assurance.

Given all these demands for provable and trusted
service quality, we discuss in this paper the assess-
ment, optimisation and assurance of Grid Performa-
bility, that is, the joint consideration of performance
and dependability. The term ‘performability’ was in-
troduced by John F. Meyer 25 years ago [12] and was
initially focussed on the need for a unified measure.
Since that time it has become apparent that by con-
sidering the combined performance and dependabil-
ity of systems we achieve greater impact in terms of
system effectiveness, efficiency, and adaptability. As
Tai et al [13] write:

‘If separate evaluations of performance and
dependability are to suffice in determin-
ing the overall quality of the delivered ser-
vice, one must place certain constraints on
how properties affecting performance inter-
act with those affecting dependability.’

To illustrate this, it is clear that failure to meet de-
mand functionally, for instance through a period of
service unavailability, may have a profound effect on
performance metrics such as response times. Vice
versa, the techniques used to provide dependable sys-
tems, such as fault tolerance, themselves introduce

additional overheads. Furthermore, many depend-
ability impacts are themselves due to performance ef-
fects, for example the late delivery of an acknowl-
edgement may cause a message to be resent or a
transaction to fail. The integration of performance
and dependability concerns is therefore a necessary
part of a reliable computing solution.

This paper introduces seven performability chal-
lenges grid computing poses. These challenges are:
(1) virtualisation and service-oriented computing, (2)
scale, (3) on-line and run-time algorithms, (4) real-
istic model parameters, (5) business metrics, (6) uni-
fied performance, dependability and security, and (7)
standards and tools. These challenges share one en-
compassing theme, that of integration: integration of
concerns such as performance, reliability and secu-
rity, integration of grid systems with on-line and run-
time mathematical optimisation techniques, integra-
tion of business considerations and IT decisions, and
integration (and separation) of views from providers
and consumers.

2. Performability Challenges in the Grid

2.1. Virtualisation and Service-Oriented Comput-
ing

Virtualisation is an important property of grid sys-
tems. It enables a service to be offered seamlessly
without a user or service being aware of what re-
sources or underlying services are being used, where
they are (either physically or logically), who is pro-
viding them or what is using them. This allows ser-
vices to be provided on top of other services such that
the service can be treated and managed as an atomic
entity and yet be flexible to a changing provision of
constituent services and resources. Thus it provides
users with consistency and any application need only
be aware of the services it requires and not the ser-
vices that lie beneath those. From a specification
and management perspective this is an ideal situation,
however from a measurement and modelling perspec-
tive this can provide significant problems [14, 11, 15].

Because of virtualisation it is impossible to al-
ways determine what resources are being used, hence
two uses of a given service may result in two en-
tirely distinct sets of resources being employed. Fur-
thermore, within the same operation a resource may
become overused and a task migrated to an alterna-
tive provider, which may have quite different non-
functional characteristics. This kind of situation does
arise in other areas of distributed systems, for in-
stance in RAID disk arrays, with the distinction that
in grid systems the resources are generally heteroge-
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neous and the virtualisation may cross organisational
and geographical boundaries. Conversely different
services may themselves employ common services to
deliver their functionality. Thus two apparently dis-
tinct services might actually be strongly correlated
and may share common modes of failure. This is not
only a problem in analysis, but can also pose a prob-
lem when using replication to provide fault tolerance.

An alternative perspective on virtualisation is that
it is extremely difficult to predict the workload a par-
ticular resource is subject to. This is because, even if
it were possible to identify the resource from a ser-
vice specification, there is no way to identify what
else that resource is or could be used for. Seemingly
the only viable approach here would be to monitor re-
source usage directly and build a model of workload
from the bottom up, ignoring the complex interplay
between compound services.

Thus, at best virtualisation will lead to extremely
complex models of system behaviour, at worst, it may
become intractable.

2.2. Evaluation of large scale systems

One of the defining features of grid systems is the
volume of computation, network and data involved.
The very size of these systems therefore creates prob-
lems for performability analysis. Grid systems are
fundamentally heterogeneous collections of homoge-
neous systems, i.e. networks of clusters or tightly
coupled parallel machines. This heterogeneity of grid
systems creates additional, but not insurmountable,
problems for measurement and modelling. However;

“Whatever we think is large and complex
now, won’t be in the future”, Robert Berry,
IBM [16].

Berry [16] exemplifies this using a multi-player game
example, which involves 10,000 simultaneous users
and over 500,000 user communities. Multi-player
games are real commercial activities, not only with
significant profit to be made by the gaming compa-
nies, but also with commercial activity within the user
communities trading virtual entities within the game
world. IBM demonstrate this with a grid based Mas-
sively Multi-player Online Game (mmog) demonstra-
tion based on Quake2 [16]. Of course, games are
not the only such market, but it is one field where
a huge user demand is present and will therefore be
one driver in the increasing size of grid systems. HP
further support the involvement of grids in the enter-
tainment market through their Utility Data Centers
(UDCs), by providing facilities for small companies

to make animated features without the need to invest
in costly additional infrastructure [14].

Given the size and complexity of grid systems it is
difficult to know what to measure and where to mea-
sure it. Furthermore, any realistic model of a grid
system is going to be correspondingly complex and
involve a very large state space. The model based
evaluation of large complex systems requires large
simulation programs to be written or complex mod-
els to be specified. Even with good tool support at
an appropriate level of abstraction this can be a prob-
lematic and error prone process. However, once the
model has been generated the problems are far from
over.

Simulation can be a powerful tool, but its uses are
limited. Long run times preclude its use in directing
adaptive systems. Analytical modelling is far more
potent a tool in this regard, but large models are still
costly to solve. It is therefore important to develop
techniques which allow large models to be solved ef-
ficiently and for simple approximations to be found.
Hey et al [17] state that models of grid systems must
be “usable, not accurate/sophisticate”. Of course, we
want both, but in most situations it is consistency
and relative accuracy that is important, so an approx-
imation is often just as valuable as an entirely accu-
rate model. A crucial research activity therefore is in
producing trustworthy approximations and verifiable
techniques for model simplification.

Related to this is the issue of Grid benchmarking;
that is, when we have a large system, how do we com-
pare this with another large system (when the hard-
ware is different, the software is different etc.) As
we know from [18], there is work in comparing large
(single site) systems, such as ASCI Q and EarthSim;
but to our knowledge there is very little work on com-
paring grid implementations. For further information
refer to the Grid benchmarking group at the Global
Grid Forum [19]

2.3. Online algorithms

Effective management of resources is a crucial
part of providing quality of service to customers, just
as optimising algorithms is an essential part of get-
ting quality of service from applications. Manag-
ing performability requires up to date knowledge of
the state of the system operation. This is generally
well understood in communication networks, for in-
stance Internet routers exchange information which is
used to determine a historical perspective of delay. In
grid terms this can be achieved through an Informa-
tion Service (IS), such as MDS [20]. The regularity
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of updates is crucial, and in volatile systems the ap-
proach may work poorly. Of course, being entirely up
to date is unreasonable, it is impossible to constantly
exchange status information across the system with-
out seriously harming the overall performance. In-
stead the choice of where to direct a particular request
must be based on the best information available. One
approach is to poll potential resources at the request
instant, however if there are many requests then this
may be a significant bottleneck, and there will still
be a delay on the status being reported and it being
acted on. Some predictive mechanism may therefore
be required (see [21, 22]).

In order to predict future availability from past
trends requires the evaluation of some algorithm. As
has already been observed, in the case of grid sys-
tems the models used may be highly complex. Eval-
uating such a model directly is unlikely to feasible
in real time. Therefore it is important that efficient
decomposition techniques, accurate approximations
and scenario specific heuristics, are developed to fa-
cilitate fast evaluation of scheduling and related prob-
lems. For example, Palmer and Mitrani [23] have
analysed the problem of dynamic server reallocation
based on current demand. They determine an optimal
policy for this problem, but this is computationally
expensive, so a simpler approach is developed which
can be verified against the exact model.

Where heuristics have been developed it is impor-
tant to know how close to an optimal policy has been
achieved. Therefore it becomes important to enable
the analysis of grid systems by developers and not
just modelling experts. This implies the provision of
applied modelling tools that rely on application spe-
cific rather than modelling specific knowledge. Be-
cause of the component like nature of services it is
likely that modelling formalisms that support a com-
positional approach are likely to be best suited to this
task. Although compositional formalisms exist and
are widely used, much work remains to provide ap-
plication oriented mechanisms that allow these tools
to be used easily by developers. In addition the de-
velopment of case studies provides a basis, not only
for future application oriented approaches, but also
for further case studies by association.

2.4. Population of systems with realistic parame-
terisation

Performability models are only as good as the data
that is used to populate them. If performance or avail-
ability is predicted on a conservative estimate for user
demand then the system may have too little capac-

ity and a far poorer expected performability. Thus
it is important to have accurate information on de-
mand and for proposed models to be accurately ver-
ified against real (or at least realistic) data. One way
to do this is to use logging or bookkeeping data. This
allows the system to be fed with a trace of actual grid
usage, promoting decision making on the basis of ex-
perience.

One area where this issue has been taken up is in
grid scheduling, see for example [21, 24, 25]. Us-
ing resource management systems, such as Condor
[3], it is possible to get an up to date view of re-
source usage. For a wider view the Network Weather
Service (NWS) [26, 27] allows the response from re-
mote systems to be tracked. Various systems, such
as [28] and [29], have used NWS to populate predic-
tive models for future application deployment. The
ICENI project has taken a broader approach [30, 31],
providing a performance repository where relevant
performance data is collected in any viable manner.
Thus this system is easily extensible to incorporate
any performance service available.

Filippopoulos and Karatza [32] propose a model
where alternative clusters are available to service jobs
and the load must be balanced across these to opti-
mise performance. Some jobs must be co-allocated
to both clusters simultaneously and these are treated
with a different priority. The authors propose a lo-
cal scheduling policy which is simple to implement
but is shown to perform well below optimal. Thomas
et al [33] have analysed a model of services which
fail. There are several mechanisms by which a fail-
ure can be detected. However, all these mechanisms
carry an overhead which, by the regularity of the re-
quired messaging, may be significant. Such messag-
ing can be minimised by extending the intervals be-
tween messages; this however causes a delay between
when a failure occurs and when the next communica-
tion takes place (or is expected). The length of the
delay will be variable depending on the precise mo-
ment of failure relative to the expected time of the
next message. Thus, there is a staleness to availabil-
ity information which can have a significant effect on
both response time and reliability.

An alternative approach is to use reservation to
give greater confidence that resources are available
when required. Djemame et al [34, 35], have devel-
oped a SNAP based three phase commit reservation
protocol which they show, through analytical mod-
elling, simulation and experimentation, can signif-
icantly improve both response time and utilisation.
McGough et al [31] also employ a reservation mech-
anism, which they demonstrate as part of the ICENI
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system. This mechanism has been shown through ex-
perimentation to improve the predictability of service
requests, hence increasing the applicability of service
level agreements. This is the only work we are aware
of that currently links resource monitoring with adap-
tive behaviour of resource usage in a fully automated
way.

Despite the amount of active work in this area
there is still much to be done to provide the right
level of information across a wide range of systems
(both functionally and geographically) in an accurate
and timely manner. Furthermore, new applications
require accurate historical data from similar applica-
tions in order to make accurate performability pre-
dictions. Thus far these activities, whilst significant,
have been limited in scope, however this is one area at
least where progress is continuing to be made. Open
issues include:

1. What performance information do we need to
drive these systems?

2. How accurate does that information need to be?

3. How ‘live’ (old) does it need to be?

4. How does the usefulness (of this data) degrade
over time?

2.5. Evaluation of business metrics and business
models

As stated earlier, one of the key drivers for grid
system development is the commercial sector, partic-
ularly in the fields of finance and media. Given that
this is the case it is clear that the real metrics of in-
terest are in fact monetary. Increasing performability
inevitably introduces cost. Therefore there is a clear
need to incorporate cost models alongside performa-
bility estimation in order to investigate this trade off.

From a business perspective grid systems are not
simply a technical solution, but rather a different way
of organising business. Berry [16] identifies horizon-
tal business integration as a key driver in the IBM On
Demand initiative to provide greater business flexi-
bility through grid computing. Systems such as HP’s
Utility Data Centers [14] are business oriented sys-
tems. Therefore the core model is going to be a busi-
ness process model and the technical models, such
as performability models, are likely to be add-ons to
this. This implies a much greater emphasis on busi-
ness process and technical modelling than has hith-
erto been applied.

Given a potential for profit from grid computing
services there is a need for greater understanding of

charging models and their impact on user behaviour
and system performance. Such models are not new;
indeed charging has been a part of computer com-
munications and mainframe access for 40 years [36]
and some efforts have been made to apply charging to
limited grid scenarios [37]. Harder et al [38] discuss
various potential market mechanisms for the grid and
define a dynamic model of a grid market. Within this
model service providers and middlemen (e.g. service
brokers) attempt to set prices in order to maximise
profit, whereas end users will adapt their behaviour
when the service quality drops too low or the service
price becomes too high. The Grid Economic Services
Architecture Working Group have worked on defin-
ing protocols necessary for setting the cost of such
services. These efforts are described by Newhouse et
al [39], who also describe experimentation within the
UK e-Science Programme with the Chargeable Grid
service, the Resource Usage Service, and the Grid
Banking Service.

The choice of charging model depends greatly on
the application area and the expected user demand,
but it can also have a profound impact on perfor-
mance. To take a road traffic analogy; congestion
charging was introduced in London not only to gen-
erate revenue, but principally to reduce peak user de-
mand and hence provide a better quality of service
to those prepared to pay, without the need for large
scale investment in extra capacity. A good, well un-
derstood pricing structure can provide a means for
regulating user access so that quality of service is
maintained and revenue generated in computational
systems. Clearly users are only going to be prepared
to pay for a service that offers a sufficiently high per-
formability. The relationship between charging and
performability is therefore clearly highly complex.

Federated service provider and business-to-
business computing implies that various forms of
agreements will be in place, from service level agree-
ments about infrastructure QoS to financial contracts
about business deals [7, 40, 41]. Such agreements di-
rectly impact the decisions a service provider makes
if resources are scarce or changes are requested.
If such decision-making is automated, agreements
should be encoded and maintained in the software
platform, and should be input to the decision-making
algorithms [42]. As a consequence, continuing re-
search is needed in architectural such as in the GGF
working group working on WS Agreement [43],
modelling [44, 45] and algorithmic issues around
agreements [7].
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2.6. Performability: integrating performance, de-
pendability and security

Initial scientific development of grid systems in-
volved sharing large valuable data sets. The owners
of these data sets are often unwilling to allow open
access to the data because its capture has been costly
and its existence may represent a significant poten-
tial scientific and commercial advantage. Protecting
this advantage thus became a key issue in the devel-
opment of grid systems in order to facilitate scientific
exchange. The more recent development of commer-
cial applications has further emphasised the need for
system security.

Making open systems secure is clearly not a sim-
ple matter and it can involve a considerable commu-
nication and computational overhead. Developers en-
countering a performance problem may often observe
that security measures form a significant bottleneck.
They may even be tempted to turn off some security
measures to alleviate the performance pressure.

It would appear that security and performability
are orthogonal, however, this need not necessarily be
the case. Indeed it would be disingenuous to suggest
that security developers do not consider performance,
however performance is understandably a secondary
consideration to them. One problem is that the re-
lationship between security and performance is not
well understood. Very little work has been done in
this area, but it is vital for systems (such as grid sys-
tems) where security and performance are crucial dis-
criminating factors. Recently work has been done
on applying stochastic extensions of classical process
algebra to problems in security analysis concerning
scalability and timing [46, 47], however this has not
yet been applied to grid security.

Security is just one example of an additional ser-
vice that must be employed in the running of an ap-
plication. However as more services are added we
encounter the software stack problem - that is of per-
formance degrading as the size of the software stack
increases, and the problem of monitoring (and assign-
ing costs) when the stack is so large.

2.7. Standards and tools

The definition of standards has played an impor-
tant role in the development of distributed systems,
and thus also in the Grid. Standards are required for
products from multiple vendors to interoperate, and
successful standards have the potential to increase
both vendor markets and purchaser flexibility.

With respect to performability assessment and op-
timisation, a good case can be made for the need of

standards and tools with open interfaces. As an exam-
ple, intrusion detection can not be done without good
and pervasive logging mechanisms [48], let alone be
benchmarked [49]. Optimising resource allocation
can not be done without data about resource usage,
and automation of SLA management is not possible
without agreed upon monitoring interfaces and data
collection [40].

In the area of Grid technologies, the Global Grid
Forum (GGF) [50] brings together researchers and
industry to initiate the standard process, leading to
de facto standards for many areas of grid computing.
Various efforts with a relation to performability are
underway, such as the definition of benchmarks [19],
common information models for resources [51] and
common monitor and management interfaces. The
latter has been moved to the OASIS web services
standardisation working group on web service dis-
tributed management [52], the first group in which
Grid and web services came together.

Important for the advancement of the Grid is the
open source platform Globus [53], and recently the
Open Middleware Initiative (OMI) [54] has been
formed in the UK to develop and distribute stable
and open tools for developing grid services. Sev-
eral services based on performability measurement
and prediction [55, 56] are currently being deployed.
Other network monitoring tools, such as the Network
Weather Service [27] and GridMon [57] are already
available. Although various more or less tangential
standards and tools efforts are already underway, a
number of issues remain:

• Ontologies for specific performability assess-
ment and benchmarking problems (such as in-
trusion detection, resource allocation).

• Choice between passive (‘always-on’) or active
(‘only when activated’) monitoring infrastruc-
tures and standards.

• Agreement on protocols to exchange and query
the monitored data across virtual organisations.

• Liability and responsibility of monitoring and
data maintenance.

3. Conclusions

Grid computing offers a new dimension to many
existing distributed systems questions. Some prob-
lems that have been well known for years have
re-emerged and once again become important. A
smaller number of entirely new ones have also come
to light. Grid computing is something new in terms
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of complexity and scale of distributed systems, but
it is also an area of great opportunity. Grid systems
will rely on high performance and high dependability
of services, but there is also the chance to build per-
formability at the heart of the system through middle-
ware and performability services.

Grid computing is not so much the methods that
are being employed, but the highly complex interac-
tion between applications, resources and middleware.
The fact is that each of these areas has its own open
performance issues and there are likely to be a num-
ber of solutions that can be employed in each environ-
ment. It is difficult to fix any one of these variables
and there is no Green Room in which parts of this
performability analysis can be rehearsed makes this a
hugely complex problem. The lesson from performa-
bility is that there is no one solution.

In this paper seven key areas of research have
been identified within and around performability in
grid computing. These areas lead to many challenges
which will need to be met by the performability com-
munity if grid systems are to be developed which
meet expectation. Many of these challenges are al-
ready being addressed in some way and some of that
work has been highlighted here. Many other chal-
lenges are not yet being addressed. This may be in
part because there is as yet little idea as to how to
solve the underlying problems, but in many respects
these issues are only now becoming recognised in
the mainstream of grid development. Until recently
the emphasis of grid development has been towards
a proof of concept. Now the focus has moved more
towards production systems, in which performability
has become a much more significant constraint. It is
the integration and understanding of all these view-
points that remains the real challenge.
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