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Abstract - The last layer in Semantic Web structure is dedicated to the aspects of Trust which deals with uncertainty.  In this paper 
a Trust Model is proposed which evaluates trust between trustor and trustee. This model is associated with two algorithms, an 
algorithm for propagation and another for aggregation. The propagation algorithm utilizes statistical techniques and the 
aggregation algorithm is based on fuzzy analysis. The proposed technique is named Max-weight method and experimental results 
are presented to compare and contrast the method with other techniques. Results of experiments clearly illustrate effectiveness and 
superiority of the proposed approach. Additionally, some of the well known methods of trust modeling and trust evaluation are 
reviewed and analyzed. A categorization for calculation of trust and an analytical view of possible models of trust rating through a 
chain of acquaintances are presented. Based on experimental results the well known methods are also compared and contrasted.  
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I. INTRODUCTION 
 
     In the past, interaction between individuals who never 
met face-to-face used to be rare. Today, an ever increasing 
numbers of first time encounters are mediated by the rise 
of virtual communities such as online chat rooms, 
electronic markets, face book, twitter and virtual 
multiplayer game worlds. These new spaces of human 
interaction have challenged our accumulated wisdom on 
how human interactions can occur. Many aspects of these 
virtual communities deserve to be and have been 
extensively researched. In many such virtual encounters, 
actors do not expect to ever meet ‘in real life’: people buy 
and sell goods from each other. An example of virtual 
community is an electronic market such as eBay. 
Electronic markets hold great promises for bringing 
together large numbers of buyers and sellers across wide 
geographic regions on a scale that is unprecedented in the 
physical world. These interactions involve different types 
and levels of risk, and they are only possible if users trust 
each other, and the systems they use to meet, communicate 
and transact as well as the organizations that provide for 
them [1].  
     A reputation or rating system attempts to provide 
succinct summaries of a user’s history for a given virtual 
community. In the case of eBay (or Amazon), one’s 
reputation is represented by a rating “score” which is 
calculated based on average ratings by its members. 
 

     One can consider individual reputation as derived either 
from direct encounters or from inferences based on 
information gathered indirectly. Direct reputation refers to 
reputation estimates by an evaluator based on direct 
experiences (seen or experienced by the evaluating agent 
first hand). Indirect reputation refers to reputation 
estimates that are based on second-hand evidence (such as 
by word-of-mouth). 
     Although an agent might be a stranger to the evaluating 
agent, the evaluating agent can attempt to estimate the 
stranger’s reputation based on information garnered from 
others in the environment. As Abdul-Rahman and Hailes 
[2] have suggested, this mechanism is similar to the 
“word-of-mouth” propagation of information for humans. 
Reputable information can be passed from agent to agent. 
     The Semantic Web is a network of relationship between 
concepts [3]. In fact the Semantic Web is a mesh of 
information linked up in such a way as to be easily 
processed by machines, on a global scale. One can think of 
it as being an efficient way of representing data on the 
World Wide Web, or as a globally linked database. 
     Semantic Web basically consists of metadata assertions 
that machines can understand by virtue of ontology 
sharing. However, since the number of agents able to 
publish statements is vast, credibility in those statements 
should be limited; the W3C Annotea Project intends to 
provide an infrastructure for assigning annotations to 
statements [4]. These statements could also include 
statements about the credibility of certain metadata. 
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Trust has several different definitions in the field of the 
semantic web, trust means the degree to which an agent 
considers an assertion to be true in a given context. The 
last layer of the semantic web refers to trust in the context 
of credibility and reliability, because trust as authentication 
is supported by digital signature [5-6]. 
     Ziegler et al. [7] proposed a trust algorithm called 
Appleseed. It is a local group trust computation. However, 
instead of using maximum flow, the basic intuition is 
motivated by spreading activation strategies. Appleseed is 
based on finding the principal eigenvector. It is a local 
trust metric and for a given network with a source, it 
returns a ranking of all  nodes in the network. 
     Richardson et al. [8] used social networks with trust to 
calculate the belief of a user for a statement. The 
calculation method is done by finding paths from the 
source to any node which represents an opinion about the 
statement in question. By concatenating trust values 
through the paths to reach the recommended belief in the 
statement for that path and aggregating those values a final 
trust value for the statement can be calculated. Current 
social network systems on the Web, however, primarily 
focus on trust values between one user and another, thus 
their aggregation function would require some 
modification when applied in these systems.  For testing 
their algorithms, they chose a concatenation function 
(multiplication) and showed the accuracy of the results 
using the Epinions network (www.epinions.com). 
     FOAF (www.foaf-project.org) is an abbreviation for 
“Friend of a Friend” and aims at enriching personal 
homepages with machine-readable content encoded in 
RDF statements. Beside various other information, these 
publicly accessible pages allow their owners to nominate 
all individuals part of the FOAF universe they know, thus 
weaving a “web of acquaintances”. Golbeck has extended 
the FOAF schema to also contain trust assertions with 
values ranging from 1 to 9, where 1 denotes complete 
distrust and 9 absolute trust towards the individual for 
which the assertion has been issued [5]. Golbeck [9] also 
has researched on trust in social networks and deduced 
some form of trust graphs properties from real networks 
and proposed an algorithm that has been called TidalTrust 
algorithm [10]. The algorithm inferred trust in the trust 
graphs based on the trust ratings which can be numbered 
in a continuous range. 
     A social network is a set of people, organizations or 
other social entities connected by a set of social 
relationships, such as friendship, co-working or 
information exchange. The Web is an example of a social 
network. Social networks are formed between Web pages 
by hyper-linking each other. Web may be considered as a 
graph where vertices are Web pages and hyperlinks are 
edges. Statements in semantic web are expressed in XML, 
RDF, OWL to construct a network of concepts and 
meaningful links. The Web network may be seen as a 

graph in which concepts are represented as nodes and 
predicates as edges. 
     Trust can be passed between people. Empirical 
evidence from social psychology and sociology, indicate 
that transitivity is an important characteristic of social 
networks [11]. To the extent that communication between 
individuals becomes motivated through positive affect, 
drive towards transitivity can also be explained in terms of 
Heider’s famous “balance theory” [12], i.e., individuals are 
more tending to interact with friends of friends than 
unknown people. 
     An example of such transitivity is: if agent A trusts B, 
who in turn trusts C. Even if A has not met C before, if C 
has a good reputation communicate with A via B and 
perhaps other sources, A can be understandably cooperate 
with C in their first interaction. 
      Trust is not perfectly transitive in a mathematical 
sense, this means that, if A highly trusts B, and B highly 
trusts C, it does not always and exactly follow that A will 
highly trust C. Because trust is not perfectly transitive, we 
could expect that it degrades along a chain of 
acquaintances. But with a high degree of confidence we 
can trust recommendations made by friends according to 
what has been mentioned above. Then trust would thus 
propagate through the network and become accorded 
whenever two individuals can reach each other via at least 
one trust path. This view of propagating trust along chains 
of acquaintances (thus exploiting some form of 
transitivity) has been widely studied and implemented [7-
8, 13-14]. 
      In this paper we consider trust from personal view. 
Trust is personal, and beliefs vary between two people, 
personalization through a local algorithm is expected to 
improve the results [8-9, 14]. If a person don’t know the 
trustee maybe his friend knows him or maybe his friend‘s 
friend knows him. We collect information from several 
different chains of friends and aggregate them to make a 
decision to trust the trustee or otherwise.  
 

II. CATEGORIZATION 

     There are variety models of trust and trust policies in 
semantic web. Different models and policies can be 
categorized based on different analytical views and 
communication of nodes. If a node requires trust rating of 
an unknown node, how it communicates with society. 
Should it ask nodes that are trusted to get information? Or 
should it trust all? Or should it select some nodes to ask? 
(In this case how it selects?). In the followings, a 
categorization of trust models and trust mechanism is 
suggested. In general there are two categories of trust 
model. The first model is associated with the centralized 
configuration and has a manager or a central node to 
manage trust. The second model is associated with the 
distributed configuration and attempts to ask nodes that 
know trustee directly and have beliefs in it. Distributed 
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models are in turn categorized as global and local 
(personal) models. Most of the category of personal view 
of distributed model is based on analytical derivation of 
trust rating. 
 
A.  Centralized Model 
 
     A centralized node acts as the system manager. This 
manager has such knowledge as rating of reputation and 
precedents of nodes. The manger may also be able to judge 
nodes and carry out system policies in the form of some 
metrics or a set of rules. When a node as a source needs to 
communicate with another node as a sink, it asks the 
manager node if it can trust the sink node.  Therefore, 
there is no explicit trust model between nodes. An agent (a 
node) only communicates with the centralized node to 
know other agent’s reputations; this configuration is 
shown in Figure1. Manager is responsible for collecting 
information from both sides involved in interactions. 

 

 
 

Figure 1.  Each node asks manager to get trust rating  
 
     The problems associated with this model are, firstly, 
how one can trust the manager node?. Secondly, how 
manager nodes can trust each other and communicate?. In 
reality, one can not have a  comprehensive system that 
knows and trust all. If one wants a public manager (in a 
large size) there must be an infrastructure similar to the 
one in PKI [15]. A trust policy is used in [16] which 
consist of a set of rules that the trustor agent uses to test 
the trustfulness of a fact. Different trusting agents may use 
different trust policies. A trust decision is the act of testing 
an asserted fact for satisfaction of a trust policy or a trust 
criterion. In fact, in some cases, there is a repository in the 
trust layer that makes the decision of trusting or not to 
trust. Example of this system is the mechanism used for 
trusting email [6,16]. Trusting emails is a policy that a 
network of friends exchange lists of emails, in order to 
avoid spam without compromising each others privacy. 
 

B.  Distributed Model 
 
     In this model there is no centralized system to govern 
the trust policies. Agents are responsible for obtaining 
mutual trust based on their direct interactions. No global or 
public reputation exists. If node A wants to know node B’s 
reputation, it has to ask other agents to evaluate B. Then 
the ratings that others give B are combined to compute 
agent B’s reputation as shown in Figure 2. 
     Distributed model can be divided into global and local. 
Global models compute a universal trust value for each 
person in the network, regardless of who asks for a trust 
recommendation the same answer is given. However, local 
trust models calculate trust in response to a person 
requesting the trust recommendation and essentially, the 
results are personalized for each user [9-10]. 
 

 
 

Figure 2. Distributed model. Get trust information about trustee from 
society. 

 
B.1 Global Model 
 
     This model is based on the degree of popularity of a 
node in the society. Neighbors of a trustee know that 
trustee because of their relationships in the past. A node 
may have had transactions with its neighbors in the past 
and neighbors have profile of its  precedent. One may 
decide to trust or distrust depending on opinions of 
neighbors. Voting (aggregating the opinions of neighbors 
or users) is an example of evaluating trust ratings. But this 
approach suffers from the fact that there are mixed 
information and disinformation in the web at large. It is 
easy for a user or coalition of users to gather many persons 
to express a large number of biased opinions. 
www.eBay.com and www.Amazon.com auctions have a 
special trust mechanism. Both of these are implemented as 
a centralized rating system that manages reputation of each 
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user but the calculation of reputation is based on a global 
method which depends on user’s rating. Because of 
problems associated with the previous strategies, one may 
request only opinions of some nodes that are authority 
nodes. Clearly, the information obtained from these nodes 
is more trusted. The question here is: how authority nodes 
may be defined? Authority nodes are defined depending 
on configuration and performance of the system. One 
criterion may be that those nodes that have high social 
network metrics will be regarded as authority nodes, e.g. 
nodes that have higher number of edges. Hypertext 
Induced Topic Selection (HITS algorithm) is a link 
analysis algorithm that rates Web pages for their authority 
properties and hub values to recognize authority web 
pages [17]. Authority value estimates are the value of the 
content of the page. Hub value estimates are the value of 
links to other pages. These values can be used to rank Web 
search results. Authority and hub values are defined in 
terms of one another in a mutual recursion. An authority 
value is computed as the sum of the scaled hub values 
which point to that page. A hub value is the sum of the 
scaled authority values of the pages it points to. Each node 
u in an expanded graph with two associated scores h and a, 
initialized to 1. Then HITS iteratively assigns: 
 

   a hu u
u v→

= ∑ And    u uh a
v u→

= ∑   (1) 

 
Where ∑u hu   and  ∑v av  are normalized to 1 [17-18] and 
after some iterations they converge. We can use hub and 
authority values for trust evaluation. A node is a good hub 
if it trusts trustworthy nodes and it will be good authority 
if trustworthy nodes trust it. However, these scores are 
initialized to the rating of trust. 
     PageRank [19] in Google is like HITS for ranking web 
pages search results and is a link analysis algorithm that 
assigns a numerical weight to each element of a 
hyperlinked set of documents, such as the World Wide 
Web, with the purpose of measuring its relative 
importance within the set.  
     The EigenTrust algorithm [20] is used in peer-to-peer 
systems and calculates trust with a variation on the 
PageRank algorithm [19]. In the EigenTrust formulation, 
trust is a measure of performance. 

 

B.2 Local Model 

In this model trust is personal and beliefs vary between 
two people, personalization (through a local algorithm) 
should improve the accuracy of the results [9-10]. Most 
research reports on trust mechanisms in semantic web 
discuss those algorithms that calculate trust from the 
personal view. 

     If one does not know the trustee, maybe his/her friends 
know it or maybe his/her friend’s friend knows it. A 
psychology theory [21] states that if one trusts his/her 
friend, one can trust information that she/he provides with 
an accuracy of between 95% - 99%. The main idea here is 
that everybody trust his/her friend’s belief more than a 
stranger’s belief. A trusted acquaintance will also trust the 
beliefs of his/her friends and it is possible to find a path of 
friends from trustor to trustee. According to small world 
hypothesis [21], any pair of nodes in a random network 
will be connected by a relatively short chain of random 
acquaintances. The number of intermediates is finite and 
trustor and trustee are connected through less than six 
intermediate nodes. This entails that if such mutual chains 
of acquaintances are used to determine the initial trust 
between a pair of entities, then the method will scale up 
well because these chains are likely to be small. The main 
problem here is the calculation of trust rating. 
 
a) Propagation: How can we calculate trust through a 
chain of acquaintances? As shown in Figure 3, if A gives a 
trust rating to B and if B gives a trust rating to C how 
much is trust rating that A gives C?  The problem that 
exists in propagation is that trust is not perfectly transitive. 
For example if A highly trusts B and B highly trusts C, 
definitely A cannot trust C highly. But with a high degree 
of confidence we can trust recommendations made by 
friends according to what has been mentioned above. 
Another word, trust may be considered with a certain 
percentage of error.  

 
Figure 3. Propagation of trust. 

 
b) Aggregation: If there are different paths of 
acquaintances as shown in Figure 4, how can we aggregate 
trust rating from each path? and which path is more 
trusted? The problem that exists here is the contradictory 
information. Different paths can give conflicting 
information. How untrustworthy paths are recognized? 
 

CBA
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Figure 4. Aggregate trust rating from each path 
 
     There are several algorithms for calculating trust, and 
they use different operators to propagate and aggregate. 
Most famous operators that are used for propagation are 
multiplication and minimum and for aggregation are 
addition and maximum. In the followings, mathematical 
background for operators of trust calculation through a 
chain of acquaintances is discussed.  
 
 

III. PROBABILITY FOR CALCULATION  LOCAL 
MODEL 

 
A. Propagation through Probability 

 
)( BA →Ρ  Is the probability that A trusts B or the other 

interpretation is that B does not abuse A’s trust.  
In probability theory [22] if probability of occurrence of an 
event A and an event B has no affect on occurrence of 
each other then event A is independent of event B and the 
following applies. 

 
( | ) ( )A B AΡ = Ρ   And ( | ) ( )B A BΡ = Ρ                  (2) 

Then ( ) ( ) ( | ) ( ) ( )A B A P B A A BΡ ∩ = Ρ ∗ = Ρ ∗ Ρ    (3) 
 

Obviously relationship between node A and B and also 
between B and C is direct and without any intermediates, 
therefore, these edges don’t have any dependency on each 
other. Then ( )A BΡ → and ( )B CΡ →  are independent 
completely. The calculations of ( )A CΡ →  through a 
chain of acquaintances are as follows: 
 

( ) ( )

( ) ( )

A C A B B C

A B B C

Ρ → ≡ Ρ → ∧ →

= Ρ → ∗ Ρ →
           (4) 

 
In general ( )  ( )i j k lΡ → = Π Ρ →  k and l are nodes 
path.                                                              (5) 
  
Multiplication operator is used in trust propagation. 
 
B. Aggregation through Probability 
 

     In the probability theory [22] if events 1 2, ,.... kB B B  
have no intersection and the universal set is composed of 
all, then for every event A we have: 
 

( ) ( ) ( | )
1

k
A B A Bi ii

Ρ = Ρ ∗ Ρ∑
=

                                  (6) 

 
     If there are different paths of acquaintances from trustor 
to trustee and if they don’t have any intersections in 
relationships (edges), trust may be aggregate through all 
paths: 
 

( ) ( | 1) ( 1)

( | 2) ( 2) ( | 3) ( 3)

A C A C path path

A C path path A C path path

Ρ → = Ρ → Ρ +

Ρ → Ρ + Ρ → Ρ                         

(7) 
( | 1)A C pathΡ →  means the probability of A that can 

trust B through path1 and )1( pathΡ  means the amount 
that a path is trustworthy. If all paths are viewed from the 
same perspective, then aggregation operator is the average 
operator. If some parameters like length of a path are 
important, then the value of probability of trustworthiness 
of that path is higher.  
     Tidal Trust of Golbeck [9-10] is a probability model 
and it calculates a weighted average: 

( ) | m a x

( ) | m a x

i j

i j

i j j s
j a d j j t

i s
i j

j a d j j t

t t
t

t
∈ ≥

∈ ≥

Σ

=
Σ

                              (8) 

where i  is source and s is sink and t  denotes trust rating 
between two nodes. References [8,14]   used an algebraic 
method with multiplication and addition as operators. 
 
 
IV. FUZZY LOGIC FOR CALCULATIONS OF TRUST 

IN LOCAL MODEL 
 
A network of trust can easily map a fuzzy relation or a 
fuzzy graph. In fuzzy analysis [23], every object x in a set 
A has a membership function )(xAµ , meaning the degree 
of compatibility or the degree of truth of x in A. There are 
some facts that are used here. 
Definition 1. The membership function of intersection 
C A B= ∩ is 

( ) min( ( ), ( ))x X xBC Aµ µ µ=                                (9) 
Definition 2. The membership function of union 
C A B= ∪ is  

( ) max( ( ), ( ))x X xBC Aµ µ µ=                             (10) 

Definition3. Let X, Y R⊆ be universal sets, then   
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{(( , ), ( , )) | ( , ) }R x y x y x y X YRµ= ∈ ×               (11) 
 

R is called a fuzzy relation on X*Y. This definition can be 
interpreted as defining a fuzzy graph. Consider two 
statements S and T, for which the truth values are Sµ  and 

Tµ  , respectively, ( Sµ  and ( Tµ  [0,1]∈ )).  It is shown 

[23] that the truth value of “AND” and “OR” are min and 
max respectively. 

( ) min( , )S T TSµ µ µ∧ =   and ( ) max( , )S T TSµ µ µ∨ =                                     
(12) 

 
• A. Propagation and Aggregation through Fuzzy 

 
     Fuzzy relations can be represented by the operation 
“composition”. Different versions of composition have 
been suggested, which differ in their final results and their 
mathematical properties. The max-min composition [23] is 
the most popular and the most frequently used. 
Max-min composition: 

{[( , ), max{min{ ( , ), ( , )}}]
1 2 1 2

| , , }

R R x z x y y z
R R

x X y Y z Z

µ µ=

∈ ∈ ∈

o

                                                                     

(13) 
 

Max-* composition: 
{[( , ), max{{ ( , ) ( , )}}]

1 2 1 2
| , , }

R R x z x y y z
R R

x X y Y z Z

µ µ= ∗

∈ ∈ ∈

o

                                                                          

(14) 
Max-mean composition: 

{[( , ), max{1/ 2 { ( , ) ( , )}}]
1 2 1 2

| , , }

R R x z x y y z
R R

x X y Y z Z

µ µ= ∗ +

∈ ∈ ∈

o

(

15) 
 
In fact, calculation of trust through a chain of 
acquaintances is a composition relation. If we implement 
the calculation of trust with a Max-min composition then 
propagation utilizes min operator and aggregation Max 
operator. Reference [24] uses a fuzzy model for trust 
evaluation and compares it with Tidaltrust of Golbeck[10]. 
 
 
 
 

V. THE PROPOSED TRUST MODEL 

In this section we propose a trust model for evaluating 
trust between trustor and trustee. This model is 
associated with two algorithms, an algorithm for 
propagation and another for aggregation. The 

propagation algorithm utilizes statistical techniques and 
the aggregation algorithm is based on fuzzy analysis. 
The proposed technique is named Max-weight method. 

 
A. Propagation Method 
 
     If trustor does not know the trustee directly, it can use a 
chain of acquaintance to gather information about trustee. 
In virtual trust networks, propagation operators are used to 
handle this problem. With propagation method we can 
calculate trust through a chain of acquaintances [8-9, 14, 
25]. 
     In this section we introduce a method for propagation. 
 Figure 5 shows a chain of acquaintance.  If 1A  trusts 2A  

by a rate denoted by  
1 2A At  and if 2A  trusts 3A  by a rate 

denoted by 
2 3A At  and if 3A  knows the trustee directly and 

knows its trust rating, then how much is the trust rating 
that 1A  may give trustee(sink)? 

 
 

 
Figure 5. A chains of acquaintances 

 
     In this chain of acquaintance the rate that friends 
suggest for trustee is    

3A Sy t= . The value that trustor can 
trust y depends on trust ratings of intermediary friends. If 
intermediary friends are trustworthy, trustor can accept y 
highly. In each path at least trust ratings of friends is the 
minimum value of trust between intermediary friends. We 
name this value x. 

1 2 2 3
min( , )A A A Ax t t=                          (16)                              

     If x has a high value we accept y highly, otherwise y is 
erroneous. The probability that y contains error depends on 
the value of (1-x) directly. (1-x) is the maximum value of 
error that can exist in y. Probability of error in y is in the 
interval [0, (1-x)]. And on average the probability of error 
in y is,       1

2Pr( : ) xerrorfor y Vx −= = . It is clear that the 
probability of accurate y is ; 

xVyTruthfor −= 1):Pr(  
According to Figure 6, the probability that y is true is 
Pr( : ) 1Truthfor y Vx= −  , and the probability that y′  is 

true is Pr( : ) xerrorfor y V= , where ( )y y error′ = − .  

Trustor Friend Friend2 
Trustee -

Sink

A1 A2 A3 

21AAt
2 AAt At

3
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Clearly, in right hand branch, y contains error, therefore, 
subtracting the error value from y and call it y′ . 

 
 

Figure 6:  Probability Tree 
 
 

Trust value: The rate of trust between trustor and trustee is 
the expectancy of trust that trustor has for trustee. 

'
1( ) (1 )* *A S x xE t V y V y= − +                     (17)                                                                                                                     

'
1

1 1( ) ( )* *
2 2A S

x xE t x y y− −
= + +           (18)  

 
Error rate in y: In the right hand side of branch of Figure 
6, on average there are (1 ) 2x−   error rate for y. y can be 
more than the actual value or less than the actual value. If 
y is more than the actual value we must decrease error rate 
on y but if y is less than the actual value, we must increase 
error rate on y. 

' ( )y y or error= + −                                      (19) 

1

2

x
error

−
=                                                   (20) 

 
     Since initially we don’t know y is higher than the actual 
value or lower.  We compare the value of y with the mean 
0.5 and we assume that if y has a much higher value (near 
1); it contains error in the positive direction. If it has a low 
value (near 0.0), then it contains error in the negative 
direction. 
If   y is high then erroryy −=′  

Else  y y error′ = +  
 

B. Aggregation Method 
 
     If there are some different paths from trustor (source) to 
trustee (sink) such as shown in Figure 7, it is necessary to 

have a method to aggregate different values about trustee. 
There is a problem as Contradictory Information in 
aggregation. One of your friends tells you to trust a person, 
and another one of your friends tells you to distrust that 
same person. In this case, there are two opinions, they are 
equally trusted, and they tell you the exact opposite thing. 
In other words, you have to deal with inconsistent 
information. Let X be the set of all paths from source to 
sink. 

1 2 path from source toSink{ ... : }i i nX x x A A A S= = In 
each path according to propagation method, we calculate 
the expectancy trust of trustor to trustee. TPath is a fuzzy 
set that shows expectancy trust of source to sink in each 
path. 

TPath={( , ( ) ) , ( ) ( )i t i i t i A n Sx x x X x E tµ µ∈ =  
Expectancy Trust of Source on Sink through path i}   (21) 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

Figure 7. Aggregate trust rating from each path 
 

     Contrary to the composition method in fuzzy graphs 
like Max-min [22-23] that selects maximum value of trust 
between source and sink and in distrust state to sink it does 
not have a good accuracy. Here we assign a weight to each 
path and then select the trust value of the path with highest 
weight value. Weight of each path is assigned based on 
two parameters: 1-trust friends 2- Density of trust value. 
 
Trust Friends: If we trusted all friends in a path, then we 
trust )( it xµ more in that path. Then weight of a path 
depends on Trusting friends directly. We define Trusting 
friends as the product of trust between all intermediary 
friends. Product is better than min operator for reflecting 
trust of friends in a path. The fuzzy set TFriend defines 
trust of friend in each path. 

   

xVyerrorfor =):Pr(  

y
'y

Trustee Trustee 

Trustor

Friends Friends 

VyTruthfor −= 1):Pr(

Path1 

Path2 

Path3 
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TFriend={( , ( ) ) , ( ) 1 2 2 3
... * *... }1 2 2 3( 1) ( 1)

x x x X x t ti i i i A A A Af f
t t t tA A A AA n An A n An

µ µ∈ = ∧

∧ ∧ =− −

        

(22) 
Density: In each path ix , the number of ( )t jxµ  values 

that are close to ( )t ixµ represents density of expectancy 

of trust in path ix . We utilize density because of the 
problem encountered in fuzzy methods, Max-min or Max- 
*. In these methods if there is a path with a high bias value 
for trust sinks, that path is selected. When density is used 
the selection of such a path is prevented. The fuzzy set 
Density shows density around each trust expectancy to 
sink in each path. Count ix  is the number of paths that 

have near value of ( )t jxµ  to ( )t ixµ and |X| is 
cardinality of set X. 

Density= {( , ( )) , ( )x x x X xi i i id dµ µ∈ =  

( )
: ( ) ( ) }

Count x j x xi jt tX
µ µ− ≤ Κ                (23) 

 
C. Weight assignment 
 
The weight of each path is defined as the product of trust 
value of friends and density. We use a parameter α to 
measure effects of density and trust of friend on accuracy. 

Weight = {( , ( )) , ( )x x x X xi i i iW Wµ µ∈ =  

)}1()^(*)^( αµαµ −ixdixf                        (24) 
 

The value of trust between trustor and trustee through 
multiple paths equals to expectancy of trust trustor on 
trustee in the path with highest weight Wµ . 

( ) ( )t x E tgt AnSsourcetoSink µ= =   as  

( ) ( ( ))for all i                   W g W ix Max xµ µ=  (25) 
 
 

VI. EXPERIMENT 
 
     We have implemented a program to crawl the web of 
trust network, namely, www.epinions.com website and 
extract data of this network. The data obtained consists of 
6021 nodes. We constructed a connected graph with 500 
nodes and 22705 edges. The Epinion web of trust is 
Boolean but our method requires real-valued trusts. To 
assign value to edges we use Richardson‘s technique [8]. It 
uses varying quality for users and based on quality of users 
it assigns a trust value to each node. Each user has a 

quality ]1,0[∈iy . A user’s quality determines the 
probability that a statement by that user is true. The quality 
of a user is chosen from a normal distribution with  

0.5µ =  and 0.25α = . 
The higher the user’s quality, the more they are likely to be 
trusted. Any pair of users i and j where i trust j in 
Epinions: 

=ijt uniformly chosen from [max ( y j ijδ− , 0), min 

( y j ijδ+ , 1)] 

Where iy  is quality of user i and ijδ  is a noise parameter 
that determines how accurate users are at estimating the 
quality of the user they are trusting. We assumed that a 
user with low quality is bad at estimating trust, so for these 

experiments 
(1 )

2

yi
ijδ

−
= .                      

(26) 
  
A. Method of test 
 
     We use one-leave-out method for testing. In this 
technique if there is an edge between two nodes, we mask 
this edge and calculate trust through other paths from 
source to sink and then compare the calculated value with 
the masked value. According to small world theory [21] 
only paths with length equal or less than 7 is found.  
 
B. Accuracy Metrics 
 
Absolute error: It is the difference between actual value of 
trust of an edge and the calculated value from a method. 
 

Absolute error=| Trust Calculated – actual Trust | 
 

     In most cases the purpose of calculating trust value in a 
network is making decision to trust the trustee or not. For 
example if we have obtained a high value for trust, we will 
trust trustee, but if we have obtained a low value, we will 
decide not to trust. Then making a right decision is a good 
metric for comparison. We set a threshold = 0.5 to decide 
to trust or not to trust. If the calculated value is equal or 
more than 0.5, we will trust otherwise not. We use 
precision and recall metrics to compare the accuracy of 
methods in making decision.  Precision and Recall are 
defined for the three states as follows.  

   Trust State: In this state parameters that are used to 
calculate the accuracy are: 

=tA  The number of friends that we have trusted in 
reality. 
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=tB  The number of friends that the algorithm suggests 
to trust. 

Pr
A Bt tecisiont Bt

∩
=  

             (27) 

Re
A Bt tcallt At

∩
=  

Distrust State: In this state parameters that are used to 
calculate the accuracy are: 

dA =  The number of friends that we don’t trust in 
reality. 

dB =  The number of friends that algorithm suggests 
not to trust. 

dB
dBdA

decision
∩

=Pr                               

(28) 

dA
dBdA

calld

∩
=Re  

General State: In this state parameters that are used to 
calculate the accuracy are: 

dt

ddtt

BB
BABA

alecisionTot
+

∩+∩
=

)()(
Pr

  
(29) 

dt

ddtt

AA
BABA

callTotal
+

∩+∩
=

)()(
Re

 
But there is a trade off between Precision and recall. For 
example when the cardinality of set A is close to 0, Recall 
value is nearly 1 but Precision value is nearly 0. We use 
Fscore to compare Recall and Precision. 

Fscore is defined as:  
 

 ecisioncall
ecisioncall

Fscore
PrRe

Pr*Re*2
+

=
                    (30) 

 
 

VII. RESULTS 
 
     We implemented Max-Weight on data for different 
values of }{ 75.0,5.0,25.0,0∈α . Table I, II and III show 
values of accuracy metrics for Max-weight method for 
different values of α  in different states. 
     Table I shows value of accuracy metrics for different 
values of α . At best, this method nearly has accuracy of 
81% and Fscore and mean error is around 0.122.  
 
 

TABLE I. ACCURACY METRICS FOR GENERAL STATE 

 

 
 

TABLE II. TRUST STATE 
 

Metrics 
alfa 

Recall  Precision FScore 

α = 0 0.773 0.7945 0.7839 
α  = .25 0.790 0.7852 0.7879 
α  = 0.5 0.908 0.8145 0.8588 
α  =0.75 0.881 0.8181 0.8488 
α  = 1 0.858 0.8327 0.8455 

 
TABLE III. DISTRUST STATE 

 
metrics 

alfa 
Recall Precision FScore 

α a = 0 0.537 0.790 0.6213 

α  = 0.25 0.584 0.6832 0.6299 

α  = 0.5 0.609 0.7947 0.6899 

α  = 0.75 0.648 0.7772 0.7072 

α  = 1 0.694 0.7397 0.7162 

 
     Table II and III show accuracy metrics for trust and 
distrust state. Comparison of two states shows that the 
proposed method has a higher accuracy in trust state. 
Accuracy of this method is balanced in both of states 
contrary to the fuzzy methods that have higher accuracy in 
trust state and lower accuracy in distrust state.  
 

 
 

Figure 8.  Diagram of mean error of Max-weight for Different values of 
Alfa. 
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Figure 9.  Diagram of Fscore of Max-weight for different values 
ofα . 

 
     Figure 8 and 9 show the approximate behavior of the 
mean of error and Fscore with changes in α  for the 
general state. The mean of error and Fscore have the best 
value for 0.5α = , this means that Density and Trust 
values of friend are equally effective in evaluating the 
accuracy. 

 
 

Figure 10. Diagram of mean error of Max-weight for different values of K 
– K is used for calculating Density. 

 

 
 

Figure 11.  Diagram of F of Max-weight for Different values of K – K is 
used for calculating Density. 

 

     Figure 10 and 11 show approximately the behavior of 
the mean of error and Fscore for different values of K. K is 
used for calculating Density and K between 0.1- 0.2, the 
best accuracy is obtained. 

 
A. Comparison with other methods 
  
     We implemented Tidal trust [26] and some fuzzy 
composition methods such as Max-min, Max-* and Max-
mean [24] and compared them with Max-weight method. 
Figure 12 shows that the proposed method has a better 
mean error (it is lower than other methods and is around 
0.12). Figure 13 compares Fscore of Max-weight with 
other methods; it is observed that in 81% of cases correct 
decision is made.  
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Figure 12. Diagram of mean error of different method. 
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Figure 13. Diagram of  Fscore for different methods 

 
 

VIII. CONCLUSIONS 
 
     In this paper we have introduced a Trust model for 
semantic web. It is associated with a propagation method 
which computes trust through a chain of acquaintance and 
an aggregation method to select a path of friend. Further, 
the method assigns each path a weight. These weights are 
assigned based on trust rating of friends and density. The 
trust rating of a trutor to trustee in a path is selected from 
the path with highest weight. The proposed method is 
implemented and its accuracy evaluated. Finally, the 
results obtained were compared with some techniques to 
calculate trust. Experimental results illustrate the 
effectiveness of the proposed method. 
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