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Abstract - Currently, IT (Information Technology) departments are the most complex parts of organizations and ITIL (Information 
Technology Infrastructure Library) is considered the most widely used IT framework in them. This De-facto standard is intended 
to support IT units of organizations to implement quality based processes in an effort to improve the quality of IT services. ITIL, it 
self is consisting of five components which are service strategy, service design, service operation, service transition and continual 
service improvement. Every one of these components has several processes. The structure of every one of ITIL processes includes 
definition, detail description, Critical Success Factors (CSFs) and Key Performance Indicators (KPIs). On the other hand, The 
Control Objectives for Information and related Technology (COBIT) is an audit and IT based framework with high capability on 
process measurement. This measurement-based framework is consisting of four different domains which are plan and organize, 
acquire and implement, delivery and support and monitor and evaluate domains. Taking into consideration the strength and 
weaknesses of each standard and framework, an ideal and practical approach is to implement ITIL based processes through an 
effective collaboration with COBIT based KPIs to measure and enhance every ITIL based processes. However, one of the critical 
ITIL processes is Problem Management process. This process issues to identify rout causes of reported incidents and try to 
eliminate them. In this paper, all KPIs applied to this process were at first gathered with some industrial experiences and then 
analyzed to produce some findings relating to the most common KPIs and practices used.  
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I. INTRODUCTION 
 
 Quality is defined as “the level of conformance of the 
final deliverable to the customer’s requirements” 
[Method123, 2009] and ISO 8402 standard defines quality 
as "the totality of features and characteristics of a product 
or service that bears its ability to satisfy stated or implied 
needs.” However, the most commonly used definition of 
Service Quality is “the extent to which a service meets 
customer’s needs or expectations”[ Wisniewski et. 
al.,1996]. QoS has an increasing role in the organizations, 
now. One predominant area of QoS has been posed IT 
parts of organizations.  
 There are several IT based frameworks and standards 
propounded by institutes, companies and organizations. 
These frameworks and standards try to make a coherent 
approach to manage IT capitals and assets in the 
organization. One of the most widely used IT frameworks 
in the world is Information Technology Infrastructure 
Library (ITIL) which is the most applicable de-facto 
standard used in many IT companies and organizations, 
nowadays[Bon J. V.et. al. ,2007]. It covers an iterative, 
multidimensional and lifecycle form structure 
[taylor,2007]. In addition, this de-facto standard carries 
some extensions such as Microsoft MOF , HP ITSM and 
IBM SMSL. Alternatively, COBIT [Hill  et. al. ,2007] is 
another framework used in organizations to improve 

quality of IT-services. In short, both frameworks comply 
with ISO 27002 that provide a comprehensive process to 
manage a high matured organization [Sharifi et. al. 
,2007]. Based on Gartner claims, the use of IT best 
practices in IT services can up to 20% cost saving 
[Botelho,2007]. From our observation, there is a need of a 
mature plan to match this framework with target 
objectives of the organizations. One important part of this 
plan is project audit and assessment with some 
benchmarks like CSFs (Critical Success Factors) and 
KPIs (Key Performance Indicators) or KSIs (Key Success 
Indicators).  
 KPIs or KSIs, help an organization to define and 
measure progress towards organizational goals. Please 
take note that those KPIs should be agreed upon by an 
organization’s manager to select and draw a plan prior to 
implementation. Managers usually select these KPIs 
based on their business objectives. So, selected KPIs must 
reflect  the organizational goals. Via their prefix 
name(key), it is clear that there must be a key to 
organizational success, as it is measurable and  reflects 
the current situation of that particular process. Key 
performance indicators usually are long-term 
considerations for an organization [F. John, 2008] as it 
provides some potential to make a mature process at the 
end of the plan. 
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 The aim of this paper is firstly to describe ITIL as a 
baseline for Problem Management and COBIT as an IT-
framework with strong audit capabilities (section 2). 
Secondly, it focuses on the description of Problem 
management Process (section 3) followed by its well 
known KPIs related process (section 4 and 5). At the end 
of this paper, section 6 describes a methodology to 
support the most applicable KPIs of Problem 
Management. 
 

II. RESEARCH METHODOLOGY 
 
To accomplish the main aim of the study, the ethnography 
method selected. According to Wikipedia the ethnography 
is a genre of writing that uses fieldwork to provide a 
descriptive study of human societies. Ethnography has 
several techniques. In this research the following 
techniques has been applied: Direct observation of formal 
and informal daily behaviors in the organization; 
Conversation with different levels of stakeholders and 
managers as well as the organizations staffs include small 
talk, long interviews and formal meetings; Detailed work 
with key consultants about particular experiences that 
they had and study some deferent case studies.  
 

III. ITIL AND COBIT: AN OVERVIEW 
 
A. ITIL 
 
 ITIL (Information Technology Infrastructure Library) 
is a de-facto standard which was introduced and 
distributed by Office of Government Commerce (OGC) in 
UK and includes all IT parts of organizations [Wikipedia, 
2008]. At present ITIL is the most widely accepted 
approach to IT Service Management in the world. It has 
an iterative, multidimensional and lifecycle form 
structure. ITIL has an integrated approach as required by 
the ISO/IEC 20000 standard with following guidance: 
[Taylor,2007]. 
 I. Service Strategy: The Service Strategy provides 
guidance on how to design, develop and implement 
service management from organizational capability 
perspective and strategic asset. It provides guidelines on 
the principles underpinning the practice of service 
management which are useful for developing service 
management policies, guidelines and processes across the 
ITIL service lifecycle. Service Strategy guidelines are 
applicable in the context of other parts of ITL lifecycle. 
Service Strategy covers these parts of IT systems: the 
development of markets, internal and external, service 
assets, service catalogue and implementation of strategy 
through the service lifecycle [Taylor, 2007]. 
 II. Service Design: There are guidelines for the 
design and development of services and service 
management processes. It covers design principles and 
methods for converting strategic objectives into portfolios 

of services and service assets. The scope of Service 
Design is includes the changes and improvements 
necessary to increase or maintain value to customers over 
the lifecycle of services, the continuity of services, 
achievement of service levels and conformance to 
standards and regulations. It guides organizations on how 
to develop design capabilities for service management 
[Taylor, 2007].  
 III. Service Transition: Some guidelines are available 
for the development and improvement of capabilities for 
transitioning new and changed services into operations. 
Service Transition provides guidance on how the 
requirements of Service Strategy encoded in Service 
Design is effectively realized in Service Operation while 
controlling the risks of failure and disruption. This part of 
ITIL framework combines practices in release 
management, program management and risk management 
and places them in the practical context of service 
management [Taylor, 2007]. 
 IV. Service Operation: Service Operation is intended to 
embody practices in the management of Service 
Operation. It includes guidelines on achieving 
effectiveness and efficiency in the delivery and support of 
services to ensure customer and service values. Strategic 
objectives are ultimately realized through Service 
Operation, therefore making it a critical capability 
[Taylor, 2007]. 
 V. Continual Service Improvement: This represents 
an instrumental guidance in creating and maintaining 
value for customers through better design, introduction 
and operation of services. It combines principles, 
practices and methods from quality management, Change 
Management and capability improvement. Organizations 
learn to realize incremental and large-scale improvements 
in service quality, operational efficiency and business 
continuity [Taylor, 2007]. 
 
B. COBIT 
 
 The (COBIT) is a set of best practices (framework) 
for information technology (IT) management created by 
the Information Systems Audit and Control Association 
(ISACA), and the IT Governance Institute (ITGI) in 1992.  
COBIT provides managers, auditors, and IT users with a 
set of generally accepted measures, indicators, processes 
and best practices to assist them in maximizing the 
benefits derived through the use of information 
technology and developing appropriate IT governance and 
control in a company.  
In its 4th edition, COBIT has 34 high level objectives that 
cover 215 control objectives categorized in four domains: 
Plan and Organize, Acquire and Implement, Deliver and 
Support, and Monitor and Evaluate.  
 COBIT provides managers, auditors, and IT users 
with a set of generally accepted measures, indicators, 
processes and best practices to assist them in maximizing 
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the benefits derived through the use of information 
technology and developing appropriate IT governance and 
control in a company.  
The COBIT mission is to research, develop, publicize and 
promote an authoritative, up-to-date, international set of 
generally accepted information technology control 
objectives for day-to-day use by business managers and 
auditors. Managers, auditors, and users benefit from the 
development of COBIT because it helps them understand 
their IT systems and decide the level of security and 
control that is necessary to protect their companies’ assets 
through the development of an IT governance model 
[isaca.org, 2007]. COBIT covers four domains as:  
  I. Plan and Organize: The Planning and Organization 
domain covers the use of technology and how best it can 
be used in a company to help achieve the company’s 
goals and objectives. It also highlights the organizational 
and infrastructural form IT is to take in order to achieve 
the optimal results and to generate the most benefits from 
the use of IT. The following Table I lists the high level 
control objectives for the Planning and Organization 
domain.  
  

TABLE I. DOMAIN PLAN AND ORGANIZATION OF COBIT 
 

PO1  Define a Strategic IT Plan  
PO2  Define the Information Architecture  
PO3  Determine Technological Direction  

PO4  Define the IT Processes, Organization and 
Relationships  

PO5  Manage the IT Investment  
PO6  Communicate Management Aims and Direction  
PO7  Manage IT Human Resources  
PO8  Manage Quality  
PO9  Assess and Manage IT Risks  
PO10  Manage Projects 

 
 II. Acquire and Implement: The aim of this domain is 
to identify its IT requirements acquiring the technology 
and to implement it within the company’s current 
business processes. This domain also addresses the 
development of a maintenance plan that a company 
should adopt in order to prolong the life of an IT system 
and its components. The following Table II lists the high 
level control objectives for the Acquisition and 
Implementation domain.  
 
TABLE II. DOMAIN ACQUIRE AND IMPLEMENT OF COBIT 

 
AI1 Identify Automated Solutions  
AI2 Acquire and Maintain Application Software  

AI3 Acquire and Maintain Technology Infrastructure 

AI4 Enable Operation and Use  
AI5 Procure IT Resources  
AI6 Manage Changes  
AI7 Install and Accredit Solutions and Changes  

 

 III. Delivery and Support: This Domain includes all 
management and service activities related to delivery and 
support systems. The following Table III lists the high 
level control objectives for the Delivery and Support 
Domain. 
 

TABLE III. DELIVERY AND SUPPORT OF COBIT 
 

DS1  Define and Manage Service Levels 

DS2  Manage Third-party Services  

DS3  Manage Performance and Capacity 

DS4  Ensure Continuous Service  

DS5  Ensure Systems Security  

DS6  Identify and Allocate Costs  

DS7  Educate and Train Users  

DS8  Manage Service Desk and Incidents 

DS9  Manage the Configuration  

DS10 Manage Problems  

DS11 Manage Data  

DS12 Manage the Physical Environment  

DS13 Manage Operations  

 
 IV. Monitor and Evaluate: The Monitoring and 
Evaluation domain deals with a company’s strategy in 
assessing the needs of the company and whether or not 
the current IT system still meets the objectives for which 
it was designed and the controls necessary to comply with 
regulatory requirements. Monitoring also covers the issue 
of an independent assessment of the effectiveness of IT 
system in its ability to meet business objectives and the 
company’s control processes by internal and external 
auditors. The following Table IV lists the high level 
control objectives for the Monitoring domain [Hill,2007; 
Eric Lachapelle,2007]. 

 
TABLE IV. DELIVERY AND SUPPORT OF COBIT 

 
ME1 Monitor and Evaluate IT Processes 

ME2 Monitor and Evaluate Internal Control 

ME3 Ensure Regulatory Compliance 

ME4 Provide IT Governance 

 
 
C.  ITIL related to COBIT  
 
 The strength within ITIL is the way processes are 
described with different activities and flowcharts to use 
for target implementation. Cost/Benefit and 
implementation issues are also described. There are also 
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guidelines for reviews and Critical Success Factors, but 
these issues are better described in COBIT. First of all 
COBIT is defined by the IT-audit community as a 
framework highly suitable for authority. COBIT is also 
stronger when it comes to management issues where 
“Management Guidelines” provides the implementer with 
a reference where Critical Success Factors are described 
together with Key Goal Indicators, Key Performance 
Indicators and Capability Maturity Models (CMM).  
 

TABLE V. ADAPTING ITIL WITH COBIT 
 

ITIL COBIT 
Incident Management Manage Problems and 

Incidents 
Concepts/process Critical Success Factors 

Activities Metrics(CSF,KPI) 
Cost/Benefits Benchmarking(CMM) 

Planning for Implementation  
 Audit 

 
 When ITIL is benchmarked with COBIT, it has been 
found that they correspond with each other to a high 
degree, especially, when the processes of COBIT are ITIL 
based as in its latest version. In spite of different words 
used for the same issue but they cover the same problem. 
This issue is only faced by Incident Management in ITIL 
which has no significant adverse impact in the case of 
COBIT. However, some minor impacts may be 
experienced at the other parts of the framework or using 
other different approach es[Wallhoff, 2007]. As shown in 
Table V Sahrifi et. al., 2008]. 
 

IV. PROBLEM MANAGEMENT PROCESS 
 
In ITIL terms a Problem is the unknown underlying cause 
of one or more Incidents. So, this process is responsible 
for managing the lifecycle of all such problems. OGC 
(2006) claims the objective of Problem Management 
Process is to minimize the impact of problems on the 
organization. But, the primary objectives of Problem 
Management are to prevent incidents from happening, and 
to minimize the impact of incidents that cannot be 
prevented. However, Problem Management plays an 
important role in the detection and providing solutions to 
problems (work around and known errors) and prevents 
their reoccurrence. 
It is clear that this process is reactive process because it 
involves looking at Incidents that have happened and how 
problem manager as the person in charge, can prevent 
recurrences of those Incidents. And the importance of any 
problem can be identified by answer to these questions: 
 How often does this incident happen? 
 How many people does this incident affect? 
 What is the cost of this particular process to the 

business? 
 

V. KPI 
 
 Key Performance Indicator (KPI) means “A set of 
quantifiable measures that a company or industry uses to 
gauge or compare performance in terms of meeting their 
strategic and operational goals”[Bauer,2004]. The 
significant points to use KPIs as metrics in IT service 
management can be observed to align business objectives 
with IT, to help achieve compliance requirements for 
business operations and to drive operational exercise of IT 
strategically [Taylor,2006]. It can be said that KPIs are 
instruments to control the status of the organization. 
Moreover, they make easier to concentrate on the 
important matters and make easy to spot danger in time to 
correct it [Norat,2008]. In addition, they help to improve 
morale in an organization and stimulate healthy 
competition between process owners and help to better 
align IT with organizations business goals.  So, Managers, 
process owners and staff can use those KPIs to measure 
their task status.   The structure of a KPI can be shown as 
in Table VI.  This is a proposed table for KPIs structure 
although it is not most accepted template for them. And 
there are another proposed template for them as well 
[mhastakeholders.com,2008].  
 In order to select appropriate KPI for respective 
business, it is better to consider these basic strategic 
concepts such as be Meaningful, Proactive, Readily 
Available, Oriented to Department Goals and Specific 
(MPROS) characteristics. MPROS will be the vehicle to 
select appropriate KPI for the implementation of KPI’s 
[Norat,2006]. 
 In addition, respective KPI should be SMART which 
means Specific, Measurable, Achievable, Realistic and 
Timely.[Taylorl,2006]. Moreover, selected KPI should be 
explained clearly rather than making resistance to 
employees.  

 
TABLE VI. A SAMPLE TEMPLATE OF ONE KPI STRUCTURE 

 
Name of Key Performance Indicator (KPI) 
KPI name 
What is it? 
A brief description of the KPI. 
Why is it important? 
Document why this KPI is important to the bank’s overall 
success. 
It is good when… 
Communicate if it is good when the KPI goes up or down. 
What else does this measure impact? 
Document any other KPIs that this KPI directly or 
indirectly impacts. 
How is it measured? 
Formally define how the KPI is measured. 
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VI. KPIS FOR PROBLEM MANAGEMENT 
 
 Every one of IT frameworks has several KPIs for 
every process, but as it mention above the most applicable 
KPIs to the organizations are selected from ITIL and 
COBIT.[Sharifi et. al.,2008]. The following KPIs are 
founded from several referee resources such as Metrics 
for IT Service Management, WWW.KPIlibary and other 
referee specialists who are working on this particular 
process. These KPIs are: 
 1) Percentage of customers given satisfaction 
surveys; The initial aim of any QMS is to satisfy customer 
of business services. This is the most important KPI and 
at the same time the hardest on in terms of selecting 
appropriate measurement tool.  
 2) Number of Problems resolved by Known Errors 
(KE) , Request For Changes (RFC) or other  Input-
Requests: The incidents which have been received based 
on Known Errors or Request For Changes or other 
requests of other departments. 
 3) Average cost to solve a problem: The Average 
costs to solve a problem calculated by time registration 
per work performed for problems and applying a cost 
factor to the work. 
 4)  Percentage of problems with a root cause 
identified: Percentage of problems with a root cause 
identified for the failure 
 5) Percentage of problems resolved within the 
required time period or percentage of problems that 
missed target resolution time: An effective problem 
Management procedure should be able to meet SLA 
(Service Level Agreement) target time 
 6) Percentage of overdue problems: The number of 
problems that are not closed or solved within the 
established time frame 
 7) Ratio of number of incidents versus number of 
problems: Ratio of number of incidents versus number of 
problems grouped by services and in some cases by CI’s 
 8) Number of business disruptions caused by 
problems: The number of downtime of IT services due to 
caused problems. 
 9) Average problem closure duration: This KPI 
reflects, the average time between the registration of 
problems and their closure. 
 10) Problem queue rate: The number of problems 
closed, relative to the number of problems opened in a 
given time period. 
 11) Number of repeated incidents: This KPI Indicate 
the efficiency of problem management in incident 
analysis but it seems it is very difficult to measure this 
KPI especially in big enterprises. 
 12)  Percentage of problems with available 
workaround: Number of open problems for which a 
workaround is available relative to the total number of all 
open problem records 

 13) Problem backlog: Number of open problems 
older than 30 days (or any other given time frame) 
relative to all open problems 
 14)  Number of problem closed: The number of 
problem closed during given time. 
 15) Total number of incidents: The incidents caused 
by problems 
 16) Percentage of incidents not linked to problems: 
The incidents that have not yet been examined by problem 
management 
 17) Top 5 categories of incidents reported for the 
period: Based on a chart which shows the 5 highest 
percentages of  categories of call received in the reporting 
period, trends can be observed and possible problem areas 
identified for future analysis. 
 18) Number of incidents for which the solution is 
user training: Some times incidents accurse because of 
user’s lack of knowledge. So, a considerable number of 
incidents can be avoided by training the users of the 
systems.  
 
VII. THE MOST APPLICABLE KPIS FOR PROBLEM 

MANAGEMENT PROCESS 
 
 In order to design and use a metric all parties such as 
customers, users and important stakeholders should be 
agreed that respective metric is an accurate measure of 
what is happening in the process. Based on researchers’ 
experiences, 8 to 10 KPI for every process include 
Problem Management is enough and it can be proposed to 
put a workshop with process owners and stakeholders to 
present available KPIs to discuss and select appropriate 
KPIs for that particular process. It is better to consider an 
achievable objective for that particular KPI for reasonable 
time because otherwise there may be some enthusiasm 
during initial implementation plan but after some time 
there will be no any attention to them and not thing will 
happen except to increase bureaucracy in the 
organization.    
 However, based on the researchers’ experiences and 
observations the following metrics are more acceptable 
and satisfyable for the real users and stakeholders to apply 
to their business. 
 1) Customer Satisfaction: This factor is a vital focus 
for every business. Customer Satisfaction measure is 
based on Customer survey or a particular customer 
satisfaction rating given for a completed piece of work.  
Although Customer survey is very important but it is 
expensive and takes time of the customer being surveyed 
and in case of too frequently, it can be irritated the 
customers. In addition, it is very hard to score customer 
satisfaction and different method to measure the factor 
gives a different value. But it is important to at least have 
one measure which is shows the satisfaction rate of the 
business customers.  
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 2) Number of  Problems resolved by Known Errors 
(KE) / Request For Changes (RFC) or other  Input-
Requests: Known Error means a fault in a Configuration 
Item (CI) identified by the successful diagnosis of a 
Problem and for which a temporary work-around or 
permanent solution has been identified. KE is the primary 
communications path between Problem and Incident 
Management. The good and well produced KE gives this 
opportunity to easy to use it to measure this KPI. Also, 
Request For Change means. RFC usually raise with 
Problem Management and responses to realize a solution. 
So, it can be a direct measure of the optimality of the 
process. 
 3) Average cost to solve a problem: Every time that 
one problem rose it should be measure that the cost of 
solving this Problem is acceptable with business or not. 
But Change Management will make decision about 
wether to solve the problem or not. However, the Average 
costs to solve a problem calculated by time registration 
per work performed for problems and applying a cost 
factor to the work. 
 4) Percentage of problems with a root cause 
identified: This KPI would be a useful metric in a full 
Problem management equipped organization for assessing 
reasons behind a decline in logged incidents. But some 
times the root cause of problem can not determine for 
example when one server crashes. 
 5) Percentage of problems resolved within the 
required time period or percentage of problems that 
missed target resolution time or Percentage of overdue 
problems: It is clear that an effective problem 
Management procedure should be able to meet SLA 
(Service Level Agreement) target time. This KPI shows 
how effective is Problem Management. Some times needs 
a balancing resource with urgency, impact and duration.  
And, Overdue problems means number of problems 
which not closed or solved within the established time 
frame relative to the number of open problems. These 
different names of KPIs have same meaning to the 
organization 
 6) Ratio of number of incidents versus number of 
problems: Ratio of number of incidents versus number of 
problems grouped by services and in some cases by CI’s. 
The reduction of incidents means there is n establishing 
contribution from problem management. And number of 
open problems reflects the current workload of Problem 
Management. So, acceptable ratio means the business is 
in place. 
 7) Number of business disruptions caused by 
problems: The number of downtime of IT services due to 
caused problems. This KPI shows as much as this number 
is small the experiences and capabilities of technicians are 
high inside the organization. This KPI is applicable when 
relevant analysis has been identified the root cause, thus 
enabling several problems to be linked 

 8) Average problem closure duration: This KPI 
reflects, the average time between the registration of 
problems and their closure. Problems can take along time 
to be solved. This KPI shows whether an effective 
Problem Management is in place or not.  If this figure 
reduces over time, it is an indication that better tools, 
training and processes are being used. 
 
 

8. CONCLUSION AND FUTURE WORK 
 
 An IT-organization should try to improve its quality 
process to achieve a matured and self-improvement 
organization. It needs to enhance Problem Management 
Process with some applied KPIs. As it emphasized, this 
process is responsible for managing the lifecycle of all 
such problems and the primary objectives of Problem 
Management are to prevent incidents from happening, and 
to minimize the impact of incidents that cannot be 
prevented. So, the selected KPIs should have this 
capability to measure and assist current situation of this 
process. These KPIs that mentioned here, adopted from 
deferent resources to comply with researchers and 
authors’ experiences which are Customer Satisfaction; 
$$$Percentage of overdue incidents; Mean Time to Repair 
(MTTR); Incident queue rate; Percentage of incidents 
solved within deadline; Percentage of reopened incidents; 
Percentage of repeat incidents; Number of incidents 
caused by deficient user training; Percentage of incidents 
which change priority during the lifecycle.$$$ 
 Next step is to select some case studies and apply 
those selected KPIs comply with some consultancy 
companies to check their effectiveness. The expected 
result should be a list of these KPIs with a degree of 
acceptance and effectiveness from the perspective of their 
clients.    
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