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Abstract— Visualization tools have emerged as a critical component, especially in medical, education, engineering, military and 
environmental management. In recent times, with the advent of Internet and the explosive growth of networking infrastructure on 
a global scale demand for an intuitive and wholesome approach to visual the network traffic. Complexity of network architecture 
and insufficient vendor support are the major issues that always faced by a user in solving a network monitoring problem. Most of 
the visualization techniques exist in generating the captured network data into informative graphical 2D or 3D view and to 
improve decision making and organization management performance. However, there are no tools or systems that are able to 
identify as well as analyses the types of given network data and presents it into the robust and meaningful illustration based on 
user requirements. This paper proposed a new automated algorithm that would be used to solve the constraints which have been 
mentioned above.   
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I. INTRODUCTION  

Many organizations depend on network monitoring for 
making decisions and judgment on large volumes of 
dynamic network data. This process is always performed to 
determine what is being existed on the network [1]. 
Networks can be monitored based on methods such as 
statistical intrusion and abnormal detection for attacks or 
malicious. The old saying that “a picture is worth a thousand 
words” often understates the case, especially with regard to 
moving images, as our eyes are highly effected by evolution 
to interpreting a movement and detecting the changes of 
surrounding. Therefore, network monitoring is an important 
demanding task. The task is even more complicated when 
dealing and working with highly dynamic information. 
However, reduction of the complicated network traffic data 
into simple information and visualize it into a suitable 
platform are significant challenges for a network 
administrator. 

Most of the visualization techniques exist in generating 
the captured network data into informative graphical 2D or 
3D view, but the systems are  incapable of identify and 
analyse any types of given network data and present it in the 
robust and meaningful representation [2]. There are many 
visualization tools that strive to present data for the network 
administrator. The result from the monitoring can be being 
presented in multivariate, multi-level 2D and 3D 
representation. There were many types of visualization tools 
for network monitoring. However, not all data 
representations provide sufficient, relevant information for 
the network administrator.  In order to provide robust 
decision support quality information to allow the 
administrator seamlessly monitor the network, data must be  

 
 

analysed and relevant and salient features must be extracted 
and presented.  

 Advanced visualization approaches present data in an 
intuitive and understandable manner, and it is more 
comprehensible to the network administrator. The purpose of 
this paper is to review the existing visualization techniques 
and problems, existing data visualization tools in network 
monitoring. Based on the reviews, we propose a suitable 
visualization methodology of network scans can serve as a 
useful framework to enhance human insight.  

This research focuses on the advantages of a proposed 
algorithm and expected result from our proposed 
visualization methodology. This paper is arranged as 
follows: Section II will give a brief overview of network 
monitoring problems. The existing visualization techniques 
and problems will be discussed in Section III. The existing 
data visualization tools in network monitoring will be 
covered in Section IV. Section V and Section VI will give 
proposed visualization methodology architecture for network 
monitoring and advantages of the proposed algorithm. 
Expected result of proposed visualization methodology and 
algorithm will be covered in Section VII. Finally, Section 
VIII will conclude the paper. 

II. OVERVIEW OF NETWORK MONITORING PROBLEMS 

Monitoring is an important component for providing a 
reliable service and pre-tempting any potential downtime or 
issues. The necessary part on the services is the requirement 
to monitor and analyse the network traffic flowing through 
the system. In order to identify the problem, there are two 
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types of monitoring, namely, real time monitoring and 
historical data collection or analysis.  

Real time monitoring involves incorporation of a trouble 
ticket and alerting system. Ideally, the monitoring tool can 
tell users when a network routing problem and unusual 
condition occurs (such as mis-configured devices, virus or 
worm attack, and application faults) [3]. Historical data 
collection and analysis involve two activities, data collection 
and data viewing. Data collection includes the recording of 
long term uptime, usage and performance statistics in order 
to graph and analyse the data [3]. 

Both monitoring forms are able to use standard protocols 
such as Simple Network Management Protocol (SNMP) and 
Internet Control Message Protocol (ICMP). SNMP is 
designed to monitor or record the performance of network 
protocol and devices (e.g. router, hub, server, printer or 
modem) [3]. Any failure detected in the network, such as 
router and host outages or buffer overflow, must be 
identified and located before the network engineer can 
respond accordingly. 

Network complexity also is an issue when it comes to 
monitoring. Identifying and locating faults naturally becomes 
more difficult with large and more diverse networks. This 
issue can be addressed by visualization. Using a network 
monitoring system integrated with innovative visualization 
tools can vastly improve the network administrator's 
response time and can speed up the troubleshooting. This 
also brings up the more pressing issue of scalability. Scaling 
to a large network topology with high data rates require a 
larger number of monitoring devices with great processing 
power. The ability to actually collect data in real time (or 
with low latency) and the extent of data collection required 
depends immensely on the capacity of the monitoring 
appliance to be used. Data collection can be as simple as 
Up/Down monitoring but can go as far as performance 
monitoring, net flow (to check the traffic flow), or even data 
capture (to analyse each packet). For more intensive usage 
such as data capture, the monitoring device has to be 
powerful enough to handle high load and big traffic streams.  

Likewise, vendor support becomes one of the network 
monitoring issues [4]. Issues arising due to the complexity of 
network architecture cannot be interpreted easily and makes 
it difficult to get support from vendors when we have a 
network problem. When an outage in an overly complicated 
network occurred, network engineer will try to discover the 
problem or via discussion with local user or vendor. With 
current visualization technology, vendor support might not 
be useful for identification of a network problem because 
they could face the difficulty to understand the complicated 
network architecture by using convention visualization tools 
(2D and 3D visualization) [4].  

With this regards, network engineer will waste a lot of 
time trying to understand the configuration before coming up 
with a suggestion to fix the problem. The time taken to do 
this will inadvertently affect the productivity of the particular 
organization, leading to loss of profit. In order to counter this 
problem, system developers need to replace the convention 
network monitoring system with a confluence of a network 
management system and innovative visualization tools, 

which will show the network activities in a virtual 
environment. When used with visualization support, network 
uptimes and consistency can be significantly improved. 

III. EXISTING VISUALIZATION TECHNIQUES AND 

PROBLEMS  

There are number of techniques in the visualization area 
that can be applied on the network monitoring system. There 
are one dimensional (1D), 2D, 3D and high 
multidimensional data, which can be presented by using 
relevant visualization [5].  

Visualization techniques such as the 3D Scatterplot, line 
graphs, survey plots and bar charts are some examples of 
technique for 2D data representation. By using the 2D data 
representation on large volume of data, variables would be 
increased and crowded, underlying information of these data 
may not be able to be presented efficiency and clearly. Thus, 
network administrators may not be able to conduct any 
measures accordingly on the network faulty. 

In order to obtain 3D visualization technique, it can be 
achieved by expanding 2D technique. By adding z-axis 
(depth) in 2D data, the third dimension can be easily 
achieved in scatter-plots, bar charts and line graph. 
Animation is another visualization technique in displaying 
3D data in a more interesting manner. Researchers have 
utilised the MATLAB to generate 3D data by using high-
performance language. Computation, visualization and 
programming have been incorporated together and created a 
user friendly environment to improve a researcher working 
with the data presenting and displaying.  

There are few techniques namely, Andrews Plots, 
Parallel Coordinate Plots and m-and-n plots to display the 
multidimensional data [6]. The data result will be displayed 
through concurrent multiple views that are linked between 
drawing lines and the points from another different view, 
which is corresponding to the same specification [6]. 
However, a researcher still needs to address the 
multidimensional data visualization problems, which are 
associated to the technique of extracting low-dimensional 
displaying. Likewise, it cannot be employed automatically 
for high-dimensional data if the data set size is too large. 

IV. EXISTING DATA VISUALIZATION TOOLS IN NETWORK 

MONITORING 

There are number of tools in the visualization area that 
have applied on the network monitoring. Commonly, 
network security monitoring is the part that most of the 
visualization applications have focused on more compared 
with others. Information on malicious attacks that have been 
triggered on an abnormal detection device will be presented 
to the network administrator [7]. There are some other areas 
that visualization tools have focused on such as telephone 
networks and network management. 

The major problem for network traffic analysis remains 
to the constantly increasing volume of network traffic and 
the inability of conventional network monitoring tools that 
can provide a good overview of traffic patterns [7]. It is 
difficult to gain the understanding of nature of the network 
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traffic data by using conventional interface when standard 
network sniffers are used on large data sets, the output 
quickly becomes unmanageable. Likewise, home and 
enterprise users also demand a high security cyberspace 
where they can do their online business without any 
intrusions. So, they are becoming more interested in network 
traffic analysis but the existing network scanning tools with 
conventional visualization tools do not meet their 
requirements.  

Visualization techniques such as 3D Scatterplot, line 
graph, survey plot and bar chart are some examples from 
Network Analysis Visualization (NAV) that provide 
overview and detail IP address and services, which are 
retrieved from a network monitoring system [7]. NAV shows 
the network data in different textual and selected colors 
which based on the different services, ports and IP address as 
well as the capability to aggregate and remove connections 
among other features [7]. Moreover, some key aspects of this 
problem have been addressed with the NAV solution, and 
visualization approach complement statistical detection 
methods is sufficiently extensible to provide a wider range of 
capabilities. However, the problem with this model is 
transferring the large network monitoring data from a 
computer network system into a reliability virtual 
environment. Likewise, whether it can provide sufficient 
information or not to help a beginner to monitor and decide 
regarding the anomaly that has occurred in their network 
system.  

Other network security visualizations such as Spinning 
Cube of Potential Doom (SCPD) is designed for network 
professional and also presented simple information on the 
network security frequency and threats extent to beginner 
[8]. An example of SCPD has been shown in Figure 1. A 
complete map of internet address space indicating the 
frequency and origin of scanning activity will be provided by 
SCPD. User can be able to visualize easily about the sensor 
data from a large network. Rainbow color map has been used 
for the cube colors dots of incomplete connections [7].  Port 
scans on a single host represented by vertical lines and others 
scan across hosts will be represented by horizontal lines. 

 

 

Figure 1.  Network Security Tool - Spinning Cube of Potential Doom. 
Another network security visualization tool is Visual 

Information Security Utility for Administration Live 
(VISUAL). VISUAL is a tool that allows network 
administrators to examine the communication networks 
between internal and external hosts, in order to rapidly aware 
the security conditions of their network [9]. VISUAL applied 
the concept of dividing network space into a local network 
address space and a remote network address space (rest of 
the internet). In order to produce its data visualizations, data 
will be taken from the log files of TCP-Dump or Ethereal 
[10][11]. The advantage of VISUAL is to provide a quick 
overview of the current and recent communication patterns 
in the monitored network. Administrators can specify their 
network and remote IP by using home and remote IP filter as 
shown in Figure 2. Based on the information provided by IP 
filter, administrators can identify any single external hosts 
that are connected with the number of internal hosts from a 
grid, which may be relevant to be used in their network. The 
grid represents home hosts; based on connection lines it 
allows the network administrator to check the total traffic 
that exchanged between home host and external host [9]. 

 

 
 Figure 2.  VISUAL is a tool that allows user to check communication   
network between internal and external hosts. 

 
Data is dumped to a file or piped through a file stream 

without an organization to the semantics of the data. Due to 
lack of discarded of the query interface in the traditional 
network monitoring system, network administrators have to 
be responsible for managing and defining the huge and 
complicated data.  

New approach was taken by Gigascope. It has applied a 
SQL interface to the network monitoring system, greatly 
simplifying the task of administering and interpreting a flow 
of data. The clear semantics of the data streams allow this 
tool to perform aggressive optimizations, such as completing 
most or all of a query on the Network Interface Card (NIC) 
[12].  

There were some of the tools that used to study about the 
2D and 3D representations such as SeeNet and SeeNet3D 
[13][14]. Helix-based graph layout and geographical 
representations are the techniques' examples [7]. Based on 
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these tools, telephone network can be monitored for 
detecting an anomaly [15]. Techniques such as zooming, 
panning, rotation described in [16] can be used to interact 
with the representations.  

Cichlid is a client and server visualization tool which is 
designed with remote data generation and machine 
independence in order to allow the user to view real time 
network data in 3D visualization. The displayed data is 
transmitted from servers to the client engine [17]. It presents 
high-quality 3D, animated visualizations of a wide range of 
network analysis related data sets for the user [17]. 

CyberNet is a project to present network management in 
automatically build virtual environment. Figure 3 shows the 
CyberNet framework. It is implemented by using Java, 
Visual Reality Machine Language (VRML) and CORBA 
[18]. 

 

 
 Figure 3.  CyberNet framework. 

 
This technique can visualize the network status in a 

virtual reality environment and will be more comprehensive 
to a wider range of users. The rapid understanding of the 
network data helps novice network administrators in 
monitoring dynamic network data. The data collecting layer 
is responsible for collecting raw data from a registry system 
which dispersed throughout the network. A Collector is 
designed to collect the necessary data that required by the 
particular services/parameter automatically according to the 
predefined policies.  Afterward, collector will transfer all the 
raw data that had been collected to the second part of the 
framework namely data structuring layer. The data 
structuring layer is responsible for accepting the data from 
the data collecting layer and rearranges the data into a 
useable form which will be dumped again into a number of 
files accordingly. The final part of this framework will be the 
network monitoring data presenting part. The arranged data 
files will be transferring into the data presenting layer for 
displaying in the virtual environment. The user can interact 
in several ways with the system. Mechanisms for data 
clustering are provided, as well as mechanisms for 
visualizing data with different levels of detail, dependent on 
the distance between the user and the data being observed 
[19]. 

V. VISUALIZATION METHODOLOGY FOR NETWORK 

MONITORING 

In this paper, we proposed visualization methodology 
architecture for network monitoring, which focuses on 
second module in the architecture namely, analysis and 
intelligence module. Generally, visualization tends to be an 
iteration process. There are two agents in the data 
procurement module to solve the system overhead problems 
in data searching and data capturing process. Data mining 
technique such as association rules (defined policy) is 
applied in the analysis and intelligence module to verify the 
usefulness of the tool [18]. The methodology architecture has 
been shown in Figure 4.  

A. Data Procurement Module  

Besides the agent being responsible to collect, structure 
and transfer, there are two new basic agents that we proposed 
in this section. The agent Seeker is used to search and 
capture for particular data from the network monitoring 
system which includes data from the internet and intranet. 
These captured data will be stored in an intermediate 
database. Another proposed agent, Transferor takes 
responsible to transfer the captured data into the analysis and 
intelligence module. Data is transferred by Transferor from 
the intermediate database to the analysis and intelligence 
module for further processing and analysing. With this 
methodology which divides capturing and transferring 
activities into two different agents, we believe the system 
congested can be avoided and also will be additionally 
efficiency [20]. 

B. Analysis and Intelligence Module  

Data mining is an essential practice and approach in the 
analysis and intelligence module [21]. This practice is 
applied in analysis and intelligence module where extracting 
of hidden predictive information from the large database. 
The proposed algorithm will be discussed more in the next 
section. Based on the different selected criteria, data will be 
restructured, rearranged and reclassified. Data from the 
intermediate database will be classified based on expertise 
level and data type. These activities aim to address a 
breakdown problem in the system. An update of captured 
data from the database can be classified from time to time 
continuously. In order to produce comprehensive output 
(input for visualization methodologies repository), process 
classification will base on the created algorithm to produce 
the output. The output will be used as an input in the 
visualization methodologies repository. Input will be 
evaluated according to the data type and later will be fixed 
with the appropriate selected visualization techniques. The 
system will make sure the visualization techniques are 
matching accordingly. The agent named receptionist R1 
works to record and keep track of the updates from the 
process analysis. At the same time, receptionist R2 takes 
responsibility to ensure the consistency and efficiency on 
every single updated output and input between output from 
the analysis process and input for the visualization 
methodologies repository.  
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C. Data Visualization Module  

Hypercube technologies, 3D sound, virtual reality and 
internal network space are different visualization and 
environment modules, which will be provided in this section. 
This may be helpful for the network administrator to choose 
base on their own understanding degree. An agent named 
Carrier involves in this module. Carrier plays the role to 
carry the selected data to the mapping process before 
displaying the intuitive dynamic data result. The network 
administrator is permitted to choose for details viewing and 
navigation. Single view of the data display will be created.  
Besides that, network administrator is allowed to interact 
with the data in a real-time environment. Interactivity and 
modification can be done between network administrator and 
display data. Multimedia elements such as text, video and 
animation also are included in this section. The integration 
between the comprehensive data and multimedia elements 
can produce an intuitive result to the network administrator 
[20]. 

 

  
    Figure 4. Proposed Visualization Methodology  
    Architecture. 
 

VI. ADVANTAGES OF PROPOSED ALGORITHM 

We are currently focusing in the analysis and intelligence 
module and an automated analysis algorithm was developed 
to enhance the existing data visualization tools. Previously, 
the entire captured network data is only being displayed 
without any proper analysis from the system. We would like 
to propose a new automated algorithm which can be fully 
utilised in the network monitoring system. Basically, the 
conventional network monitoring system will monitor the 
system and capture all the data from the system. Then, the 
data will be displayed to the network administrator as one 
overview result which includes all the captured data. Based 
on the displayed result, there are some of the results, which 
might not be relevant to some of the network administrators. 
Different levels of users require for the different kind of 
data. 

Therefore, the proposed method will be able to analyse 
the captured data and run the sufficient analysis on the data. 
We need the process because many of the visualization tools 
that never analyse the data before representing the result to 
the different types of the network administrator. Network 
administrator will get to confuse with the complicated 
displayed data. In the development phase, Programming 
Language Java, C and OpenGL will be used to develop the 
algorithm. Cichlid program code will be used as one of the 
reference codes for the algorithm development [17]. We will 
present our well-developed algorithm in the following 
working papers to show the progress of the development. 
This proposed algorithm will be able to analyse the database 
on the predefined attributes (such as an expertise level, data 
type, level of details). This process will automatically 
present the data in the most sufficient understandable view. 
Overall, higher understandable of the data will be achieved. 

VII. EXPECTED RESULT OF PROPOSED VISUALIZATION 

METHODOLOGY AND ALGORITHM 

There are several anticipation results that we are 
expecting from our proposed visualization methodology. 
With our proposed methodology, network administrators are 
able to view more understandable network traffic results 
which presented based on requirements from different level 
of network administrators. For example, the existing data 
visualization tools would only present all the network traffic 
data without classifying based on network administrators’ 
requirements. Our proposed visualization methodology 
allows different types of network administrators to send 
their requirement to the system. Then, the system will 
classify based on given attributes from network 
administrators. Additionally, the system allows appropriate 
matching between visualization technique and the classified 
network traffic data. Finally, network administrator will be 
able to visualize the displayed data with the features 
provided such as interactive, real-time environment and 
modification also being allowed. 

VIII. CONCLUSION 

This paper provided an overview of network monitoring 
problems, and reviewed various existing data visualization 
tools such as Network Analysis Visualization, The Spinning 
Cube of Potential Doom, VISUAL, SeeNet3D, SeeNet and 
CybetNet have been discussed in the paper. However, we 
believe our proposed visualization methodology for network 
monitoring will be able to simplify the presentation of a 
complicated network monitoring data into a more systematic 
and comprehensive interpretation platform. 

While we are trying to develop the automated data 
analysis system, we also hope that the proposed algorithm 
will be able to be applied into different fields such as 
education, engineering and environmental management. It 
should be able to capture and analyse the data based on the 
predefined criteria or attributes. Based on the result from the 
data analysis, we will map the data to the best interpretation 
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visualization display. We believe that our proposed 
algorithm will be able to present network traffic data to 
different level of users in different perspective view. It will 
improve and enhance the network traffic monitoring tasks.   
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