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Abstract -- Today laptops, tablet PCs, PDAs and smartphones like mobile devices which connect to the internet with wireless 
technologies are becoming most effective computation and communication tools for ubiquitous computing. Despite of their limited 
resources of CPU, memory and battery power, 3G/4G mobile devices support a lot of functionalities such as standard phone 
service, internet connectivity, text and multimedia messaging, camera, multiplayer gaming, video conferencing, GPS navigation, 
data analytics applications, TV connectivity etc., requiring a lot of CPU processing, storage and power. Though dual and quad core 
processors are introduced in 3G/4G smartphones, more application convergence will require more resources. This huge demand of 
storage, processing and power can only be fulfilled by embracing the Cloud Computing (CC) platform of the internet. Mobile 
Cloud Computing (MCC) is, therefore, emerging as the next step in the evolution of ubiquitous computing and personal 
communications. The main benefit of MCC is saving on in-device CPU time, storage and battery power by off-loading heavy weight 
applications to the cloud. The main challenges of MCC are limited wireless bandwidth for cloud connectivity, energy and cost 
efficient in-network processing and security provisioning. This paper studies the benefit and challenges of distributed computing in 
mobile cloud platform to shed light on the current scenario and future research direction in MCC. 
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I. BACKGROUND: INTERNET OF THINGS, 
SEMANTIC WEB AND CLOUD PLATFORM 

 
 What makes our life easier is connectivity to 
information resources and getting required services out of 
them from anywhere and anytime. Also economies of 
countries depend on instant access to information 
whenever required. Today this ubiquitous computing and 
connectivity needs can be supported by rapid 
advancement in sensor technology, wireless 
communication technology, micro-controllers and 
embedded systems technology which enable adding a lot 
of electronic devices including laptop, smart-phones 
equipped with sensors, RFID tags and wireless 
connectivity to the internet. Thus the next evolution of 
internet can be envisaged as connecting several smarter 
devices called internet of things (IoTs) [1-2] collecting 
data from the physical world and connecting to the 
internet with wireless technologies to create an 
autonomous smart system collaboratively.  
 Since 2010, smartphone like devices equipped with 
Google’s Android or Apple’s iOS operating systems are 
being used to automatically collect data from IoTs or 
independent equipment not in the internet for further 
processing and for internet connectivity. Google’s 
wearable computer e.g. the techno-glass still to be 
released in the market is head mounted and responds to 
voice commands keeping the hands free, has a virtual 
screen in front to read emails, see videos and search the 
internet while riding a horse or skydiving. This 
technoglass will create augmented reality by scanning the 
surrounding and taking automatic actions. Like this all 

smart devices including the smartphones will be 
contextaware i.e. they will sense their surroundings like 
light level, noise level, people and devices and will morph 
their behavior accordingly.  
 Rapid innovations of this Internet of Things (IOTs) 
will each have unique identity tag to share information 
with each other autonomously without human 
intervention by leveraging information and 
communication technologies, and create a more desirable 
user experience. The latest revision of internet protocol 
(IP), Internet protocol version 6 (IPv6) has a huge address 
space of 128 bits which can uniquely identify huge 
number (2128) of objects of this world to the internet. In 
IPv6, even after identifying all the electronic devices or 
IoTs uniquely, there will be spare address space. This 
spare address space can be used to uniquely identify the 
objects of the Semantic Web [3-5] with Universal 
Resource Identifier (URI). Today Semantic Web or Web 
3.0 is a simultaneous development in linked data initiative 
taken in 2007 to link all objects in the web including 
people and their creations such as books, articles etc. so 
that they can be linked together and the whole web 
becomes a database of linked data.  
 This Semantic web will transform the World Wide 
Web (WWW) into an intelligent web system of structured 
linked data which can be queried and inferred as a whole 
automatically by the computers. Also the web 
applications will become interoperable and thus can be 
reused and will reduce redundancy in the web. This 
Semantic Web capability is materializing many 
innovative use of the web such as hosting web services 
and the cloud computing platform. Web Services and 
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Cloud computing are paradigm shift over traditional way 
of developing and deploying software. Gartner Inc. [6] 
world’s leading IT research and advisory company 
identifies smartphones, IoTs and cloud computing among 
top ten technology trends in 2013 which will converge the 
physical world with IT world. Cloud computing platform 
is explained next. 
 
A. Cloud Computing Platform 
 
 Simultaneous to the many innovations in using 
sensors, RFID and mobile technologies there is a 
paradigm shift for personal and enterprise computing. In 
recent years we are witnessing renting out of 
infrastructure, software, and platform from the internet 
instead of owning them permanently. This business model 
known as cloud computing [7-9] is the most anticipated 
future trend of computing. Depending on what resources 
are shared and delivered to the customers, there are four 
types of cloud computing. When hardware such as 
processors, storage and network are delivered as a service 
it is called infrastructure as a service (IaaS). Examples of 
IaaS are Amazon’s Elastic Cloud (EC2) and Simple 
Storage Service (S3). When programming platforms and 
tools like Java, Python, .Net, MySQL and APIs are 
delivered as a service it is called platform as a service 
(PaaS). When applications are delivered as a service it is 
called software as a service (SaaS). 
 

 
 

Figure 1: Cloud Computing Platform 
 

 Depending on the amount of self-governance or 
control on resources by the tenant there are three types of 
cloud like internal or private cloud, external or public 
cloud and hybrid cloud (Figure 1). In private cloud an 
enterprise owns all the resources on-site and shares them 
between multiple applications. In public cloud the 
enterprise will rent the resources from an off- site cloud 
provider and these resources will be shared between 
multiple tenants. Hybrid cloud is in the middle where an 
enterprise owns some resources and rents some other 
resources from a third party.  
 Cloud computing has many advantages. It can 
support on-demand scalability, as an application with 

occasional demand for higher resources will pay for the 
higher resources only the time it is used instead of leasing 
all the resources from the very beginning in anticipation 
of future need. This fine-grained (hourly) pay-by-use 
model is very attractive to the clients. Cloud infrastructure 
can also support multiple protocols and change in  
business model for applications more rapidly. It can also 
handle increased performance requirements like service 
scaling, response time and availability of the application, 
as the cloud infrastructure is a huge pool of resources like 
servers, storage and network and can provide elasticity of 
growth to the end users.  
 With this business model of catering multiple clients 
with shared resources, world’s leading IT companies like 
Microsoft, Google, IBM, SalesForce, HP and Amazon are 
deploying clouds. Though there are many advantages of 
cloud computing platform there are few challenges 
regarding safety and privacy of tenant’s information in 
cloud platform which can threaten the adoption of cloud 
computing platform by the masses. If these privacy and 
security challenges can be overcome, cloud computing 
model may be the prevalent computing model of the 
future.  
 In the next section we study the advancement in 
wireless technology and its applications. 
 

II. WERELESS TECHNOLOGIES, SMARTPHONES 
AND MOBILE APPLICATIONS 

 
 The number of mobile devices, end-users and mobile 
applications has catapulted in the current decade. Many 
more people have smart-phones with wireless connections 
to the internet even if they do not have a personal 
computer. The smart-phone market is driven by the 
mobile applications like iPhone apps, Google apps etc. 
Driven by the mobile apps, smart-phones are becoming 
popular and according to ABI Research [10] by the end of 
2013 there will be 1.4 billion smart-phone users in the 
world and increasingly more number of people will 
switch to smart-phones in near future. These smart-
phones include advanced application programming 
interface (API) to include third party applications. Recent 
data shows [11] voice traffic is only 2% of the total 
wireless traffic in North America and the rest 98% is for 
mobile application data. Thus smart-phones and tablets 
are increasing data activity many fold in the wireless 
bandwidth than the older generation of mobile phones. 
 Typically a smart-phone will have 1.5 GHz dual core 
or quad core ARM Cortex processor, 16 GB storage and 2 
GB memory. The smart-phone processor is for running 
general purpose programs and is not merely a micro-
controller. The smart-phones include high resolution of 
720*1280 pixels 4 to 5 inches touch screen. Today’s 
smart-phones are comparable to yester year’s personal 
computer and they are going to become tomorrow’s 
personal computer [12]. More application convergence in 



RADHA GUHA: BENEFITS AND CHALLENGES OF MOBILE CLOUD COMPUTING 

DOI 10.5013/IJSSST.a.14.04.03                                                                                  ISSN: 1473-804x online, 1473-8031 print 17

mobile platform will make them use the cloud computing 
resources. 
 
A. Wireless Technology 
 
 PAN (Bluetooth, ZigBee etc.), WLAN (WiFi 802.11 
standard), wireless MAN (WiMAX802.16 standard) and 
wireless WAN are wireless technologies in providing 
communications in shorter distance to longer distance and 
for low data rate to high data rate communications for 
mobile devices. Bluetooth technology can connect devices 
wirelessly at a distance of maximum 10 meters and can 
transmit data at the rate of 1.5 Mbps (million bits per 
second). A computer can connect to a printer and 
smartphone with Bluetooth technology. The smartphone 
having internet capability can connect to the computer to 
get the internet service of the computer. The wireless data 
in the personal area network (PAN) may or may not be 
encrypted as the chance of data hacking is less here.  
 WLAN or its WiFi (wireless fidelity) standard has 
evolved from IEEE 802.11a to IEEE 802.11b to IEEE 
802.11g. IEEE 802.11g connects devices at a distance of 
maximum 100 meters and data rate is maximum 54 Mbps. 
Students in the university can bring their own laptops and 
can connect through the wireless access point to the 
internet. In WLAN, all wireless data is transmitted after 
encryption with 128 bits to 256 bits keys. WMAN or its 
Wireless interoperability microwave access (WiMax) 
standard provides wireless connection to a base station 
within a distance of maximum 50 Kilometers and at a data 
 ate of 70Mbps. Wireless WAN will be able to connect  
remote devices in urban areas over satellite connection to 
save the cost of laying cables or fiber.  
 Smartphones are first connected to the base station or 
base transceiver station (BTS) wirelessly to connect to the 
core wired internet. In the home base station mobile IP 
address can be verified and authenticated. But if the 
mobile device is in some other mobile network rather than 
his home network then a care of IP address is registered 
and data is sent to the current location of the mobile 
device by the home base station. 
 Speed of wireless communication varies with 
mobility as mobility means more interference and loss of 
data. 4G (fourth generation) which is Ultra Wide Band 
(UWB) technology supports WiMAX 802.16 standard 
and will provide 100 Mbps data rate while moving in a 
car or train and 1Gbps while stationary. 4G network is 
IPv6 (internet protocol) based and support packet 
switching, heterogeneous terminals and heterogeneous 
networks and provide high security network. 
 
B. Mobile Applications 
 
Many novel applications [13-17] have been thought of 
delivering in smartphones which will make our life easier. 
Corresponding to internet applications like e-commerce, 

e-learning, e-healthcare, e-game etc. mobile applications 
like m-commerce, m-learning, m-healthcare and m-game 
can be thought of if feasible with device resource 
constraint and wireless bandwidth limitation. 
Smartphones are also required to process speech 
recognition, natural language processing, computer 
graphics, and machine learning etc. to create augmented 
reality. Gaming is the most popular mobile applications. 
With 3D graphics capability in smartphone processors, 
high speed 4G networks and bigger screen with higher 
resolution, mobile video gaming with single or 
multiplayer is progressing rapidly. Mobile users 
particularly the teen agers spend substantial amount of 
time playing games every day from their handsets. Mobile 
gaming market is expected to grow up to US$13billion 
dollars by 2014 according to an estimate by 
PriceWaterhouseCoopers. 
 Mobile healthcare (mHealthcare) technology is 
another fastest growing business opportunity and 
projected to be US$23 billion dollars [15] by 2017. 
Healthcare is challenging in both developed and 
developing countries because of its non-affordability and 
inaccessibility in rural areas. In contrast mobile devices 
are penetrating everywhere including the rural areas due 
to its gradual falling price and thus can play a significant 
role in healthcare. In third world countries where doctor 
to patient ratio is very low mobile health technology can 
be life saver. Health applications in smartphones such as 
sleep monitoring, stress checker and diet tracking etc. are 
very useful. Smartphones which can connect to diagnostic 
tools such as urine analysis or blood sugar level analysis 
can save hospital time for the patients. The vital signs 
sensed by the diagnostic tool can be transmitted to a 
mobile phone application for further analysis and can be 
shared with doctors saving a personal visit to a doctor’s 
office. 
 This gamut of new mobile applications means data 
boom and more activity on the internet. This data boom 
needs more processing power and storage in mobile 
devices. Only way to cater for this higher demand is using 
the external cloud computing platform. 
 

III. BENEFITS OF MOBILE CLOUD COMPUTING 
 
 Smart-phones can be considered as a representative 
of all other resource-hungry smart mobile devices to 
survey benefits and challenges of the mobile cloud 
computing platform. Resource hungry smart-phones can 
connect to the resourceful cloud platform from anywhere 
through wireless connectivity as shown in mobile cloud 
architecture of Figure 2. Mobile devices can off-load both 
data storage and data processing to cloud platform to save 
on in-device CPU time, storage and battery power. Cloud 
computing platform having more resources of storage and 
processing power can perform the same job much faster 
than in mobile device. Apple’s iCloud is an example of 
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MCC which is storing customer’s photo, music, calendar, 
documents and applications by using Amazon’s EC2 
cloud. zCloud [16] is another example of mobile cloud 
computing developed by the leading game company 
Zynga to give better user experience by providing low 
latency and high availability in playing social games. 
 

 
Figure 2: Mobile Cloud Computing Architecture 

 
 As air interface is accessible to everyone mobile 
applications are more vulnerable to security threats and 
they can be attacked from viruses, hackers, phishing like 
credit card fraud, malicious code injected by botnets 
which can cause performance lags or crashing of the 
system. Running antivirus software to detect security 
threats in mobile devices is compute intensive and power 
intensive. Reference [18] proposes off-loading antivirus 
checking in resourceful cloud. The mobile device can be 
mirrored in cloud for virus checking which can be 
performed more quickly by parallel processing. It will 
also give enhanced security coverage than in-device 
lowend antivirus software. For this to work the wireless 
bandwidth has to be sufficient and reliable to send files to 
and fro from the mobile device through the internet. 
 In reference [19] they have proposed off-loading compute 
intensive screen rendering which requires powerful CPU and 
GPU in cloud to save on in-device hardware requirement, CPU 
time and battery power. As screen rendering depends on human 
perception of at least 30frames/sec, wireless connectivity has to 
be reliable and with high speed. In reference [20] they have 
proposed a flexible architecture named “Clonecloud” for 
seamlessly integrating the mobile device with the cloud. Static 
or dynamic profiling of application can give ideas how to 
partition an application between the mobile device and cloud 
depending on the quality of wireless connections for fast and 
energy saving execution. 
 
A. Challenges in Mobile Cloud Computing 
 
Though there are obvious benefits of MCC, there are 
many challenges as well. Main challenges of MCC are 1. 

Low bandwidth problem of the wireless connectivity and 
2. Providing privacy and security of the mobile data. In 
the next section we study these two main issues. 
 
IV. BANDWIDTH CONSTRAINTS AND RESEARCH 

DIRECTIONS 
 
 From 1G to 4G the bandwidth available to end users 
has increased and majority of today’s down link traffic is 
due to web browsing and video streaming. As per 
Nielsen’s law [21] network bandwidth requirement is 
increasing 1.5 times each year and will continue to 
increase for many more years as many new applications are yet 
to be designed and deployed over wireless network. By 2014 
internet bandwidth requirement will be 300 Mbps. This data rate 
can be well supported in network equipment because of the 
continual processing capacity growth of IC chips following 
Moore’s law but available wireless bandwidth may be a 
problem. 
 Wireless network is already consuming 80% of its capacity 
and has less room to grow [13]. As more number of electronic 
devices is added to the internet in future and smart home, smart 
cars, mHealthcare etc. like applications are designed and 
deployed there will be scarcity of wireless bandwidth. With 
bandwidth constraint there will be performance issues. Radio 
interference due to weather, other devices and obstructions 
makes the available bandwidth even less and inconsistent. 
Mobile users may not be able to use the application in cloud for 
traffic congestion or network failure. Also using different 
communication protocols through the same internet pipe will 
bring latency issues. Section 4.1 surveys how advancement in 
wireless technology is trying to solve the bandwidth problem. 
Section 4.2 surveys how modification in MC architecture can 
reduce data traffic. 
 
A. Wireless Technology Advancement 
 
 When wired network bandwidth can be increased by 
addition of new physical resources of cable, fiber and routers 
etc., wireless communication bandwidth is limited by the finite 
natural resource of radio frequency spectrum. Radio frequency 
(RF) band ranges from 3 KHz to 300 GHz in the total spectrum 
of electromagnetic (EM) waves. This RF band is used for both 
mobile wireless communication and TV broadcasting. Thus 
radio frequency is a scarce resource and is shared and 
multiplexed by different applications and different carriers like 
AT&T, TMobile, and Verizon etc.  
 According to Shannon –Hartley’s theorem [22] 
maximum data rate over a noisy channel depends on the 
bandwidth of the channel as per this formula: C = B log2 
[1+S/N] where C is the channel capacity in bits per 
second, B is the channel bandwidth in hertz and S/N is 
signal to noise ratio (SNR) in dB. For a good quality 
channel suppose where S/N is 20dB the above formula 
can be approximated to C = 0.332*B*SNR (in dB).  
 To support more number of users without radio 
interferences, from 1G to 4G the available bandwidth has 
been shared and multiplexed  by  different techniques like  
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antivirus software should detect security threats in mobile 
devices regularly. Any of such attack should be constantly 
monitored and in case of data loss immediate action 
should be taken to mitigate the problem.  
 On the other hand all resources of the cloud 
computing platform are shared by multiple tenants over 
the internet across the globe. In this shared environment 
having trust of data safety and privacy [30] are of utmost 
importance to customers. Safety of data means no loss of 
data pertaining to the owner of the data and privacy of 
data means no un-authorized use of the sensitive data by 
others. As cloud provider has greater resource pool they 
can easily keep copies of data and ensure safety of user 
data. But as resources are rented from cloud providers, 
misuse of data by cloud providers needs to be protected. 
Technology and law enforcement both should protect 
privacy concerns of cloud customers. Mobile applications 
must be built to lessen this risk of exposure of sensitive 
data of cloud customers. 

 
VI. CONCLUSION 

 
 This paper studies the emerging computing trend of 
mobile cloud computing which can integrate the benefits 
of mobile devices and cloud computing platform. Limited 
processing power and storage capacity in mobile devices 
will require support of external cloud platform for 
enhanced processing. Though cloud computing has 
advantage over resource-hungry mobile devices, the 
bandwidth limitation and unreliable wireless connectivity 
poses serious challenges in providing quality of service. 
Thus mobile applications which need more processing 
and less to and fro data communication will benefit the 
most from the cloud platform. Mobile computing quality 
can also be increased by providing more bandwidth for 
communication and there should be seamless integration 
of the mobile devices to the cloud for faster and energy 
saving execution of applications. As wireless bandwidth 
is limited by the finite natural resource of radio frequency 
spectrum, there should be innovations to share and 
multiplex the available resources efficiently to support 
increased data rate. 
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