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Abstract—This paper presents a feature extraction method 
known as Pulse Active Harmonic (PAH) implemented on 
electrocardiograph (ECG) signals for biometric authentication. 
The technique is based on a pulse width modulation concept. A 
total of 200 ECGs from 100 subjects, taken from the 
Physikalisch-Technische Bundesanstalt (PTB) database are 
used in the simulations. Biometric performance profile such as 
the area under ROC (AUR) and equal error rate (EER) are 
then used to evaluate the results. This work shows that: a) the 
PAH method outperforms conventional temporal feature 
extraction techniques, b) its performance is comparable to 
other, previously introduced, Pulse Active based methods. 
Hence, owing to their close similarities Pulse Active 
approaches can readily be combined to form robust and 
inherently secure biometric authentication systems 
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I. INTRODUCTION

    The Electrocardiograph (ECG) has been shown to have a 
discriminative value amongst individuals [1, 2]. There is a 
growing volume of published studies describing methods of 
implementing ECG as a biometric. In general, ECG 
biometric features can be grouped as either characteristic 
based features [3-7] or waveform based features [8-16].  
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Figure 1: Fiducial points of ECG wave 

    Characteristic based features are easy to obtain, since only 
the information of the ECG fiducial points in one ECG 
complex are required to start the extraction process.  Fiducial 
points are the locations that correspond to the peaks and 
boundaries of the three major waves in an ECG trace - 
namely the P, the QRS, and the T waves. There are 3 peak 
locations (P, R, and T) and 6 boundaries in a typical ECG 
complex as shown in Figure 1.  The types of features 
typically extracted are amplitude, temporal duration, angle, 
and slope. These features are further processed to select 
discriminative characteristics  
    Waveform based features make use of the waveform 
process coefficient values such as autocorrelation, Fourier 
coefficient, phase space reconstruction, and wavelet 
coefficient. The waveform technique uses one or more ECG 
complexes for feature extraction. The technique has an 
advantage of not requiring detection of the fiducial points 
which may generate boundary detection difficulties in the 
presence of noise. 
    This paper introduces the Pulse Active Harmonic (PAH) 
ECG-based biometric measure with applications to person 
authentication. The PAH method is a continuation from the 
Pulse Active Ratio [20],  Pulse Active Bit [21] and Pulse 
Active Mean [22] approaches for biometric authentication 
and completes the techniques based on the Pulse Active 
concept. As  Pulse Active based methods are similar in 
structure (although different in detailed implementation) they 
can be easily and at very little extra cost implemented either  
interchangeably or in combination with each other to provide 
increased security in  user authentication systems. Thus, even 
if one of these approaches happens to be compromised, the 
others can provide adequate security so that overall the 
authentication system remains robust and sound. The 
remainder of the paper is organized as follows.  Section II 
presents the PAH technique. The experimental setup of the 
new PAH feature extractor is described in section III.  
Section IV discusses the results and optimization of the PAH 
parameters.  Section V concludes the paper. 

II. PULSE ACTIVE HARMONICS (PAH) 
The main tasks in the development of the Pulse Active 
Harmonics (PAH) ECG authentication systems include: 
 a) Defining the location to start and end the PAH process. 
 b) Zero Offsetting and Normalization 
 c) Periodic Triangular Waveform Definition 
 d) Selecting PAH features 
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    Similar to the other PA methods [20-22] the first task in 
setting up the Pulse Active Harmonic technique for ECG 
feature extraction is to define the starting and the end points 
of the PAH process on an ECG wave, ECGT . In an actual 
ECG waveform, it is hard to automatically determine the 
boundaries of the P wave, QRS wave and the T wave. There 
is no clear definition where these waves should start and end 
by only referring to an ECG trace, especially when the 
ECGs is corrupted with noise or affected by any medical 
condition of the subject. Usually, medical experts 
approximate these locations based on their experience in the 
clinical application. In this implementation, the difficulty of 
detecting the exactness of such boundaries is avoided by 
selecting ECGT  to start at the peak value of the P wave and 
end at the peak value of the T wave. 
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Figure 2: Pulse Active Harmonic 

    The second task involves dealing with zero offset and 
normalization. It is also difficult to identify the zero offset 
levels, which put the transition trajectories between the 3 
major waves (Pe to Q and S to Ts) of the ECG complex at 
zero - as in the ideal ECG complex shown in Figure 1. To 
simplify the problem, the direct current (DC) offset of the 
ECG wave is adjusted so that the minimum value of the 
ECG wave is zero. This can be achieved by subtracting the 

minimum value of the ECG signal from each of the 
amplitudes within the ECG signal. By implementing this, 
every ECG signal used for authentication would use its 
minimum value as a reference to its amplitude. Next, to 
ensure that the chosen ECG minimizes the effects of 
amplitude and heart rate variations of the ECGs from the 
same subject, the amplitudes of the ECGs are normalized to 
1 by dividing each amplitude with the maximum value of 
the ECG signal. The temporal location of the ECG is also 
normalized between 0 and 1 to yield 1ECGT � .

    Figure 2 shows an ECG wave, � �ECGy t  from the peak of 
P to the peak of T, having a normalized temporal 
duration ECGT , and a normalized peak-to-peak 
amplitude ECGA , as explained previously. As shown in the 

figure, the DC offset of � �ECGy t  is arranged to be zero.

A triangular wave � �triy t  of a period triT  with maximum 

amplitude of triA  is used to modulate � �ECGy t . Two 
constant parameters, i.e. (i) the integer value modulation 
factor fm and (ii) the modulation index im , are defined as: 
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Equations (1) and (2) are used to relate the duration and 
amplitude between � �ECGy t  and � �triy t  ensuring that there 
is an integer number of periods of the triangular waveform 
contained between the peaks of the P and T waves. Hence 

fm represents the number of periodic triangular waves 

for � �triy t . In Figure 2 fm  is chosen as 5. Since ECGA  and 

ECGT  are normalized to 1, triT  and triA  become: 
1
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Each period of the periodic triangular waveform, � �triy t

intersects the underlying ECG signal � �ECGy t .
    For each period, the location of the first intersection from 
the positive slope vet� and the location of the last 
intersection from the negative slope vet	  are selected as the 
intersection points for that triangular wave period. 
Mathematically, this can be described as follows: 
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� � 22 1 mmt t	
� ��  �transT (7) 

for 1, 2,3... fm m�

transT  corresponds to specific intersection location times 
as illustrated in Figure 2. Using rules (5) and (6), a pulse 
waveform � �o t  is produced as shown in Figure 2 where the 

odd index of the location variable � �2 1mt 	 , in (7), corresponds 

to the transition from 0 to 1, and the even index of 2mt
corresponds to the transition from 1 to 0. The vector transT  is 
defined as the transition state vector for the ECG complex.  
    The output pulses within each period of triT  are then 
transformed to radians as follows: 
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for 1, 2,3... fm m� .

This forms the output pulse waveform � �o � as illustrated in 
Figure 2.  Equations (8) and (9) are used to ensure that each 
angle withinW , in (10), is in the range of 0 to 2� .
    The pulse active harmonic features are defined as the total 
harmonic coefficients of the individual pulses in � �o � . For 

each output pulse waveform � �o �  from 0 to 2� , as shown 
in Figure 2, the generalized Fourier coefficients are given 
as:
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where n  is the order of the harmonic.  
Considering  � �o �  in Figure 2, then (11) and (12) can be 
written as: 
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Evaluating (13) and (14) yields: 
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Based on the PAH definition above, (15) and (16) are used 
to generate the PAH feature vector X ,   as follows: 
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N  is the total number of harmonics defined by the user 
which determines the dimension of the feature vector. 

III. EXPERIMENTAL SETUP

    Figure 3 shows the overall process of database setup for 
the PAH system. This process includes the process of data 
collection, pre-processing and feature extraction. 
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(Minimum ECGs 
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Amplitude 

Normalization

Locate peaks 
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(P, R and T)

Averaging
Temporal 

Normalization

Feature 

Extraction
Training/ Test 

Database

ECG Collections Pre-Processing

Figure 3: Database setup 

    In this study, the Physikalisch-Technische Bundesanstalt 
(PTB) [18] is used. The PTB is selected because in this 
database the average time-interval between any two ECG 
recordings of the same subject is about 500 days [7]. Two 
random sets of ECG recordings from 100 PTB subjects are 
selected for simulation study. One recording set is used for 
setting up the training database and the other is used to 
construct the test database. From these recordings, 30 
seconds of recording are extracted to be used for simulation. 
This process generates 100 30-second ECG recordings for 
each of the training and test databases. 
    Each ECG collected for simulation undergoes a filtering 
process so that only ECG components within 2 to 40 Hz are 
considered [5]. The minimum values of these ECGs are 
detected and used to change their DC offset to zero. The 
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amplitudes of these ECGs are then normalized between 0 
and 1 by dividing them with the maximum values of the 
respective ECG signals. ECGPUWAVE [19] is used to 
detect approximate locations of the fiducial points of the 
ECG recordings. Three peak locations of the ECG wave, 
namely peak of P, peak of R, and peak of T, are required in 
the PAH feature extraction method. 
    A quality check is performed on each 30-second 
recording to obtain high quality ECG complexes. A high 
quality ECG complex in this experiment refers to an ECG 
morphology, which has visibly clear and apparent P, QRS, 
and T waves. The process involves first calculating the 
average distance between the peak of R to the approximate 
locations of the peaks of P and T defined by the 
ECGPUWAVE. A tolerance of 50 sampling points is 
introduced into the average distance value so that the 
acceptable limits of the peak P and T locations are defined.  
Then, using these acceptable peak P and T locations, the 
specified maximum location of the QRS wave is detected to 
indicate the location of peak R. The ECG wave within the 
acceptable limit of peak P and T for the 30-second 
recordings are then superimposed on top of each other and 
aligned at the peak of R. These ECGs are averaged to 
produce smooth ECG signals which magnify the common 
attributes between the complexes and minimize the ripples 
of the ECG. The temporal distance of the average ECG 
wave is then normalized between 0 and 1 starting from the 
peak of P to the peak of T. The normalized average ECG is 
then used for the feature extraction process. 
    The performance of PAH is studied in two parts. The first 
part compares the performance of PAH feature extraction 
technique with that obtained using the methods of  Biel et al
[3], and Israel et al [5]. PAH is set up as indicated in section 
2. The fiducial points for features of [3] and [5] were 
detected by the ECGPUWAVE. The second part of the 
study evaluates the performance of PAH when the PAH 
variables are varied. 
    Figure 4 illustrates the setup used to evaluate the 
performance of the PAH feature extraction technique. As 
shown in Figure 4, all feature vectors from the training 
database are compared to all feature vectors from the test 
database. Euclidean distance (ED) is used to generate values 
which measure the difference between the feature vectors. If 
both feature vectors come from the same subject, the value 
is labeled as genuine score. Otherwise, it is labeled as 
imposter score.  These scores are then used to generate a 
receiver operating characteristic (ROC) curve and the 
performance evaluation is conducted on the ROC curve.  
    Two authentication performances are used for 
comparisons - the area under ROC (AUR) and the equal 
error rate (EER). The AUR is a common quantitative 
measure for comparing ROC curves. AUR ranges between 0 
and 1. The Equal Error Rate (EER) is defined as the rate at 

which the false positive rate (1-specificity) equals the false 
negative rate (1-sensitivity). EER also ranges between 0 and 
1.  

100 Feature Vectors 
Training Database

100 Feature Vectors 
Test Database

Euclidean 
Distance

Same 
Subjects ?

Genuine 
Score

Imposter 
Score

Yes No

ROC Analysis

Training database : 

Last Feature Vector?

No

Yes

Next 
Feature 
Vector

Next 
Feature 
Vector

Yes

No
Test database : 

Last Feature Vector?

Figure 4: Performance Evaluation 

IV. RESULTS AND DISCUSSIONS
    For the first part of the study the PAH variables im , fm
and N  are set as 1.5, 9, and 7 respectively. Figure 5 
illustrates the ROC performance of the three ECG based 
feature extraction methods for authentication, i.e. PAH, Biel 
and Israel. As shown in the figure, PAH generates a better 
ROC curve compared to Biel or Israel. The calculated AUR 
values for PAH, Biel and Israel are 0.846, 0.7634, and 
0.7419 respectively. The EER evaluation from the ROC 
curve indicates that PAH produces the lowest EER with 
0.2545 compared to Biel’s and Israel’s respective 0.3047 
and 0.3101.  
    The second part of the study evaluates the effects that 
different values of the PAH variables ( im , fm  and N ) have 
on the AUR and EER profiles. Figures 6 and 7 illustrates the 
AUR and EER performance for various combinations of im
and fm  respectively. The values of im  range between 1 and 

3.5 while fm  ranges between 1 and 50. A fixed value of 
7N � is used. A consistent level of AUR and EER 

performance can be seen in these two figures for im less
than 2.5 and fm  greater than 15. Using these ranges higher 
AUR and lower EER values are achievable when the value 
of im  decreases. From Figures 6 and 7, it is also observed 

217223223



that, for the ECG database used in the study, the highest 
value of AUR and lowest value of EER are achieved for fm

set to 5 with any setting of im .

Figure 5: ROC comparison  

    However, the differences between the best and worst 
AUR profile in Figure 6, and EER profile in Figure 7, are 
very small. Furthermore, Figures 6 and 7 show that any 
combination of im and fm  will result in higher AUR with 
lower EER when compared to Biel [3] or Israel [5] in Figure 
5

Figure 6: AUR profile for various  im  and fm values 

    The effect of N  is now considered by setting im  equal to 
1.4 and fm  equal to 20. The results are shown in Figure 8 
a) and b) wherein N varies between 1 and 100.  As can be 
seen from Figure 8a), the AUR profile reaches its saturation 
value of 0.855 for N  greater than 20.  From Figure 8b it is 
clear that the EER profile saturates at 0.23 for N  greater 
than 30. 

Figure 7: EER profile for various  im  and fm values 

    For the ECG database used in this study, it is suggested 
that fm  is set greater than 15 so that consistent patterns of 

AUR and EER are generated using any setting of im  less 
than 2.5.  It is also suggested to set N  greater than 30 to 
ensure that the highest AUR and lowest EER values are 
obtained. However, choosing N  between 5 and 30 is also 
acceptable as the difference of AUR and EER for these 
settings is very small. 

Figure 8: PAH performance for various N  values 
(a) AUR, (b) EER 

V. CONCLUSION

    A feature extraction technique known as Pulse Active 
Harmonic (PAH) was presented in this work and applied to 
ECG biometric authentication. Only three peak locations of 
the ECG wave are required for the PAH feature extraction 
process. Different sets of feature vectors can be generated 
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by varying the three PAH variables, namely fm , im and N .     
Results are obtained based on a simulation study of 100 
subjects from the PTB databases. The results showed that 
the PAH generates a better classification performance in 
terms of AUR and EER profiles compared to the traditional 
duration and amplitude feature extraction. Optimization of 
the PAH parameters was investigated to ensure that higher 
AUR and lower EER values are achievable. Overall, these 
optimization results show that PAH generates similar 
performance with 0 1.� error for any setting of fm  and im
for the selected range investigated. A summary of 
recommended settings for the PAH parameters was also 
given.  
    The Pulse Active Harmonic complements previously 
Pulse active systems. This provides a family of 
authentication procedures which can be used independently 
or in various combinations. Added security can be imparted 
to all these, the methods with Personal Identification 
Numbers (PIN), as shown in [22], thus permitting the 
possibility of designing very secure, robust and accurate 
biometric authentication systems. 
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