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Abstract — This paper presents a method to detect an 
improvised explosive device (IED) by using infrared 
thermography (IRT) technology. The detection of IED will be 
done automatically and accurately even the IED detection 
expert is not present. Combining the advantage of IRT and 
image processing technique, the proposed method is very 
efficient and responsive to detect the existence of hidden IED. 
The captured images are filtered and segmented to extract the 
heat pattern before the decision is made. Based on the 
experimental result, the proposed system produced about 92 % 
of detection accuracy.   
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I.  INTRODUCTION 

In recent years, IED has become the most threat of 
terrorism, criminals and suicide bombers [1].  IED can come 
in many forms because of the term improvised, which is like 
a small pipe bomb and capable of causing massive 
destruction and also loss of life. Therefore, early detection of 
IED is of paramount importance. To increase the fast and 
accurate detection, an automated system is required in order 
to prevent misinterpretation of human inspection. By far, 
there are many methods of IED detection have been 
developed. Since, IED commonly buried underground and 
occluded, it requires the expert to be close to the target area 
for an inspection. This will be definitely dangerous to them.  

Many researchers have been undergoing to detect the 
hidden objects under the ground that always used by terrorist 
to do harm and danger to civilian people. The first method 
was introduced by Shimoni et al. to detect an occluded object 
[2]. The occluded object is detected by applying a 
multivariate statistical based (cross-covariance) and class 
conditional change detector algorithms [3]. Another method 
was proposed by Kemp by analyzing electromagnetic 
radiation wave for identifying hidden objects [4]. The 
electromagnetic radiations are sensed between in the range of 
30 GHz to 300 GHz (wavelength 1 cm – 1 mm) in the 
millimeter-wave and 300 GHz to 3 THz (wavelengths 1 mm 
– 100 μm) in the terahertz region [5][6]. Therefore, this 
detection is more about the transmission of radiation, which 
is through the barrier materials. The method has been used to 
create two and three dimensional (3D) imaging system. This 
detection technique is mainly based on frequencies, which 
are in millimeter-waves and terahertz-waves. Consequently, 
it is harder to detect when it reached beyond terahertz 
frequencies due to the lack of detectors and partial's sources. 

Nevertheless, there are many factors need to consider such as 
including common explosive, materials, exhibit 
characteristic of terahertz spectral features for detecting IED 
[4].  

Miles et al. proposed laser-based hidden object detection 
for IED identification [7]. Two complementary techniques 
were used to probe that objects involving a backward-
propagating laser generated in the air sample, and a radar 
echo off ions and electrons from the trace gas molecules that 
have been selectively ionized by a laser. In another research, 
Bell et al. proposed an X-ray backscatter as the source of 
radiation for detecting IED [8]. However, since the current 
X-ray detection system is limited to a certain distance, the 
proposed system is able to attend the X-ray detection into a 
few meters. 

To overcome the limitation of the previous methods, this 
research proposes a new method of IED detection based on 
infrared image analysis. Employing IRT technology, the 
existence of IED can be revealed even in a quite far distance. 
The IED can be detected by examining the thermal pattern 
shown by the image. Fig. 1 shows an example of the actual 
visual image of IED and its corresponding infrared image 
which is buried underground. Since, this technology has the 
advantage of wide-area coverage where multi IED locations 
can be detected. Using an advanced image processing 
technique, an accurate and a faster IED detection response 
can be produced.  

 

   

Figure 1.  Visual image of IED and its corresponding underground 
infrared image. 

This paper proposes a new method of detecting IED by 
using infrared image analysis. The remainder of this paper is 
organized as follows: Section 2 discusses the proposed 
method of IED detection system. Experimental results and 
discussions are given in Section 3 and finally concluding 
remark appears in Section 4. 
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II. METHODOLOGY 

Fig. 2 shows the steps of the proposed IED detection 
system. After capturing the image, the image is enhanced in 
pre-processing stage. This stage will employ image filter in 
order to reduce noise and blur image. Then the desired 
region is segmented in the next stage. This will separate the 
target region from its unwanted background of the image. 
Finally, by using image morphological based for feature 
extraction, the IED is detected if the pixel size of the 
segmented regions is above a certain threshold.  

 

 

 

Figure 2.  Steps for IED detection system 

A. Data Acquisition 
For this project, data were acquired by using an IRT 

camera and save in AVI (Audio Video Interleaved) format. 
The camera used for this project is A615 FLIR type that has 
IR resolution 640 x 480 pixels. The main goal of any image 
processing software is to detect a desired object in the given 
image. The first step is the image acquisition using the 
camera. The image resolution used is 640 x 480 and uses 
JPEG (Joint Photographic Experts Group) which is an image 
compression standard. Fig. 3 below shows example of data 
acquisitions. 

 

    

   
Figure 3.  Examples of data acquisition 

In this project, there are a few parameters that must 
consider which is the distance between IRT camera and the 
area of IED buried in the ground and without IED buried in 
the ground. Fig. 4 below shows the distance between the 
camera and the area of IED and without IED. 

B. Image Segmentation  
Image segmentation is used to extract the target regions 

from its surrounding. The target regions commonly have a 
higher intensity than its background image. In this 
segmentation process, this paper proposed a segmentation 
technique based on transition region extraction (TRE). 
Transition in the target area is surrounded around a certain 

width, within the rapid change of grayscale region. The main 
idea of TRE based image segmentation algorithm is to 
extract its transition region (between the target and 
background). The peak of the TRE pixel histogram is used as 
the gate of image segmentation limit. It is a threshold-based 
image segmentation method. As image segmentation by TRE 
can be thresholded, and thus the transition area will directly 
affect the quality of the extracted image segmentation 
quality.  

 

 
Figure 4.  The distance between camera and the area of IED and without 

IED. 

The frequent change of gray level brings abundant 
information for transition region. The gradient is a good 
indicator of sudden change of gray level, but not suitable for 
measuring frequent changes of gray level. It is found that 
local entropy is a good measure for frequent change of gray 
level, but cannot reflect the extent of gray level changes. 
Therefore, Li and Liu have developed gray level difference-
based (GLD) TRE that considers not only the gray level 
changes in the transition region, but also represent the extent 
of gray level changes, which is more suitable for describing 
the properties of transition region [9]. The following steps 
describe the segmentation steps based on the total pixel 
differences of TRE. Given a local neighbourhood size, 
�(x,y) of an image, I(i,j) the transition region of the image 
can be extracted by 
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where �f(i,j) is the total absolute difference between each 
pixel and can be derived by 
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Here fmax and fmin are the maximum and minimum 

absolute differences of local neighbourhood respectively. 
The threshold value of the transition region of the image, ET 

is determined by  
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where � is the control coefficient, which is ranged between 0 
to 1. ET value is then used as the threshold for extracting the 
transition region from the original grayscale image. The 
results of TRE images are shown in Error! Reference 
source not found.. Once the result is obtained, the mean 
value of the grayscale image of transition region is computed 
to find the final segmentation threshold. Finally, the use of 
the standard image morphological technique will improve 
the accuracy of region segmentation while some unwanted 
small regions outside the regions are eliminated. 

 

   
                (a)                                  (b)                                   (c) 

Figure 5.  Image segmentation: (a) Original infrared image, (b) grayscale 

image, (c) segmented image. 

After separating the target regions from the unwanted 
background image, the morphological filter was used to 
remove the noise in the image. Morphology is an analysis of 
the shape of connected components. This method is 
beneficial for handling noisy images where some pixels 
could have the wrong binary value. As illustrated in Error! 
Reference source not found., the small pixels are 
eliminated, which can be considered as noises. After 
filtering, all the unwanted noises were removed. 

 

 
 

Figure 6.  Removing the noise through erosion filter. 

C. Feature Extraction and IED Identification 
Feature extraction step is used to extract the relevant 

information that will lead to classification. As for the 
experiment, the images that were acquired are classified into 
two groups which are the image of an area with buried IED 
and the image area without IED under the ground. Here the 
present IED is detected by setting the threshold limit of 
eroded regions’ size. The image pixel size which has a value 
greater than the threshold indicates the presence of IED in 
the image. Otherwise, it will be classified as no IED 
detected. Based on experiments, the most reliable threshold 
value is about 50000.  So, the detection of IED is based on 
the given (6).  
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where f(i,j) is segmented regions and f(x,y) is the image. 

III. RESULT AND DISCUSSION  

More than 60 samples of images were tested. About 30 
the tested images contain an IED while the rest of the data 
have no IED. So from the data acquisition there is some error 
when doing the simulation on the images of IED buried in 
the ground. But for the images without IED in the ground 
there is no error. From that we know some of the images 
have noise. Because of that when we run the simulation of 
the IED buried in the ground the result should show ‘IED 
DETECTED’ but it show vice-versa which is ‘IED NOT 
DETECTED’. Table 1 below shows the detection 
performance for data with IED and the data without IED. 

TABLE I.  DETECTION PERFORMANCE FOR DATA WITH AND WITHOUT 

IED 

 Data with IED Data without IED 
Correct detection 86 % 100 % 

False detection 14 % 0 % 

 
From the detection system, there is some error in the 

accuracy of the system. So as we know some of the data with 
IED have an error due to the effect of noises. Therefore, it 
might be slightly effect of this system. Furthermore, the 
accuracy of this system we can simply it by the data 
acquisition that we acquired from this detection system. The 
overall accuracy of the detection system is about 92 % with 
an error rate about 8 %. 

From the data that we acquired for the first step so we 
can see the undisturbed area and disturbed area based on the 
data that we collect. Moreover, there must be a one value 
that will separate these two data or images. So from that one 
threshold value already determined with MATLAB which is 
calculated based on the area of black and white images. 
Therefore, these values will make an expression to 
distinguish whether these images will show results of ‘IED 
DETECTED’ or ‘IED NOT DETECTED’. Fig. 7 below 
shows the undisturbed area and the disturbed area. So y-axis 
represents threshold value and the x-axis represents the data 
that we collect.  

 

Figure 7.  Disturbed and undisturbed area 
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In this project, we developed a graphical user interface 
(GUI) to make computer operation more intuitive and easier 
to use. Fig. 8 shows the main window with an example of an 
image which is detected as consisting IED. It is much easier 
for a new user to move a file from one directory to another 
by dragging its icon with the mouse. In the GUI window, the 
analysis result will be displayed either ‘IED DETECTED’ or 
‘IED NOT DETECTED’. If the tested image contains IED 
buried underground, ‘IED DETECTED’ will be shown and 
the warning box ‘Step of precautions must be taken!’ will be 
appeared. The GUI can provide users with the immediate, 
visual feedback about the effect of each action.  

 

 

Figure 8.  Main GUI window for IED detection 

However, some cases have shown unsatisfied results due 
to the problem with the acquired data. Most of the inaccurate 
results were caused by the effect of soil disturbance and the 
condition of the ground. Further research may be required to 
improve the effectiveness of the proposed method. Many 
factors need to consider and explore, especially in the fields 
of image processing techniques, data acquisition procedures, 
noise reduction as well as feature extraction for 
classification.  

IV. CONCLUSION 

 In this paper, an advanced method for detecting and 
classifying IED based on IRT image analysis was proposed. 
The IED is detected by classifying the thermal pattern of the 
ground. The developed system can detect in a wider area 
compared to conventional techniques due to the advantages 

of the IRT camera. Since, the detection technique is purely 
image analysis based, therefore it is safe compared to other 
methods. However, some other effort required to improve 
the accuracy of the system, such as using higher resolution of 
the camera, considering all the influencing factors such as 
environmental conditions, variation of emissivity values and 
so on. Finally, a combination of various techniques could 
improve its effectiveness. 
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