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Abstract — Network protocols are sets of standards for certain network communications. The protocol identification and analysis 
has great significance for network management and security. Although there are many kinds of protocol identification 
technologies, most of them are not suitable for binary protocol identification. To address this issue, the paper proposes a novel 
method of protocol identification which can classify the same protocol into several messages in the environment of single protocol 
communication. This method utilizes n-gram to segment the data frames and then extracts the set of keywords using unsupervised 
feature selection algorithm. Then we implement the identification of different types of messages using clustering algorithm. Finally 
we evaluate the method on ICMP, with the rate of precision and recall can both reach more than 90%. 
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I. INTRODUCTION 

As the continuous development of network applications, 
network communication environment has become 
increasingly complex. In real network, unrecognized 
network flow accounts for about 30%, even including 
malicious virus and other uncertain data [1]. Malicious virus 
communication applications often steal classified data and 
seriously threaten network security using proprietary 
protocols. The control and management on the unknown 
flow need the study on the communication structure, while 
the communication structure mainly reflects the protocol 
contents. Therefore, the effective identification on the 
protocol type is of vital significance to the maintenance of 
network security. 

The earliest study of protocol identification technology is 
the port-based protocol identification technology, which can 
recognize the protocols with port number registered in IANA 
(Internet Assigned Numbers Authority) [2]. However, with 
the continuous development of network protocols, a number 
of protocols use free port, so that the port-based protocol 
identification technology is unsuitable to the present network 
environment. The researches [3-4] explored the causes for 
the failure of the port-based algorithms in detail. Just because 
of these causes, the accuracy of the port-based identification 
protocol is reduced to 50% below.   

The measure-based protocol identification technology 
recognizes the protocols using the flow measure differences 
induced by the disparity of the protocol specifications. The 
flow properties therein include a series of measurement 
associated with the flow measurement, such as flow time, the 
maximum packet length, the minimum packet length, packet 
interval, flow direction, and the number of input bytes, and 
the number of output bytes. Wright et al. proposed a new 
network flow classification method based on Hidden Markov 

model [5]. Using this method, they identified the protocols 
such as SMTP, HTTP, FTP, and Telnet and achieved good 
results. Charles Wright et al. optimized this method and 
established a hybrid model only using the message size and 
time interval, which improved the identification accuracy by 
about 30%[6]. Moore et al. concluded 249 attributes of 
network flow through direct measurement and Fourier 
transform technique. In the following researches, the subsets 
of the 249 attributes were given feature optimization to get 
the most concise protocol identification attribute set. Using 
unsupervised clustering approach, Bernaille et al. constructed 
the five dimensional spaces according to the size of the 
former five messages of each flow and conducted clustering 
by K means algorithm [7]. The unknown flow was identified 
using a simple heuristic method- classifying the unknown 
flow as the commonest flow. Although the accuracy of the 
method is general, the computational cost is very small. 

The measure-based protocol identification technology 
does not need the message content. Instead, it employs a 
machine learning method to train the messages of known 
protocol, so that the flow measure features of the known 
protocols can be gasped and are used to recognize new flow. 
This protocol identification technology has lower computing 
resource consumption. Moreover, it is suitable for the flow 
changes and unaffected by data encryption. However, the 
identification of the two methods calls for training on the 
protocol in advance and thus is inapplicable to the 
identification of unknown protocol identification. 
Furthermore, current algorithms researched only classify the 
flow into several categories, while fail to classify the flow 
data into specific protocol categories. 

The load-based protocol identification technology 
analyzes the message content produced in the interaction 
process of the protocols and identifies the protocols 
according to the inherent mode features of the inherent 
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mode. As for this protocol identification technology, the 
protocol features are mainly represented by regular 
expressions and a fixed string. The one using regular 
expressions generally apply the knowledge of automata. The 
regular expression is constructed into NFA, and then NFA is 
compiled into a DFA. Finally, DFA is transmitted to the 
matching engine for protocol identification. In premise of 
assuming that the protocol format was known knowing, De 
Young introduced the k-RI and k-TSSI algorithms in 
grammatical inference to extract the information of state 
machine information. This method was merely applicable to 
the environment with known protocol format. Antunes et al. 
proposed a method by constructing finite automata to 
identify messages based on partial alignment algorithm. 
Wang Yong et al. proposed a protocol keywords-based 
method to automata construction method. Through keyword 
extraction and protocol session analysis, they established the 
languages automata and state automata of protocols. In this 
way, they realized the extraction of protocol specification 
without any requirement on the prior knowledge. The regular 
expression-based protocol identification method is flexible 
and shows high identification accuracy. Unfortunately, a 
large number of matching consumes excessive 
computational resources. Therefore, it is necessary to make 
further research on the way for efficient identification. 

The research of using fixed string to represent features 
has been preceded for a long time. Subhabrata Sen et al. 
determined the application layer feature strings of protocol 
by analyzing related texts and real message flow of five 
kinds of P2P protocols. Although it accurately recognized 
the feature strings of application layer protocol, this method 
was merely applicable to the protocols with public protocol 
rules. Wang Yipeng et al. proposed a semantics-based 
protocol identification method. This method segmented the 
original data set through 3-gram and the words through 
semantics. Subsequently, the LDA algorithm was employed 
to filter the format- independent units and generate protocol 
feature keywords. Finally, the clustering and protocol format 
extraction were completed. The calculation process of this 
method was too complex and spent too much time. 
Moreover, the keyword extraction was realized on semantic 
level and thus was more suitable for the text protocol or the 
binary protocols with known semantics. Wang Yong et al. 
put forward a keyword-based extraction method that was 
applicable to text protocol and binary protocols. As for the 
data input on binary single protocols, the protocols were 
segmented and spliced according to byte to obtain the 
keywords of specific protocol. Unfortunately, during real 
operation process, the segmentation principle of the strings 
spliced was hard to be grasped. 

In theory, the load-based protocol identification method 
can obtain the features of protocols by analyzing protocol 
specification and actually interacted messages. Moreover, it 
shows the highest accuracy in all current algorithms. The 
false rates were 10 % below. However, this method also 
owns the highest temporal and spatial complexity. Moreover, 
as the increase of the number of pending identification 
protocols, the complexity grows. When using load-based 
protocol identification method, it is needed to constantly 

track the development of pending identification protocols, 
suggesting the high updating workload. Therefore, this kind 
of method is commonly used to identify a small number of 
protocols. Moreover, considerable workload is needed. 

Through analysis of the advantages and disadvantages of 
the existing protocol identification technologies, this paper 
proposed a keyword-based unknown protocol identification 
method. It was assumed that both communication sides used 
single protocol and the protocol contained M messages. The 
method proposed can classify the pending identified 
protocols into different types of information. Since the class 
information of protocol is unclear, the features could only be 
selected according to the interrelationship of feature. 
Therefore, the mutual information in entropy was used in 
feature selection. Using mutual information, the features of 
specific number was selected by principle of maximum 
correlation and minimal redundancy. 

II. PREPARATION WORKS 

This paper presents a single protocol classification model 
based on keywords. This model can classify the binary 
protocols into different types of information in the case of 
the both side using single protocol communication. This 
model includes four modules, namely, the generation of n-
gram, the splicing of candidate feature sets, feature selection, 
and clustering. 

(1) The generation of n-gram: gram is defined as a byte 
in this study, while n is the length of bytes. This module can 
divide the original data frame into bytes in length of n and 
make preparations for the splicing of candidate feature set. 
The two key problems in this section are the determination of 
n and the screening of n-grams, which can be 
correspondingly solved by Zipf distribution and Jaccard 
parameters. 

 

 

Figure 1.  The Zipf distribution curve corresponded to different n values. 

 

Firstly, given n different values (n=1,2,3), the original 
data set is segmented. The n-grams are sequenced according 
to the occurrence times. Axis-x represents the sequence of n-
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gram, while axis y refers to the occurrence times of n-gram. 
The two coordinate axes are both represented using 
logarithms. Figure 1 shows the Zipf distribution curve 
generated. According to the curve, the value of n can be 
determined.  

In turn, to prevent that excess redundant strings are 
produced in the splicing, the n-grams produced are screened. 
This study uses the Jaccard parameter as the index for 
threshold selection. The calculation formula is shown as Eq. 
(1): 
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In this expression, A and B represent the two 

eigenvectors signified by bytes respectively; T1i and T2i 
represents the ith feature in A and B respectively. By 
recording the threshold and the variation curve of Jaccard 
value, the threshold corresponding to first Jaccard value peak 
is used as the solution. Fig. 2 shows the correspondence 
relationship of the threshold generated with the Jaccard value. 

 

 

Figure 2.  The correspondence relationship of the threshold generated and 
the Jaccard value. 

 

(2) The splicing of candidate feature set: candidate 
feature set is the frequent long strings spliced by the n-
grams screened according to whether or not the n-grams 
continuously appear in each data frame. If two or two more 
n-grams continuously appear in a data frame, the n-grams 
are spliced into a frequent long string. This module aims at 
producing the candidate feature set, which is used as the 
input of the feature selection on the next step.  
 (3)Feature selection: it is supposed that the candidate 
feature selected in the second module is U={F1, F2, L Fn}. 
This module aims at finding the features that can identify 
each information type from n candidate feature sets and 
using the features as the basis for clustering. This study 
employs the mutual information in entropy as the feature 
selection algorithm. The basis for the feature selection is the 
maximum correlation-minimum redundancy, that is, the 
feature selected should be correlated to all non-selected 

features to the greatest extent and be reluctant with the 
selected feature to the minimum extent.  

It is assumed that there are two random variables X and 
Y; the possible values for X is {a1,a2,L an} , the possible 
values of Y is {b1,b2,L bm} . The entropy of random variable 
X is calculated by Eq.(2), 
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 Where, p(ai) represents the appearance probability of ai 
in the random variation X. Mutual information refers to the 
information content concurrently owned by two variables. 
In specific, mutual information is calculated by Eq.(3): 
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 Where, H(X|Y) refers to conditional entropy, which 
reflects the dependence intensity of a variable to another 
variable. In specific, the calculation formula of conditional 
entropy is Eq.(4): 
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 Where, p(ai) represents the occurrence probability of ai 
in random variable X; p(bj) represents the occurrence 
probability of bj in random variable Y. 

 In this study, the candidate feature set obtained by the 
second module is denoted as U={F1, F2, L Fn}. The feature 
Fi in set U is only valued as fi and －fi , which signify the 
occurrence or absence of Fi respectively. Before the feature 
selection, we firstly give some definitions:  

 Definition 1: correlation degree: the correlation degree 
of feature Fi is the average mutual information of Fi  with 
the whole feature set. It is denoted using Eq.(5) 
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 Definition 2: conditional correlation degree: the 
conditional correlation degree a feature Gt to feature Fi is 
defined as Eq.(6): 

( )
Re ( ) Re ( )

( )
t i

t i t
t

H G F
l G F l G

H G


         (6) 
 Where, Gt is the selected feature set F. The difference of 
correlation degree and conditional correlation degree is 
defined as redundancy. 

 Definition 3: redundancy: the redundancy of a feature Fi 
to the selected feature Gt and is expressed by Eq.(7): 

     
Re ( , ) Re ( ) Re ( )i t t t id F G l G l G F 

         (7) 
 In accordance with definitions 1, 2, and 3, it is able to 
acquire the feature evaluation standard for the maximum 
correlation- minimum redundancy in mutual information, as 
shown by Eq.(8): 
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According to the candidate feature set and the valuing 

condition of each feature, we can get the calculation methods 
of the terms in Eq.(8) under the experimental environment in 
this study using Eqs. (2), (3) and (4). The calculation 
expressions are shown as Eqs. (9), (10), (11) and (12) 
respectively. 
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Where 
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The methods for terms correlated to Re l(Gt)，H(Gt), and 
Gt are the same. The sets affected by Gt are the selected 
feature set F and the feature elements therein. 
 (4) Clustering: each protocol has different types of 
information. This module is designed to cluster the 
information of the same type together. This study uses the 
clustering algorithm k means of weka to cluster the data 
frame. This algorithm uses distance as the evaluation index 
of similarity, that is, the closer the two objects, the higher 
the similarity. As for the data frame X and Y represented by 
vectors, where X=(x1, x2, L xm) and Y=(y1, y2, L ym), the 
distance of X and Y is calculated by Eq. (13): 
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III. SYSTEM FRAMEWORK 

The model input in this study is the data frame of binary 
protocol in real network, each type of protocol contains 
different types of information. Through the generation, 
screening, and splicing of n-gram and the usage of feature 
selection algorithm and clustering algorithm, the different 
types of information can be classified. The flow of this 
method is shown in Fig. 3. 

 

 

Figure 3.  The structure and work flow of the system 

A. The Generation of N-Gram 

The input of this module is the single protocol data 
frame used in the mutual communication, while the output 
is the n-gram set. By splicing on n-grams, the candidate 
feature set can be obtained. 
 Firstly, according to Zipf distribution, the n value that is 
closest to straight line in the curve figure was used as the 
solution of input data frame. For example, in Fig. 1, n=1. 
Secondly, to prevent that the excess redundancy strings 
were produced in the splicing, the non-frequency bytes were 
filtered using Jaccard parameter. The Jaccard parameter was 
calculated by Eq.(1). Before the threshold calculation, the 
original data frame should be pretreated: the original data 
frames were randomly divided into Part A and Part B on 
average. According to the n value selected, the data frames 
were segmented and sequenced. On this basis, A={T11:F11, 
L T1i:F1i L T1n:F1n}, and B={T21:F21, L T2i:F2i, L 
T2n:F2n} were obtained. Where, T1i and F1i represented 
the i bytes in A and the occurrence frequency of this byte in 
A; T2i and F2i represented the i bytes in B and the 
occurrence frequency of this byte in B. Finally, the n-gram 
set needed was got by threshold filtering. 

B. The Splicing of Candidate Feature Set 

 The input of this module is the n-gram set generated, the 
output of this module is the candidate feature set composed 
of the strings generated by splicing. 
 The splicing of candidate feature set follows the 
principle of whether or not the n-grams continuously appear 
in each data frame. If two or two more n-grams 
continuously appear in a data frame, the n-grams are spliced 
into a frequent long string and used as the input of the 
feature selection on the next step. For example, the1-gram 
set screened is {00, 01, 41, 10} and the data frame segment 
is “00 01 4e 45 46 41 41”. Thus the candidate feature set 
0001 and 4141 are yielded according to splicing principle. 

C. Feature Selection  

 It is assumed that the candidate feature set generated in 
section 3.2 is U={F1, F2, L Fn}. In feature selection, set U 
is used as the input. According to the feature selection 
standard of maximum correlation- minimum redundancy, 
the features that can more effectively represent different 
types of information are obtained. They are used as eigen 
vectors in the clustering.  
 In actual experiment, we suppose that the feature 
candidate set is U={F1, F2, L Fn} and the feature set 
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selected in the experiment is represented using set F. Set F 
contains m features.  
 During the selection of the first feature, it is only needed 
to consider the maximum correlation among features, that 
is, the feature giving the maximum value for Re l(Fi) in 
Eq.(5). During the selection of the mth important feature, in 
addition to considering the maximum correlation, whether 
or not the feature selected achieve the minimum redundancy 
with the features in set F should be taken into account, that 
is, the feature giving the maximum value to Eq.(8). 

D. Clustering  

To classify different information, the information with 
the same format were clustered together using clustering 
algorithm. Before the clustering, all data frames were 
quantified using eigen vector. It was assumed that the set 
acquired through feature selection was F={F1, F2, L Fm}. 
The data frame X was quantified as X=(x1,x2 L xm). The xi 
therein was 1 or 0, which represented that the occurrence and 
absence of the feature Fi in data frame X respectively. 
Subsequently, the clustering was achieved using the k means 
algorithms in weka. According to the premise assumption, 
the protocol used in the mutual communication merely 
contained M types of information. During the clustering, k 
was valued as M. The output of this module was the M 
clusters obtained at end of the algorithm operation. 

IV. EXPERIMENT RESULT AND ANALYSIS 

A.   Experiment Condition 

 This study proposed a feature string-based single 
protocol classification method for the simple mutual 
communication. The n-gram segmentation and splicing of 
data frame and feature selection algorithm were all realized 
using JAVA code. The clustering algorithm was realized 
using the k means algorithm in Weka. The operating 
environment was WIN7 operating system, Pentium (R) 
Dual-Core CPU E5800, and 2G memory. 

B.   Experiment Data Set 

 The data sets used in the experiment were sourced from 
the DARPA data set of Lincoln laboratory. The data set 
included two parts, namely, nside. tcmpdump and outside. 
tcpdump. In this study, the former was used. The 714 ICMP 
protocols were extracted for from the total 1,130,829 data 
frames for experiment. This type of protocols had two types 
of messages: the request response message and error 
transmission message. 

C.   Evaluation Index 

 To evaluate the performance of the model, this paper 
used precision and recall as the evaluation indexes. Before 
giving the definition of the two indexes, three sets were 
defined firstly:  
 True Positive(TP)：the set composed of the data frames 
actually belonging to the X in class X. 

 False Negative(FN)：The set composed of the data 
frames of class X while being falsely classified into other 
classes.  
 The set composed of the data frames beyond class X 
while being classified into class X. 
 On this basis, the precision and recall are defined as 
Eq.(14) and (15) respectively:  
 Precision: The proportion of the data frames of class X 
correctly classified in total data frames. 

Pr 100%
TP

ecision
TP FP

 
                      (14) 

                        
 Recall: The proportion of the data frame accurately 
classified to class X. 

      
Re 100%

TP
call

TP FN
 

                      (15) 

D.   Experiment Result 

According to the Zipf distribution curve (Fig. 1) and the 
Jaccard parameter-threshold curve (Fig. 2), a total of 12 
frequent bytes of ICMP were obtained, including “00”, “41”, 
“10”, “01”, “45”, “AC”, “08”, “03”, “46”, “7b”, “33”, and 
“38”. 

TABLEⅠ THE DISTRIBUTION OF DIFFERENT NUMBERS OF FEATURE 

Feature numbers Feature string 
The former 5 

features 
00107b384633080045, 0001, 00000000450000, 0010, 
0303 

The former 10 
features 

00107b384633080045, 0001, 00000000450000, 0010, 
0303, 00100001000000000000, 
4141414141414141414141414141414141414141414141
414141414141410000,0800450000, 
00000000000000000000000000000000000000000000, 
00107b3846330800450000 

The former 11 
features 

00107b384633080045, 0001, 00000000450000, 0010, 
0303, 00100001000000000000, 
4141414141414141414141414141414141414141414141
414141414141410000, 0800450000, 
00000000000000000000000000000000000000000000, 
00107b3846330800450000, 0800 

 
Secondly, by deleting the unnecessary strings in the 12 

bytes obtained, the dimension of candidate feature set was 
reduced from 133 to 125. Table 1 shows the features of the 
former 5, former 10, and former 11features obtained basing 
on feature algorithm.  The connotations of the 1 features are 
indicated as follows: 0303 is the sign site of false 
transmission message; 0800 is the sign site of request 
message; 00107b384633 is the physical address of request 
message; 0800450000 is the feature string in the request 
response message, the 0800 therein represents that this 
protocol belongs to IP protocol; 45 represent that the header 
length is 20 bytes; 0000000000000000000000000000 
0000000000000000 is also the feature string in request 
response message. Form left to right, it signifies the protocol 
identifier, serial number, data of 10 bytes and the final end 
mark of ICMP protocol; 00000000450000 is the feature 
string in false transmission message; the 45 therein refers to 
that the IP protocol sealed in the ICMP protocol is 4, with 
the header of 20 bytes long; 00100001000000000000 and 
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1414141414141414141414141414141414141414141414141
41414141410000 are the feature strings in the false 
transmission message and denote to the session service and 
the name service of nbns protocol in ICMP protocol. 
Therefore, it can be seen that the mutual information-based 
feature selection algorithm proposed in this study can find 
the feature string of various information in the protocol. 

TABLE Ⅱ THE EXPERIMENTAL RESULTS OF THE FORMER 5 FEATURES 

Message type TP FP FN Precision Recall 
Cluster0 261 19 0 0.932 1 
Cluster1 434 0 19 1 0.958 

TABLE Ⅲ THE EXPERIMENTAL RESULTS OF THE FORMER 10 FEATURES 

Message type TP FP FN Precision Recall 
Cluster0 261 35 0 0.882 1 
Cluster1 418 0 35 1 0.923 

TABLE Ⅳ THE EXPERIMENTAL RESULTS OF THE FORMER 11 FEATURES 

Message type TP FP FN Precision Recall 
Cluster0 261 11 0 0.960 1 
Cluster1 442 0 11 1 0.976 

  

Finally, according to the features obtained, the origin 
data frames were clustered. During the experiment process, 
we took 5, 10, and 11 features for clustering experiment 
respectively considering the influences of feature number to 
the clustering correctness. The test results are shown in Table 
2, 3, and 4 respectively, the cluster0 and cluster1 in the tables 
represent request response message and false transmission 
message separately. Figure 4 and 5 illustrate the performance 
index of cluster0 and cluster1 under different feature 
numbers respectively. 

 

  

Figure 4.  The indexes of cluster0 

 

Figure 5.  The indexes of cluster1. 

 

Using the feature strings of mutual information selection 
as the clustering feature of protocol frame in the protocol 
identification process, 714 ICMP data frames from DARPA 
data set were used as data source for experiment. The data 
source contained two types of message, namely, false 
transmission message and request response massage. 

As shown by the experimental results, the cluster 
precision and recall had exceeded 90% in the case of 5 
features. Moreover, by comparing with actual data frame, the 
real feature string was found. As the feature number 
increased to 10, the cluster precision reduced to some extent. 
This reduction attributed to the disturbance of some strings 
in the features to the clustering effect. Thus, it is not the 
more the features the better. The clustering precision 
maximized at 96% when feature number reached to 11. 
However, since the more the feature, the more the resources 
consumed during processing large data volume, this study 
used the set of 5 features as the feature for identifying the 
features of ICMP frame data. 

V. CONCLUSION 

This study proposed a keyword-based system model for 
the frame identification on binary protocol system. This 
model automatically clustered the input data frames 
according to different types. Moreover, using the 
monitoring-free mutual information feature selection 
method, it combined the n-gram with existing entropy 
calculation. Through the experiment on ICMP, the message 
identification precision and recall of the model reached to 
90% above. In the next step, the study on protocol 
identification would involve more information, such as the 
position information of keywords, so that the protocol 
identification can achieve more precise results and reduce     
redundant features. 
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