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Abstract — Location based service is one of the most widespread applications of mobile Internet during which users are often 
required to send their actual locations to the service provider and users' location information is thus easily leaked. The current 
anonymous area privacy protection method is not suited to sparse areas and users with higher demand for privacy become 
vulnerable to area attacks. To solve these problems, we propose an Area-Exchange based Location Privacy (AELP) protection 
method for mobile users, which not only meets users' personal privacy requirements, but also achieves higher quality of service 
and improves the overall performance of the anonymous location system. Area exchange service mode and area exchange location 
privacy models are put forward first. Weight priority exchange set is then proposed to generate relevant algorithm and obtain the 
exchangeable anonymous area. Finally, service-user exchange algorithm is given to return the service to the requesting user in an 
accurate and timely manner. The experimental results show that, under the conditions with changeable user quantity and variable 
anonymous demand,  the method proposed here has good scalability and robustness and increases the relative anonymity by a 
factor of five.  
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I. INTRODUCTION 

Due to the rapid development of mobile computing 
technology and IntelliSense technology, location based 
service (LBS) has become one of the most popular 
applications in the mobile Internet field. LBS is widely 
applied in people's daily life, such as entertainment 
information services (looking for the restaurant closest to the 
user), traffic navigation services (identifying the optimal path 
to the accident place) and emergency services (locating the 
position of the rescuers nearest to the site).  

Although LBS brings great convenience to people's life, 
in the process of collecting, storing and sharing users' 
location information, the concerned users may be confronted 
with a serious leakage of location privacy[1]. These location 
information are not just the coordinates reflected on the 
maps. More importantly, attackers may use technologies like 
data mining to deduce other information of the users, 
including identifier, behavioral habits, health condition and 
political tendency [2]. Relevant report shows that some of 
LBS users have to abandon commercial applications as their 
privacy security is not well-protected [3]. In order to solve 
the problem of privacy protection in LBS, current studies 
mainly anonymize mobile users' location information to 
reduce the accuracy of these information, including 
anonymous area-based methods [2,4-7], landmark object-
based method [9] and false location-based method [9].  

Yet, growing anonymous area will undermine the quality 
of services offered to the users especially for those with 
higher demand for privacy protection or those in sparse 
areas.The broader the anonymous area is, the greater the 
service provider's processing burden is and the wider the 

query result candidate set generated is. In the meantime, the 
sending of the candidate set also increases the load of the 
network. In addition, anonymous area is only confined to the 
candidate set formed through the request of LBS users in 
neighboring area and is thus vulnerable to area attack.  

To solve the above problems, under the condition of 
resisting consistent attacks, the author proposes to generate 
grids on the whole space and takes the grids that include 
users' actual locations as the query area, thereby greatly 
reducing the query cost of the server as well as the load of 
the network. In addition, the author breaks through the 
anonymous set adopted by the original anonymous area and 
reduces the dependency on area correlation by creating an 
anonymous set for all the users within the area, thereby 
enhancing the reliability and robustness of users' privacy 
protection. The contributions made by this paper include: 1) 
Proposing an area exchange-based location privacy (AELP) 
protection method, which can effectively resist regional and 
consistent attacks; 2) Presenting a complete formalizing 
description of area exchange-based privacy issues; 3) Putting 
forward a heuristic algorithm that identifies the minimum 
user exchange set to obtain the exchangeable anonymous 
area; 4) According to the simulation experiments, under the 
default parameters, AELP has an average anonymous 
processing time less than 20ms, which is tolerable compared 
to the time delay of actual service request.  

II. RELATED WORK  

Generally speaking, the location privacy protection 
methods can be divided into two types: identity protection 
methods and location protection methods. Identity protection 
methods by hiding the identifier information of user location 
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achieve the purpose of privacy protection, of which the most 
commonly used method is the pseudonym technology; 
location protection methods by reducing the accuracy of user 
location information make service providers unable to 
associate it with user identity or location information, of 
which the most widely used methods are false location-based 
method and regional generalization-based method. 

Cornelius et al.[10] proposed the location privacy 
protection method using pseudonyms, which by using a 
pseudonym instead of the user's true identity protects the 
user's location information. However, the use of pseudonym 
is vulnerable to consistency attacks. For instance, when a 
user sends a service request in certain location (home or 
office), the attacker can infer that the user who sends the 
service request is the owner of the house or office, and 
therefore pseudonym technology cannot provide sufficient 
location privacy protection. In addition, as most LBS require 
identity authentication and pseudonym technology does not 
meet the needs for personalization and identity 
authentication the pseudonym technology cannot protect the 
user's location privacy while taking into account the quality 
of service. 

In the false location-based method, the mobile user does 
not send the exact location to the location server, but rather 
sends false location to obtain location-based service, thereby 
protecting the user's location privacy. In the method 
proposed by Kido et al.[9], the mobile user sends his own 
exact location and self-generated false location together to 
the location server, so that a malicious person cannot tell the 
real location of the user, but the communication overhead is 
relatively high. Yiu et al.[11] proposed the method 
SpaceTwist, where the mobile user randomly selects as a 
location nearby as the anchor, and then only sends the anchor 
to the location server, so that the location server can achieve 
incremental group nearest neighbor query according to this 
anchor. This method reduces the computation and 
communication costs, but cannot achieve the location k-
anonymity, thus the degree of privacy protection is not high. 

In the regional-generalization based method, the precise 
location the mobile user requests for query is often expanded 
to an anonymous area, so service providers do not know the 
exact location of the user in the anonymous area, thereby 
achieving the protection of user location information. 
Gruteser et al.[2] for the first time applied k-anonymity 
model to location privacy protection methods, so that the 
user location information and the location information of the 
other k-1 users could not be distinguished, and therefore 
service providers could not be associated to user identity and 
location information, but the user could not customize the 
location privacy requirements. Subsequently, a lot of studies 
modified this model. Gedik et al.[12] proposed a 
personalized privacy model, which allows mobile users to 
define and change their designated location privacy value as 
k and can also specify the maximum tolerable value of user 
service quality from the dimensions of time and space 
respectively. The Casper method proposed by Mokbel et 
al.[6] raised self-adaptive location anonymity optimization, 
which through search level and vertical grid achieves a 
higher accuracy of anonymity. Bamba et al.[4] proposed a 

method PrivacyGrid, which divided the entire space area into 
grids, proposed top-down and bottom-up dynamic grid 
cloaking algorithms, providing a higher success rate of 
anonymity, and also introduced the location diversity l, l 
anonymous area has at least one different user locations, 
enhanced user privacy protection effect. Kalnis et al. 
proposed Prive method, which used Hilbert curve to form k 
anonymity area, and then used the B + tree to create indexing 
of moving objects. This algorithm has a relatively high 
security to enhance the system’s success rate of anonymity, 
but the processing cost is relatively high. Most of the above 
research work achieves the location privacy protection by 
expanding the anonymous area, and with the increasingly 
high accuracy of user anonymity, the user's anonymous area 
is minimized under the premise of meeting the user needs of 
privacy. But the size of anonymous area has a direct 
relationship with user needs of privacy, while user needs of 
privacy depend on the degree of personal sensitivity to the 
location information, so the higher the privacy need, the 
more it needs to increase the anonymous area, which adds to 
the query cost of service providers and generates relatively 
large set of candidate, and sending back the candidate set 
increases the load of network. To achieve reliable and robust 
location privacy protection under the premise of improving 
the quality of service is one of the major bottlenecks 
restricting the development of the mobile Internet. 

III. SYSTEM ARCHITECTURE 

Central server structure is one of the most common 
system architectures. This paper also used central server 
architecture, adding a trusted third party - an anonymous 
server between the user and the service provider. The system 
architecture is shown in figure 1, which consists of three 
parts: the mobile user, an anonymous server and service 
provider. 

The working principle of the third-party server is 
described below: 

1) The mobile user carrying a smart phone or tablet PC 
(equipped with GPS or other positioning sensors) makes a 
LBS request (Step 1). 

2) The anonymous server receives all service requests 
sent by the user, and generates the initial area based on the 
location information of the user (Step 2). If the initial area of 
the user meets the privacy requirements, the anonymous 
server sends the request for query directly to the service 
provider. Otherwise, the anonymous server generates the 
minimal user exchange set to meet the user needs of privacy 
(Step 3) and conducts exchange processing of the user 
location area within the minimal user exchange set (Step 4), 
while generating a user linked list set, and then sends the 
service request after area exchange processing to the service 
provider (Step 5). 

3) The service provider after receiving the user's query 
request conducts query processing (Step 6), and returns the 
candidate set of query results to the anonymous server (Step 
7). 

4) The anonymous server based on the user linked list set 
conducts counter-exchange processing of the query results 
(Step 8), and is responsible for timely and accurately 
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returning the counter-exchange processed query results to the 
corresponding user (Step 9). 

As can be seen from the above working principle, the 
system performance depends on the generation algorithm of 
minimal user exchange set. 

 

 

Figure 1.  System architecture for location privacy protection 

IV. PRELIMINARIES 

Based on the above system architecture, this paper 
proposed an area exchange-based location privacy protection 
method and gave the relevant definitions below.  

Definition 1 (Query, Q): The query request sent by the 
user can be formalized as 

),,,,,,( conlktyxuQ                           (1) 
Where u  represents the identifier of the user who sends 

a query; ),( yx is obtained directly by GPS, representing the 
user’s location; t  indicates the time of the query request; 

),( lk  is specified by the user, indicating the user's privacy 

needs, and the higher the value k  and l , the higher the 
user requirement for privacy protection; con  represents the 
user's query content. 

Definition 2 (Location privacy K ): The user's location 
privacy is a complex value, which is formalized as 

),(: lkK                                       (2) 
Wherein parameter k  indicates the privacy value of 

users at the exact location, referring to the number of users 
who submit similar query requests; parameter l indicates 
the privacy value of users at the area location, referring to 
the number of cells contained in the anonymous set. 

V. AREA EXCHANGE-BASED LOCATION PRIVACY 

PROTECTION METHOD  

In area exchange-based location privacy protection, the 
average query area the user sends is only a grid of the area 
and the user’s privacy needs are met by exchange 
processing of corresponding user area within the minimal 
user exchange set. The linked list set generated in the area 

exchange process can ensure the accuracy of the query 
results. 

A. Location privacy attacker assumptions 

This paper assumed that the attacker has the following 
characteristics: 1) the attacker may be the eavesdropper able 
to intercept in the wireless link the information related to the 
service request sent by the user or the semi-trusted service 
provider; 2) the attacker can access to the population 
distribution within the entire spatial area; 3) the attacker can 
access to the user's location privacy protection algorithm. 

B. Area anonymity service model 

The anonymous server after receiving a user’s service 
request will make anonymity processing of the user's 
location information according to his privacy needs, as 
shown in figure 2, where the shaded area represents the 
anonymous area, black dotted line represents grid division, 
and solid black frame represents the entire area.  

Circles represent the users, wherein the solid circle 
represents the user who sends service requests; the privacy 
value k of users u1 and u2 is 5 and 6 respectively. In figure 
2 (a) the shaded area represents the anonymous of users u1 
and u2 formed according to the area diffusion anonymity 
mode. In figure 2(b) the shaded areas are the anonymous 
areas of users u1 and u2, respectively, formed according to 
the area exchange anonymity mode, where users u1 and u2 
constitute a minimal user exchange set. Interchanging u1 
and u2’s anonymous areas can meet their privacy needs, and 
then the anonymous server makes a service request based on 
exchangeable anonymous areas. 

 

 

Figure 2.  The anonymous area presentation of users u1 and u2  

C. Area exchange-based location privacy 

Definition 3 (Minimum user exchange set): The service 
requests of n users are given chronologically: 

)1(),,,,,,,( niconlktyxuQ ii  . The minimum 

user exchange set S (hereinafter referred to as "exchange set") 
can be formalized as  

)1}(,,{ nkjiuuuS kji            (3) 
Suppose that c represents the user's initial area. The 

exchange set is required to meet the following four 
conditions: 

1) )(.'..'. Sululukuku iiiii  且   

2) )(.'.or'. kiiiii uSululukuku    
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3) ),(.. Suuconuconu jiji    

4) ),(.. Suucucu jiji    

Condition 1 means that all users in the exchange set S  meet 

their demand for privacy, where kui.  and lui.  refer to the 

privacy values of the precise and regional locations specified by 
the user, respectively; '.kui and '.lui  represent the privacy 

values of the precise and regional locations actually acquired by 
the user after area exchange.  

Condition 2 means that at least one user in the set 

kuS  does not meet his/her demand for privacy.  

Condition 3 means that the service requests of any two users 
in the exchange set S  are consistent. For convenience, the 
services requested by all users mentioned in the latter part are 
consistent.  

Condition 4 means that the precise locations of any two 
service-requesting users in the exchange set S  are not within the 
same initial area.. In the generating process of the exchange set, 
if two users are in the same initial area, they will be bound 
together as the results returned are the same. Under this 
circumstance, only one user is selected to participate the 
generation of exchange set, and location of another user is not 
disclosed to the service provider, thereby protecting his/her 
location privacy.  

Definition 4 (Privacy value of actual area location): Given 
an exchange set S , the privacy value of the actual area location 
for the user 

iu ( Sui  ) is expressed as  

||'. Slui                                                (4) 

Where || S  is the size of the exchange set.  
Proof: According to attacker assumptions, by obtaining the 

location privacy protection algorithm, service providers will 
know which one is the requesting user in the exchange set S  in 
a certain query area. The probability that it deduces the user's 
area location is ||/1 S . That is to say, the privacy value of the 
user's area location is || S .  

Definition 5 (Privacy value of precise location): Given an 
exchange set S , the privacy value of the precise location for the 
user 

iu ( Sui  ) is expressed as  

}).(),.(|min{|'.  


Su iii
i

cucuSku                  (5) 

Where || S  is the size of the exchange set and ).( cui  is 

the number of the users in the grid to which the user iu belongs.  

Proof: The service provider may attack the users' precise 
location information through two means: firstly, the service 
provider deduces that the probability of the users' area location is 

||/1 S (Definition 5), and then infer the user's precise location in 
this area, whose probability is )).(|/(|1 cuS i ; secondly, the 

service provider regards the corresponding cells of all users in the 
exchange set S as a whole discrete area, and then gets the 
probability of identifying the user's precise location in this area, 

namely,  Su i
i

cu ).(/1  . As a result, the privacy value of the 

user's precise location is }).(),.(|min{|  


Su ii
i

cucuS  .  

Definition 6 (Area exchange-based location privacy)  An 
area grid division D , users' footprint database   and a series of 
service requests Q  are given. AELP aims to generate a series of 
exchange sets *S . Area exchange is conducted on each 
exchange set through the anonymous server; the service requests 
are sent to the service provider to generate a series of linked lists 
L . During the process of returning the results, the anonymous 
server will return the services to users in an accurate and timely 
manner in accordance with the linked lists.  

By adopting AELP method, the service provider can obtain 
the minimum user exchange set but cannot correlate the user's 
identity information with the area information, thereby achieving 
the goal of protecting the user's area location privacy. Thus, even 
though the service provider knows the user distribution in a 
certain area, it still cannot identify his/her precise location in this 
area. In this way, the user's precise location privacy is protected. 

D. Generation of optimized exchange set  

AELP performance depends on the generation algorithm of 
exchange set. The following gives the form of generation and 
optimization of exchange set. 

For a generated exchange set S , the average anonymous 

waiting time for users in S  is expressed as )(St , which is 
calculated as below: 

 
||

|..|
)(

S

tutu
St Su ki

i
 


                             (6) 

Where ku  represents the user who sends the latest service 

request in S , tui .  and tuk .  represent the time users iu  and 

ku  make the service request. Users’ average anonymous waiting 

time refers to the mean of the time each user consumes while 
waiting other users to form the exchange set. It is associated with 
the interval of users sending service requests t and used to 
measure the performance of the exchange set generation 
algorithm. We note that Casper and PrivacyGrid also used the 
average anonymous waiting time to evaluate convergence rate, 
which refers to the mean of the time a single user consumes to 
expand the anonymous area. 

Definition 7 (Minimum modulus of exchange set) the 
anonymous server will generate an exchange set that contains 
users u . The minimum modulus of the exchange set users need 
is expressed asm , thus: 

}.,
).(

1).(.
max{. lu

cu

cuku
mu


 

                       (7) 

Wherein ku.  and lu.  represent the user specified privacy 
demand; ).( cu represents the number of users within the 
initial area of users u . 

According to the definition of exchange set and the measure 
of location privacy value, a generated exchange set needs to 
meet: 

)(.|| SumuS ii                                     (8) 
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)(.).( Sukucu iiSu i
i

 
                             (9) 

Formula (8) indicates that the minimum modulus of the 
exchange set needed by all users in S is not greater than the 

modulus of the generated exchange set S , where mui .  

represents the minimum modulus of the exchange set of user 

iu needs. 

Formula (9) indicates that the sum of the number of users 
within the initial area corresponding to every user of exchange 
set S is not less than the privacy value of the precise location 
specified by any user in exchange set S , where )( icn represents 

the number of users within the initial area corresponding to user 

iu . 

Combined with the optimization function and constraints, 
generation of a formalized exchange set is described as follows: 

Minimize    
|*|

)(
*

S

St
SS   

Subject to  muS i .||         )( Sui   

kucu iSu i
i

.).(  
    )( Sui   

conuconu ji ..      ),( Suu ji   

cucu ji ..          ),( Suu ji   

E. Heuristic algorithm 

In the case of taking into account of both the anonymous 
waiting time of users with high privacy needs and fairness to 
users with low privacy needs, this paper proposed Weight First 
Algorithm (WFA) for generation of exchange set in AELP. 
WFA refers to that users with high privacy demand after meeting 
certain weight conditions will no longer wait but preferentially 
participate in exchange set generation. 

The anonymous server adds a trigger value for each user 
with a service request. After users with new service requests are 
inserted into set 'S , there is need to update the trigger value for 
each user, which is expressed as: 

nmutriggeru  ..                       (10) 

Wherein n represents the number of users in set 'S whose 
minimum modulus is not greater than mu. . 

The anonymous server adds a weight to each user, and after 
users with new service requests are inserted into set 'S , there is 
need to update the weight for each user, which is expressed as: 

nmuwu  ..                             (11) 
Wherein n represents the number of users with service 

requests the user u  has waited;  represents the weight 

parameter taken as (0 ，  ). By default the weight 
parameter   is 1, indicating that when number of users with 
service requests the current user has waited reaches the minimum 
modulus of the exchange set the current user needs, the current 
user can have the priority to participate in exchange set 
generation. 

After updating the weight for each user in set 'S , determine 
whether there are users whose weight value is not greater than 0 

in set 'S . If there are such users mug . will be taken. If there 
is any user in set 'S whose trigger value is not greater than 0 and 

m value is not less than g, this user will be expressed as iu , and 

users in set 'S  whose m value is not greater than mui. will be 

inserted in set S . At this point, if the exchange set conditions are 
met, output set S , which is the desired exchange set; otherwise, 
wait till the next service query. See the specific algorithm in 
Algorithm 1 Weight First Algorithm (WFA).  

Input: Grid division D , footprint database , and queryQ  
Output: exchange  set S  
1)   'S = null, S = null, g = 0; 
2)  When a new query Q arrives, the querying user is 

expressed as u , his initial area as cu. ; 
3)   If (user 'u exists in S , cucu .'.  is satisfied) 
4)   Bind users u and 'u ; 
5)   Go to step 2; 
6)   End if 
7)   Calculate mu. according to Formula (7); 
8)   Insert user u into set 'S ; 
9)   Update the trigger value for each user in set 'S  ; 
10)  Update the weight value for each user in set 'S ; 
11)  If (user exists in set 'S , 0. wui

is satisfied) 

12)   g = mui . ; 

13)  End if 
14)   If (user exists in set 'S , 0. triggerui

and gmui .  are 

satisfied) 
15)   For each '' Su   
16)  If ( mumu i.'.  ) 

17)  Insert user 'u  into set S ; 
18)  End if 
19)  End for 
20)  If (Formula (8) holds) 
21)  Output set S ; 
22)  Else empty setS , go to step 2.; 
23)  End if 
24)  Else go to step 2.; 
25)  End if  

F. Area exchange processing 

This section discusses the exchange processing of user area 
in exchange set. It proposed Area Exchange Algorithm (AEA) 
and generated in AEA a series of linked list sets to store 
exchange relationship in user area. The linked list set ensures the 
accuracy of user query results. 

Randomly select a user from exchange set S as the head 
node of linked list L , then randomly remove a user from S  and 
determine whether the user and the head node are the same user. 
If they are different, the user removed is inserted into linked list 
L , and conduct area exchange between the user and his last 
node, and then again randomly remove a user from  the new 
exchange set S ; otherwise, output linked list. L and re-select a 
user from the new exchange set S as head node. Repeat the 
above steps until set S  becomes empty. See the specific 
algorithm in Algorithm 2 Area Exchange Algorithm (AEA). 
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Input: exchange set S  
Output: linked list set L  
1)  While nullS    
2) Randomly select a user u from set S ; 
3) Set useru as head node of linked list L ; 
4)   Set ut  , tq  ; 

5)  Randomly remove a useru  from set S ; 
6)  If ( tu  ) 
7)    Output linked list L ,  go to step ○1; 
8)   Else set unextq . ; 
9)   Exchange the initial areas of users q and nextq. ; 
10)    Set nextqq . , go to step ○5; 
11)    End if 
12)  End while 

G. 5.7 Counter-exchange of query results 

The course of area exchange generated a series of user linked 
list sets. Assuming the linked list consisting of n users as shown 
in figure 3  , where each node represents a user; the dotted arrow 
shows that area exchange has been done between two adjacent 
nodes in order.  

 

 

Figure 3.    A linked list of n users 

Figure 3 shows that after area exchange between all users in 
the exchange set, user 3u  requested the service area as 

areau .1 ; user 1u  requested the service area as areau .7 ; 
and user 4u  requested the service area as areau .3 . The 
anonymous server after receiving the candidate results from 
service providers returns promptly the candidate results 
according to information of this linked list set to the 
corresponding users with service requests respectively, i.e. 
returning the candidate results received by 3u  to user 1u , 
candidate results received by user 1u  to user 7u , and candidate 
results received by user 4u  to user 3u . After all the users have 
received the corresponding results returned, delete the linked list. 

VI. PERFORMANCE EVALUATION 

This paper using the Java language achieved an area 
exchange –based location privacy (AELP) protection 
method. The experiment’s operating hardware environment 
was 2.21GHz, 2GB RAM AMD Athlon dual-core CPU, and 
the operating system platform was Windows XP. 

A. Description of experimental data and parameters 

Data set used in the experiment was generated by 
Brinkhoff’s network-based generator of moving objects [17]. 
The generator was input with the road map of Hennepin County, 
Minnesota, USA, covering an area of approximately 4568 

2km and output a series of moving objects. In the simulated data 
set, this paper experimented on the size of anonymous area, 
relative anonymity, and average anonymous waiting time of 
AELP method. 1) Anonymous area: anonymous area formed 
under conditions of meeting the user privacy needs directly 
affects the quality of service. The larger the anonymous area, the 
greater the cost of query at the server and communication to 
return the candidate results, and the query results accuracy is also 
greatly reduced, so the quality of service is worse. Conversely, 
the smaller the anonymous area, the higher the quality of service 
is. 2) Relative anonymity is the ratio of privacy value 'k the users 
actually gets to the privacy value k specified by the user, denoted 
as kkRAL /' . The greater the degree of relative anonymity, the 
higher the degree of protection of user privacy is. The degree of 
relative anonymity is greater than or equal to 1. 3) The average 
anonymous waiting time is the average time that needs to be 
waited for the anonymous server to make anonymous processing 
of a user. The average anonymous waiting time reflects the 
anonymous methods’ efficiency. The shorter the time, the 
higher the efficiency of anonymity is. 

B. Results and Analyses 

In order to observe the algorithm performance in terms of the 
two indicators of anonymous area and relative anonymity, we 
chose Casper [6] and PrivacyGrid [4] as test benchmarks in 
experimental comparison. Changes in the number of users were 
50×103，100×103，and 150×103. Changes in demand for 
privacy within ranges [1-50], [51-100], [101-150], and [151-200] 
respectively satisfied the Zipf distribution with the parameters of 
0.6. 

 

 

Figure 4.  Anonymous area percentage comparison under the different 
number of users and privacy level 

In figure 4, for different numbers of users and privacy 
demands, the anonymous area percentages of AELP and Casper 
were compared. The anonymous area percentage in AELP was 
not affected by changes in the number of users and privacy 
demand, because the average anonymous area of users sending 
service requests was always as large as a grid. In Casper, 
increased user demand for privacy or reduced number of users 
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would cause the anonymous area percentage to increase. AELP 
method can get higher quality of service. 

 

Figure 5.  Anonymous area percentage comparison under the different 
number of users and privacy level 

In figure 5 under the different numbers of users and user 
privacy needs, the anonymous area percentages of AELP and 
PrivacyGrid were compared. By default, anonymous area 
percentage in AELP was 0.001526; the lowest anonymous area 
percentage in PrivacyGrid was 0.004750, equivalent to three 
times that in AELP; the highest anonymous area percentage in 
PrivacyGrid was 0.130621, equivalent to 86 times that in AELP. 
AELP method can get higher quality of service. 

 

 
Figure 6.  Relative anonymity level comparison under the different 

number of users and privacy level 

In figure 6, for different privacy needs, the degrees of relative 
anonymity AELP, Casper and PrivacyGrid were compared. The 
relative anonymity of Casper and PrivacyGrid was very close to 
each other. The relative anonymity of AELP was more than 5 
times that of PrivacyGrid, so AELP has better effect of privacy 
protection. 

 

 

Figure 7.  WFA's anonymous-waiting time comparison under the different 
parameter of β 

In order to measure the average anonymous time of different 
parameters   in WFA, parameter   changed from 0.2, 0.3, 

0.4… to 1. Figure 7 shows the impact of different parameters   
on the anonymous waiting time. When the parameter   was 0.6, 
the average anonymous waiting time for users was the shortest. 
The figure also shows that the average anonymous waiting time 
under different parameters   was less than 20ms, which was 
tolerable for users with actual service request delay. 

VII. CONCLUSIONS 

As the current anonymous area location privacy protection 
method fails to achieve satisfactory service quality and 
anonymity demand at the same time, the author proposes an area 
exchange-based location privacy (AELP) protection method in 
which the user' anonymous area does not change with the 
anonymity demand, ensuring that the service quality is not 
subject to the differences in users' anonymity demand and sparse 
distribution. This method can be widely applied in mobile users' 
online or offline service requests and is able to facilitate large-
scale application of LBS. In the future, we will consider the 
generation of minimum user set by adopting distributed multi-
area anonymity and maximum gains model for attackers as well 
as environmental adaptive method of optimal replacement user 
set to improve the scalability and robustness of AELP proposed 
in this paper.  
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