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Abstract — In this paper, we investigate the architectures of smart home and propose an RSS (Reliable, Security and Scalable) 
system framework. At first, access control and privacy protection solution is given based on distributed key. Specifically, private 
key is embedded into SIM IC card and public key is store in the financial cloud server for reusing the bank security infrastructure. 
In the second, we propose a scalable and modular architecture that exploits the smart devices programmability of software-defined 
devices within the context of smart home function virtualization, deploying on-demand virtualized control functions capable to 
manipulate and filter malicious attack. Furthermore, the case study on mobile application of smart home is given and related 
remote control system is implemented. In the end, we will build the family social interaction business platform to expand product 
features, enhance VAS and improve user stickiness based on Big data analysis techniques to mining health treatment needs of 
home users. 
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I. INTRODUCTION 

With the advancements in sensing technologies, 
embedded processors and communication systems, the 
deployments of smart home has been easy and manageable. 
This enabled the mobile communication operators to provide 
appropriate services using smart home technologies for 
citizens, such as monitoring, burglar, customization, energy 
monitoring, smart connected services shown in Figure.1. The 
smart home integration system is divided from three layers: 
First, the physical layer (electronic equipment – smart 
sensors and actuators); Second, the communication layer 
(wired/wireless network) which usually joins the physical 
components; and Third, the data layer which information 
processing through artificial intelligence program to manage 
and control a smart home integrated system[1]. 

The improvements in Information Technology (IT) have 
resulted in the well-ordered and enhanced function of 
sensors, networking and computation technologies. The 
physical sensing components and their placements are vital 
in the smart home environment, such as Odor sensors, smoke 
sensors, temperature sensors, IrDA cameras etc. These 
physical sensors measure the ambient home environmental 
information and communicate with the smart home gateway 
to accumulate and infer appropriate ambient information. 

Usually, sensors, microcontrollers and actuators 
cooperate to gather vital data and are considered as the 
physical layers of the smart home system. Different 
applications deploy different sets of physical components to 
fuse and collect appropriate ambient information. [3] 

The developments of smart home technologies are 
towards risk-free sheltered as well as comfortable real life 

for the residential home environment. The regular security 
and safety process to smart home is necessary, such as 
employing intelligent monitoring system as well as access 
command, encryption, decryption, verification. Taking into 
account the breadth of smart home system implementation 
and user access concurrency, especially the privacy of 
security, smart home requires the RSS design. Access 
control and privacy protection in smart home based on 
distributed key maybe is the feasible solution. 

 

Figure (1). Main functions of smart home. 

II. BACKGROUND  

Today, the pervasive computing paradigm is ordinary 
adopted by smart home designer, Zigbee, Bluetooth and IrDa 
is integrated, WIFI is gradually becoming the mainstream 
access technology used in smart home. They utilize small 
size components (e.g. sensors) embeded in hand ring, watch, 
vest and other wearable devices, which may be invisible and 
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transparent to the user. Their constantly increasing storage 
and communication capabilities enable collection, 
processing, and potential disclosure of Personal Health 
Information (PHI), thus posing significant privacy risks 
(Dritsas et al., 2006). A comprehensive view of privacy 
challenges is depicted in a 2014 study on “Patient Privacy 
and Data Security”. While smart homes are not novel, 
security in smart home is a studied issue. Available solutions 
focus in specific security attributes. For example, (Gritzalis 
and Lambrinoudakis, 2004) propose an architecture that 
preserves authentication and authorization in web-based 
distributed systems. Such architecture includes a role-based 
access scheme and an intelligent security agent, which can be 
applied in healthcare environments. (Ken Obenson, 2014) 
point most complex systems have areas that can be exploited 
for illegitimate purposes. Certainly databases must be well 
designed and protected with appropriate and updated 
protections against malware and spyware [4, 5]. However the 
human component is often the area with the most 
vulnerability. Computer programs do not design themselves, 
nor can they be bribed or gossip. If a chain is only as strong 
as its weakest link, it follows that every effort must be made 
to protect or to strengthen that link [3]. (Tobias Nef , 2015) 
point that the “health state” of smart homes is comprised of 
many different levels; starting with the physical health of 
citizens, it also includes longer-term health norms and 
outcomes, as well as the arena of positive behavior changes. 
One of the problems of interest is to monitor the activities of 
daily living (ADL) of the elderly, aiming at their protection 
and well-being. (Chun-Ta Li, 2014) set the Telecare 
medicine information system (TMIS) for providing a 
convenient and efficient communicating platform between 
patients at home and physicians at medical centers or home 
health care (HHC) organizations. To ensure patient privacy, 
in 2013, Hao et al. proposed a chaotic map based 
authentication scheme with user anonymity for TMIS. Later, 
Lee showed that Hao et al.’s scheme is in no provision for 
providing fairness in session key establishment and gave an 
efficient user authentication and key agreement scheme 
using smart cards, in which only few hashing and Chebyshev 
chaotic map operations are required. [6] All these research 
need a trust platform to ensure the security key is security 
store in the server, which is a huge project to setting such an 
infrastructure.[8,9.10]. 

A. Sample Collection  

Samples are collected according to the following two 
principles: ①representativeness of road section. The road 
section must be typical high liquid limit soil road, namely, it 
must be of typical significance for knowing the present 
situation and following treatment of high liquid limit soil; ②
representativeness of usage. It must be typical to be used as 
sub-grade filling material. 
 

III. SECURITY MECHANISM  

It is well known that the bank system has the high 
security infrastructure, which can be reused for building the 

TSP (Trust Security Platform) for smart home system. We 
integrate the bankcard into the SIM card, so that the security 
key of smart home is stored into the ESAM (Embedded 
Security Access Module), the security key can generate the 
dynamic session key by gather distributed personal 
information, such as IMSI, IMEI, PIN etc., which update the 
security level from smart home to the bank financial, 
effectively improved the smart home system’s protection 
against outside invasion and realized the application 
integration of security housing services and mobile bank, in 
other words, realized the unification of the mobile payment 
with remote control of smart home[2]. 

 

Figure (2). High security smart home based on SIM financial IC card. 

The gateway of Intelligent Community is charged of the 
IP address transform between WAN and LAN as the Figure 
2 shown. Smart home network host connected to the gateway 
by network switches. Smart home server controls devices 
such as door, power, light etc. with wire or wireless 
communication through network host. User uses mobile 
phone to access smart home server. The mutual 
authentication protect smart home from the invalid access 
between SIM and Web APP Server which can reuse the bank 
financial server.[11,12] 

 

Figure (3). High security smart home authentication process. 

As the Figure 3 shows that SMS Data Conversion 
Platform (CSTP) connects Smart Home Platform (SMP), 
China UnionPay mobile payment platform (CMSP) and 
Trusted Service Management Platform (TSM). SMP sends 
control commands to activate the smart home application file 
of SIM, and sends the dynamic password to user's mobile 
terminal via CSTP; CSTP initiates a control request and 
forwarded to the mobile payment platform to complete the 
verification process; The data conversion platform between 



TIEJUN PAN et al: PRIVACY PROTECTION AND SYSTEM INTEGRATION UNDER SMART HOME  . . . 

DOI 10.5013/IJSSST.a.17.22.13 13.3 ISSN: 1473-804x online, 1473-8031 print 

bank (CUPS) analyzes ID authentication elements included 
in the requests and forwards it to TSM, TSM complete the 
relevant security processes of remote control and 
management. Access control and privacy protection in Smart 
Home based on distributed Key means that private key is 
embedded into SIM IC card and public key is store in the 
financial cloud server for reusing the bank security 
infrastructure. 

IV. SYSTEM INTEGRATION  

Smart Home adoption will only gain momentum if the 
different devices can be connected into over-arching use 
cases, but currently the market for Smart Home systems and 
IoT gadgets is heavily fragmented. It is necessary to establish 
ecosystems to provide open platforms for hardware 
manufacturers, solution providers, and software developers 
without vendor lock-ins. [7] 

To the hardware manufacturers, there is hardly any 
product category in the home appliances and consumer 
electronics space that is not affected by the Internet trend to 
offer connectivity. In the Internet of Things (IoT) world, 
there is an intelligence of everything and all manufacturers 
have to think about a connected intelligence of almost every 
device in their product portfolio as they might otherwise lose 
their customers to competitors. All of this is nothing that a 
normal hardware manufacturer can design and build on its 
own - the ones trying to do so usually end up with a soloed 
solution with many constraints what does not really match 
the expectations of customers. It is therefore easier to build 
the product in a way that it nicely integrates with existing 
smart home platforms of solution providers.  Manufacturer 
won’t be dependent on the weal and woe or the business 
strategy of a single other company. Building the product 
compatible with multiple platforms at the same time can 
mean a lot of additional effort though. 

To the solution providers, The Internet of Things - and 
specifically the Smart Home - promise to offer enormous 
business opportunities in the near future. There are therefore 
many companies trying to address this market, which leads 
to a wide variety of smart home solutions available to 
customers. All of these solutions face a common problem: 
On the long run, customers do not accept a vendor lock-in 
regarding the supported devices. Instead, they are asking for 
integration with device X and appliance Y, since the real 
value of a smart home is only achieved when many different 
devices are made to work smoothly together. Considering the 
huge number of different protocols, APIs, communication 
schemes, setup processes and device specific behaviors, it 
already means a tremendous effort to integrate just a small 
subset of what is available on the market. What makes it 
worse is the fact that the product cycles are so short that once 
integration is done, a newer revision of the device might be 
shipped already. 

To the software developers, everyone has a different 
background, a different goal and a different mindset. But 
what most have in common is that they are driven by a 
problem or task that needs to be solved. It does not matter 
whether the task is about building a smart home prototype, 
about setting up a demo application or about doing any kind 

of research project, the expectations are very similar. An 
open source framework will accelerate the developing speed 
of smart home. Just as the APP store of IOS or Android, the 
gradually increasing number of developer is the key to 
success of smart home market. 

The project selects Eclipse SmartHome as the system 
integration framework, which is designed to run on 
embedded devices, such as a Raspberry Pi, a BeagleBone 
Black or an Intel Edison. It requires a Java 7 compliant JVM 
and an OSGi (4.2+) framework, such as Eclipse Equinox. 
We integrate intelligent devices with Eclipse SmartHome 
and instantly make them available to multiple Smart Home 
solutions. There is no need to do changes to the firmware of 
your products, if they already provide an API. By the 
industry collaboration, it can build a powerful Smart Home 
solution that is able to integrate many 3rd party products and 
standards easily and benefit from an existing and constantly 
growing developer community. Any more, extensions 
development are compatible with Smart Home solutions 
from different vendors. Mobile APP written for customized 
purposes can be easily made available on commercial 
platforms. 

 

Figure (4). Smart Home Network Topology. 

As Figure 4 shows that individual and enterprise can 
access smart home by address discovery of smart cloud. Of 
course, individual can control smart devices indoors by WIFI 
communication. All kinds of smart devices active report their 
state information to smart cloud through smart home 
gateway. This builds the socket long connections between 
smart device and smart cloud ensuring data package can be 
received reliable. All the sensor data is store in the cloud, 
which produces the Big Data for analysis of user behavior 
and purchase preference. We have built the smart home lab 
shown in Figure 5 and developed the mobile application to 
control the smart devices by handset shown in Figure 6. 
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Figure (5). Smart Home Lab. 

The smart home sensor nodes come from independent 
manufactures adopting different technologies, such as 
Zigbee, WIFI, UMTS, RFID, IrDA, Bluetooth, GPS, laser 
scanner etc. The middleware technology is adopted to realize 
the data sharing, interconnection and interoperability of 
different smart home equipment, so as to realize information 
exchange as well as seamless integration. The smart phone 
as the center to manage and control the smart home, meet the 
users personalized and vogue demand, to realize the 
convenient and quick payment of water, electricity and gas. 
It accesses the wisdom city’s cloud computing public service 
center via family gateway, implements the effective link 
between smart home and wisdom city in different levels. 

 

Figure (6). Smart home GUI for android based on cloud computing. 

The mobile application of smart home not only remote 
control the smart device in the home, it also has the 
extension VAS as follows: 

Family Social  
It combines family phone number, billing bundle, third-

party applications to create an open ecological health circle. 
Record Share 
Based on the ecological health of laps, it provides fitness 

multimedia diary, exercise space and other record sharing. 
Interactive Entertainment  
It provides remote home users to interact with 

somatosensory game play, fitness incentive interactive 
functions. 

Management Assistant  
It provides a visual health status monitoring / early 

warning, medication, diet and other family nurse remind 
function. 

Storage services 
It provides healthy eating training videos, fitness photo 

sharing, and family group space data storage services 
Network security 
It adopts distributed key to ensure data security and 

information in real time. 
All the smart devices and services the smart devices are 

virtualized as concepts including items, things, discovery and 
events. Items represent functionality that is used by the 
application (mainly user interfaces or automation logic). 
Items have a state and are used through events.  Things are 
the entities that can physically be added to a system and 
which can potentially provide much functionality in one. It is 
important to note that things do not have to be devices, but 
they can also represent a web service or any other 
manageable source of information and functionality. From a 
user perspective, they are relevant for the setup and 
configuration process, but not for the operation. Things can 
have configuration properties, which can be optional or 
mandatory. Such properties can be basic information like an 
IP address, an access token for a web service or a device 
specific configuration that alters its behavior. Many 
technologies and systems can be automatically discovered on 
the network or browsed through some API. Discovery for 
things therefore makes a lot of sense to use these features for 
a smart home solution. The smart home framework also 
provides an event bus for inter-component communication. 
The communication is based on events which can be sent 
and received through the event bus in an asynchronous way, 
such as ItemCommandEvent, ItemStateEvent, 
ItemAddedEvent, ThingStatusInfoEvent, etc. So that, 
programmability of software-defined devices within the 
context of smart home function virtualization, deploying on-
demand virtualized control functions capable to manipulate 
and filter malicious attack as shown in Figure 7.[7,13,14] 
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Figure (7). Events of Smart Home Framework. 

V. CONCLUSION 

The Smart Home frameworks designed is not a ready-to-
use solution. It offers a large set of features to choose from 
and leaves enough possibilities to design a Smart Home 
solution specific to user expectations. Its modular design 
brings millions of combinations and proves to be easily 
extensible by custom parts. In the future, we will try our best 
to solve the interoperation and security problem of smart 
home, and bring business platform into the smart home by 
intelligent gateway, which will become the center of family 
society. 
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