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Abstract — With the coming of mobile Internet era, the control of privacy disclosure has become an important problem which is 
widely focused in both academic and practice circles. In this paper we attempt to build game models to study privacy issues 
through economic game theory. This kind of study is of great importance in the analysis of current interests of players,- however, 
current studies only combine game models and privacy issues but ignore other important design conditions such as supervision, 
transfer cost and so on. So, this paper uses experimental methods to study how these conditions impact on privacy disclosure 
behaviours and analyze relationships among these conditions based on game models, and hopes to provide references and help for 
privacy disclosure control methods. 
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I. THEORETICAL FRAMEWORK AND ASSUMPTIONS  

In social network, users and websites are two sides of the 
game. Users consider to offer or not to offer personal privacy 
to get interests, while websites balance whether divulge 
users’ privacy or not to get interests. This paper combines 
economic game theory and social psychology, analyzes 
influences of supervision and transfer cost on interest 
relationship of both sides in privacy game model through 
experimental methods. 

A. Quantification of concern extent on users’ privacy 

At present, Chinese and foreign scholars carried out 
studies on user attribute privacy quantification: Jiang Rao 
and Ji Shaobo put forward a concept model of influence 
factors of network privacy concern and behavioral intention 
through analysis on related literature. Zhang Zhijie studied to 
know that the influence of users’ privacy on users’ LBS 
behaviors is strong according to questionnaire survey and 
method of constructing structural equations. Wang Bin and 
Duan Youxiang and so on made a user privacy quantification 
model based on universal vector through analysis on context 
which considered influence of users and system center on 
privacy of network users synthetically. 

Among them, in Correlation Analysis on Privacy 
Quantification, Values and User Attributes of Social 
Network Users—Taking Sina Micro-blog as an Example of 
Chen Xia, Guo Longfei and so on (2013), this paper 
analyzed influence factors of privacy in information 
dissemination process, considered weights of all influence 
factors synthetically and put forward a new privacy 
quantification model, this method is of strong operation and 
science, Sina micro-blog is also a kind of typical social 
website, which is in the same study direction of this paper. 
So, this paper would introduce this method to make a 
measurement on users’ privacy attributes before experiment, 
and divide users into three classes according to this 
measurement results: high privacy concern users, medium 
privacy concern users and low privacy concern users. 

B. Supervision 

Many Chinese and foreign scholars all used experimental 
methods to study supervision problems in game decision-
making, the studies involved fields of social equity, alliance 
cooperation, finance and so on. 

In discussions on social equity, many scholars introduced 
punishment conditions in game of public goods, discussed 
the functions of punishment on controlling opportunism [1-
6]. In above-mentioned studies, most scholars all discussed 
the influence of strength of punishment intensity on 
punishment efficiency, and other scholars thought that the 
size of punishment probability would impact punishment 
efficiency [1-5], the study of Jeffrey Carpente [6] 
emphasized the control characteristic of supervision, which 
involved reward and punishment. This paper measures 
supervision through punishment probability and intensity by 
synthesizing the above opinions of scholars. 

Assumption 1a: The large punishment probability, the 
less website privacy disclosure behaviors and website 
interests. 

Assumption 1b: The stronger punishment intensity, the 
less website privacy disclosure behaviors and website 
interests. 

C. Reputation and supervision  

Reputation theory was mainly applied in judging product 
qualities in product market in early period. Reputation is 
hard to get and easy to be destroyed [7], so the reputation of 
a company is the strategic assets [8]. In recent years, with the 
development of information economics and game theory, the 
study on reputation is deeper and deeper, its value is 
highlighting gradually. Some scholars thought that reputation 
can reduce supervision intensity [10]. The opinion in this 
paper is that reputation and supervision supplement each 
other, which is performance in following aspects: 

1. Supervision is the precondition of reputation. 
Supervision provides information record on whether 
websites have privacy disclosure behaviors or not, it is the 
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precondition of reputation [9], reputation is established based 
on past behaviors, so supervision is needed to trace and 
spread this kind of information [11]. 

2. Reputation makes supervision more effective. Simple 
supervision can’t supervise each detail of all deals [11], 
supervision results also can’t transmit to users in time. 
Reputation can offset this deficiency through reducing 
opportunism used by websites. 

Assumption 2: The combination of reputation and 
supervision is better for websites to reduce information 
disclosure behaviors. 

D. supervision, reputation and transfer cost  

transfer cost means one-off cost faced by customers 
when transfer ing from products of a supplier to products of 
another supplier. Users usually have many choices when 
using Internet products, but users only use few of numerous 
products, which are created by the existence of network 
externality and transfer cost to a great extent. Klemperer 
(1987) thought that transfer cost doesn’t seem to exist before 
purchasing products and services, but transfer cost becomes 
a kind of implicit cost after purchasing. In recent years, 
scholars carried out studies on transfer cost in fields of 
product design [12], market competition [13], finance [14] 
and telecom [15] and so on in different angles. Among them, 
the most focused is the study on influence of transfer cost on 
customer loyalty, customer lock-in effect and customer 
retention [16-17]; besides, some scholars studied transfer 
cost in angle of network externality under Internet economy 
[18-20]. 

Assumption 3: The bigger transfer cost is, the more users 
trend to stay in original websites 

II. EXPERIMENTAL MODEL DESIGN  

A. Construction of game model  

Firstly, building game pay-off matrix of users and 
websites: 

TABLE I PAYOFF MATRIX OF USERS AND WEBSITES  

Website 
User 

Leak protect 

stay G-C,N+I-AX G,N 

transfer G-C-M,N-1+I-AX G-M,N-1 
 

The above variables used to represent users’ earnings and 
costs are: 

 (1)G represents fixed earnings of users when using 
websites; 

 (2)C represents the cost of information disclosure of 
users; 

 (3)M represents transfer cost of users. 
Variables used to represent earnings and costs of 

websites are: 
 (1)N represents total number of people using website in 

this round of game, because the number of people using 
websites is highly correlated with websites earnings, so here 
the number of people is used to represent size of earnings; 

 (2) “ I ” represents extraneous earnings of websites 
obtained by privacy disclosure; 

 (3)A is 0-1 variable, when the website is chosen for 
punishment, A=1, on the contrary, A=0; 

 (4)X represents supervision intensity of this experiment, 
which means the size of punishment. 

B. User party: experimental model based on transfer 
cost  

All subjects are divided into two groups randomly by 
using experimental platform software, and they are website 
party and user party respectively. 

According to privacy quantification method, users are 
divided into three groups of high privacy concern, medium 
privacy concern and low privacy concern. Users’ earnings 
are set as initiative fixed earnings of each round G=10, if the 
cooperated website divulged s users’ privacy, so it will pay 
an information cost C=4. Considering operability of this 
experiment, this model uses transfer cost M to measure all 
costs of learning cost, search cost, deal cost, emotional cost 
and so on which may be paid in shifting websites process of 
users, thus to express resistance in process of transfer ing 
from a familiar social website to another website. During this 
experiment, the size of transfer cost is known by each 
subject, thus subjects will weigh their owned information 
and choose whether shift websites to maximize their current 
yields. 

Computational formula of shifted users’ earnings: 
U1i=G-TiC-M 

Remaining users’ earnings formula: U1i=G-TiC 
In this formula, U1i is users’ actual earnings; i is member 

ID; Tj is 0-1 variable, Tj=1 means website j uses privacy 
disclosure behaviors, Tj=0 means the website doesn’t use 
privacy disclosure behaviors. 

C. Website party: experimental model based on 
supervision  

Website earnings are set that initiation of each round is 
equal to total number of people using websites in this round, 
if a website divulged s users’ privacies, so it will have a 
short-term extraneous earnings I=10. Considering operability 
of this experiment, this model mainly uses sampling 
probability (k) and punishment intensity (X) to describe 
perfection degree of supervision. The product of two bound 
variables is set as external punishment power, and it 
represents effects of comprehensive function of two 
variables. Because random supervision probability is directly 
related to cost, so the maximum value of sampling 
probability is set as 0.8. During this experiment, sampling 
probability and intensity is known by each subject. So 
subjects will weigh their owned information and choose 
whether shift websites to maximize their current yields. 

Earning calculation formula of sampled websites: 
U2j=N+TjI-X 

Earning calculation formula of not sampled websites: 
U2j=N+TjI 

In this formula, U2j is actual earnings of websites; j is 
website member ID; Tj=1 means website j uses privacy 
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disclosure behaviors, Tj=0 means the website doesn’t use 
privacy disclosure behaviors. 

TABLE Ⅱ THE EXPERIMENTAL PARAMETERS 

round No. J K variables 

Supervise 

1 
1/5 

20% 

M=0 
No media 

intervention 

2 50% 
3 80% 
4 

1/3 
20% 

5 50% 
6 80% 
7 

1/2 
20% 

8 50% 
9 80% 

Supervise 
and 

reputation 

10 
1/5 

20% 

M=0 
media intervention 

11 50% 
12 80% 
13 

1/3 
20% 

14 50% 
15 80% 
16 

1/2 
20% 

17 50% 
18 80% 

Supervise & 
reputation 
& transfer 

cost 

19 
1/5 

20% 
M=1/5 

media intervention 
20 50% 
21 80% 
22 

1/3 
20% 

M=1/3 
media intervention 

23 50% 
24 80% 
25 

1/2 
20% 

M=1/2 
media intervention 

26 50% 
27 80% 

 

This experiment ran for 27 times, the specific parameter 
designs are seen in Table 2. 
 

D. Experiment process  

This is a man-machine interactive experiment, the 
experimental procedure used open interface of WeChat 
public account to create public account for interactive games. 
There were 60 experimental subjects who took part in this 
experiment, experimental subjects are second-year 
undergraduate students of management major, knowledge 
popularization and scene guidance were made for 
experimental subjects before experiment, and experimental 
subjects all volunteered to take part in it, for realizing value 
guidance, before official experiment was started, experiment 
participants were told clearly that each participant would be 
given material reward according to their corresponding 
experimental earnings. 

III. EXPERIMENTAL DATA ANALYSIS  

A. Influence of supervision mechanism on privacy 
disclosure behaviors of website member) 

It can be known form Table 3. that with the improvement 
of sampling probability, the amount of websites which 
divulged  privacy is reduced, it means that increasing 
sampling probability limits privacy disclosure behaviors of 
websites to some extent; on the contrary, if supervision 
intensity is not enough, websites may take disclosure 
behaviors to obtain excessive interests. 

TABLE Ⅲ STATISTICAL RESULTS OF SUPERVISE ROUND 

round Sampling pro   
Punishment 

Leak No. Leak income(AV) Non-leak income(AV) Leak ratio No. of transfer 

1 20% 0.2  6 7.5 4 0.6 0 

2 20% 0.5  6 5.5 3.2 0.6 15 

3 20% 0.8  5 6.3 5.2 0.5 16 

4 30% 0.2  5 8.2 4.1 0.5 15 

5 30% 0.5  4 4.3 3.1 0.4 16 

6 30% 0.8  4 4.8 4.05 0.4 15 

7 50% 0.2  3 7.1 4.1 0.3 15 

8 50% 0.5  2 3.2 5.03 0.2 15 

9 50% 0.8  2 3.9 5.02 0.2 15 

 

It can be found that when sampling probability doesn’t 
change, the amount of people who divulged secrets is not 
reduced with the increasing of intensity, but the average 
earnings of people who divulged secrets present a 
descending trend. When sampling probability is 0.5, 
punishment intensity is 0.2, extraneous earnings are still 
existed, but when punishment intensity changes to be 0.5, 
extraneous earnings are not appeared any more. So 
improving sampling probability and punishment intensity are 
both good for controlling privacy disclosure behaviors of 

users by websites. What’s further, punishment intensity can 
reduce motivation of websites to divulged privacy, but it 
relies on sampling probability, which means it works based 
on supervision probability. It can be seen that the more 
perfect the supervision is, the less the privacy disclosure 
behaviors of websites, assumptions 1a and 1b are verified. 

It can be known from the Fig.(1). that earnings of 
websites which choose to protect privacy trend to rise 
steadily, while the fluctuation of people who divulged 
secrets’ earnings is large, and they present decreasing 
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tendencies with continual perfection of supervision 
mechanism. This step explains the importance of supervision 
and proves that experimental result conforms to objective 
reality, and high earnings of people who divulged secrets are 
established on supervision loopholes. 

 
Figure(1). The average yield curve of supervise round. 

B. Influence of supervision and reputation on websites 
and user member behaviors 

It can be known from Table 4. that due to the 
intervention of news media, whether the sampled websites 
divulged  information or not is known by users. Then the 
number of users who chose to transfer  presents a rising trend 
when compared with the first round of experiment, the 
highest reached 36 persons (72%), users changed from quiet 
conditions in the first round of blind choosing to more active. 
When sampling probability is 0.2, the number of websites 
which divulged privacy was still very large, but with the 
increasing of sampling probability, the number of leaks was 
also reduced, when sampling probability is 0.5, the number 
of websites which divulged privacy reduced to minimum. 
 

TABLE Ⅳ STATISTICAL RESULTS OF SUPERVISE AND REPUTATION ROUND 

round Sampling pro punishment Leak No. Leak income(AV) Non-leak income(AV) Leak ratio No. of transfer 

10 20% 20% 6 7.13 7.9 0.6 13 

11 20% 50% 4 4.15 8.1 0.4 31 

12 20% 80% 3 5.22 8.1 0.3 32 

13 30% 20% 5 5.8 8.2 0.5 30 

14 30% 50% 3 3.1 7.8 0.3 28 

15 30% 80% 2 5.88 8.3 0.2 35 

16 50% 20% 1 4.2 7.5 0.1 36 

17 50% 50% 1 4.8 8.1 0.1 22 

18 50% 80% 1 4.1 8.22 0.1 23 

 
It could be seen from Fig.(2). that with the improvement 

of sampling probability, earning fluctuations of websites 
which divulged privacy are obvious and present a decreasing 
trend, the totality is lower than websites which protect users’ 
privacy. And earnings of websites which protect users’ 
privacy trend to be stable further and rise gradually, the 
totality is higher than earnings of websites which divulged 
privacy. It could be seen that the introduction of reputation 
mechanism played a further control role in divulging users’ 
privacy based on supervision. So assumption 2 is verified. 

 

 
Figure(2). The average income curve of supervise and reputation round. 

 

It could be found from Fig.(3). that reputation made 
average earnings of people who divulged secrets under same 
level of supervision reduced, which reduced the motivation 
of websites to divulged privacy. It could be seen in Fig.(4). 
that when sampling probability was small, the earning 
decrease was not obvious, but with the increasing of 
sampling probability (here means media exposure), earnings 
of websites which divulged privacy present a decreasing 
trend. It could be seen that the function of reputation 
mechanism relied on exposure probability, the larger the 
probability is, and the more obvious the control function of 
reputation mechanism is on website privacy disclosure 
behaviors. 

 
Fig. (3). The average revenue of the leak before and after adding 

Reputation Mechanism. 
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Figure(4). The number of the leak before and after adding Reputation 
Mechanism. 

C. Comprehensive influence of supervision mechanism, 
reputation mechanism and transfer cost on privacy 
disclosure behaviors  

The third round introduced transfer cost(Table 5.), the 
number of users who chose to transfer were obviously 
reduced, and with the continual increasing of transfer cost, 
the number presented a reducing tendency. The number of 
websites which divulged privacy was raised again compared 
with the second round at the same time, when transfer cost 
reached 0.5, the proportion of people who divulged secrets 
reached 80%. Although reputation mechanism was still 
working in the third round, there were low privacy concern 
groups in users, they cared earnings more than privacy, 
which make the number of shifting reduced and the number 
of people who divulged secrets increased. 
 

TABLE Ⅴ STATISTICAL RESULTS OF SUPERVISE&REPUTATION&TRANSFER COST ROUND 

round Sampling pro  punishment Leak No. 
Leak 

income(AV) 
Non-leak 

income(AV) 
Leak 
ratio 

No. of 
transfer 

round 

19 20% 0.2  7 7.8 6.3 0.7 0.2 10 

20 20% 0.5  5 8.8 6.2 0.5 0.2 11 

21 20% 0.8  6 6.2 6.5 0.6 0.2 12 

22 30% 0.2  7 8.7 5.3 0.7 0.3 8 

23 30% 0.5  6 6.7 4.8 0.6 0.3 8 

24 30% 0.8  6 6.3 4.1 0.6 0.3 9 

25 50% 0.2  8 7.5 3.8 0.8 0.5 5 

26 50% 0.5  5 7.3 3.9 0.5 0.5 4 

27 50% 0.8  7 7.2 3.7 0.7 0.5 5 

 

It could be seen from Table 6. that in third round of the 
experiment, more than half of high privacy concern users 
chose to transfer, although transfer cost was increasing, but 
the fluctuation of number of transferring people was very 
small. But 80% to 90% low privacy concern people chose to 
stay in original websites to reduce transfer cost.  

TABLE Ⅵ THE NUMBER OF PEOPLE WHO TRANSFERRED 

users 
Low 

Privacy-concern 
Medium 

Privacy-concern 
High 

Privacy-concern 
40 13 15 12 

Roun
d(T) 

round 
No .of 
Transf

er 

High 
Privacy-
concern 

Low 
Privacy-
concern 

Medium 
Privacy-
concern 

3 1 10 7 0 3 
3 2 11 7 1 2 
3 3 12 7 1 2 
3 4 8 6 0 4 
3 5 8 5 2 3 
3 6 9 6 1 3 
3 7 5 6 1 3 
3 8 4 6 0 4 
3 9 5 6 0 4 

 
It was interesting that the proportion of number of 

medium privacy concern users who chose to stay in original 

websites was as high as 75% to 80%. It could be seen that 
only a small part of users was extremely sensitive to privacy, 
if websites could make proper operation and increase users’ 
addiction, users would not trend to transfer  to other 
websites. 

After increasing transfer cost in the third round, the 
average earnings of people who divulged secrets once again 
exceeded people who didn’t divulge secrets, and it could be 
found in Fig.(5). that the average earnings of people who 
didn’t divulge secrets appeared a decreasing trend at first 
time, while earnings of people who divulged secrets trended 
to rise steadily with the increasing of transfer cost, it once 
again proved the importance of transfer cost, thus 
assumption 3 was verified. 



SHUYUE LOU et al: EXPERIMENTAL STUDY OF SOCIAL NETWORK PRIVACY USING GAMING TECHNIQUES 

DOI 10.5013/IJSSST.a.17.22.05 5.6 ISSN: 1473-804x online, 1473-8031 print 

 

Figure(5). The average income curve of supervise & reputation& transfer 
cost round. 

IV. CONCLUSION 

Privacy problem in Internet era is a key problem that 
should not be ignored, reasonable use of users’ information 
is good for healthy development of Internet, but the 
phenomenon of abuse on users’ information and selling 
privacy still exists. In order to solve this problem, this paper 
studies influence of supervision, reputation and transfer cost 
on opportunism behaviors quantitatively of websites and 
users through experimental method system, the conclusions 
are as follows: 

(1) Website can get extraneous earnings by selling users’ 
privacy in situation of insufficient supervision intensity, and 
the trend of taking privacy disclosure behaviors is large at 
the same time. But with the perfection of supervision, 
especially the increasing of sampling probability, disclosure 
behaviors are reduced, and extraneous earnings are also 
reduced and eliminated gradually. 

(2) The existence of reputation mechanism makes 
average earnings of people who divulged secrets increased 
reduced under same supervision intensity, which reduces 
motivation of websites in further divulging users’ privacy . 
Reputation mechanism also can reduce supervision cost and 
sampling probability at the same time. 

(3) After introduction of reputation mechanism, privacy 
disclosure behaviors are controlled further, the loophole of 
websites in getting extraneous earnings with the help of 
information superiority is eliminated basically, and 
extraneous earnings of websites would be less than 20% 
even this supervision intensity is very small in this 
comprehensive mechanism. 

(4) After introduction of transfer cost, users’ addiction is 
improved, the number of shifting people is reduced, and the 
function of supervision is weaken at the same time. The 
number of websites that divulged privacy is increased, and 
average earnings of people who divulged secrets increased is 
increased, websites that divulged information still can get 
extraneous earnings under situation of large supervision 
intensity. 

Theoretical logic and empirical results of this research  
can be applied in all kinds of Internet products of websites, 
mobile phone applications (APP) and so on. Organization 
management level which participates in supervision should 

pay more attention to the combination of supervision and 
reputation mechanism, thus to control disclosure behaviors , 
while not to prevent privacy disclosure only through 
excessive supervision, at the same time, the past reputation  
should not be paid much attention, the reputation record of 
the opposite side should be updated through supervision, 
disclosure behaviors brought by information asymmetry also 
should be reduced though media exposure at the same time. 

Starting from the angle of operating a website or APP 
better, improving users’ addiction, increasing users transfer 
cost is effective pathways to remain users. Protecting users’ 
privacy is better for websites to earn profit under situation of 
larger supervision intensity, besides, reputation is very 
important for websites, if reputation is damaged, and users’ 
addiction is not strong, websites may be driven out of the 
competition stage by replacements quickly. 
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