
CHENGLIAN LIU et al: AN ANONYMOUS DELIVERY SYSTEM USING PROXY BLIND SIGNATURE SCHEME 

DOI 10.5013/IJSSST.a.17.33.41                                             41.1                             ISSN: 1473-804x online, 1473-8031 print 

An Anonymous Delivery System Using Proxy Blind Signature Scheme 
 

Chenglian Liu 
School of Information Science and Technology 

Huizhou University 
Huizhou 516007, China 

chenglian.liu@gmail.com 

Jieling Wu 
School of Economics and Management 

Huizhou University 
Huizhou 516007, China 
jieling.wu@hotmail.com 

 

Abstract — Agent Systems may be used where information privacy is needed, which is often referred to as ‘proxy blind signature’. 
They are commonly used to make purchases on someone's behalf, especially in electronic commerce. However, they do not work 
well in our current delivery system because the courier, or person who delivers the package, knows the identity of the 
sender/recipients; this is usually written on the package in plain view. Designing an anonymous delivery system is the goal in this 
paper. 
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I. INTRODUCTION 

Privacy is a very important-topic in the world of 
information. Due to the development of the internet and the 
world wide web, e-commerce (electronic commerce) has 
become very popular because people can do their shopping 
at any hour of the day (or night). To use this system, a 
``proxy blind signature'' was required, that is, the courier 
needed the signature of the recipient. The problem is that the 
identity of the recipient is revealed on the package. In our 
proposed scheme, we insure that the user's identity is not 
revealed on the package. While the courier needs some type 
of information from the recipient to verify that the package is 
delivered to the correct address (such as a phone number), 
the identity of the recipient is still unknown to the courier. 
This is part of blind signature. Chaum [1] introduced his 
blind signature scheme in 1982. This scheme ensures that the 
user does not reveal personal information on the signed 
message. In 1996, Mambo et al. [2] proposed a proxy 
signature scheme where the original signer delegates his 
authority to an agent. The agent then uses that delegated 
authority to make purchases on behalf of the original signer. 
This is also called proxy blind signature. Section 2 analyzes 
current modelling of the delivery environment, section 3 is 
our methodology, and in the final section we will draw the 
conclusion.. 

II. ANALYSIS OF CURRENT MODELING 

Wei and Li [3] first proposed an express information 
protection application based on K-anonymity methodology 
in 2014. In the same year they also proposed another version 
which is based on RSA algorithm [3]. Later, Wu and Liu [4] 
proposed a new method for anonymous delivery based on 
blind signature; their scheme is modified from Chaum’s 
scheme. We propose a novel scheme, but slightly different 
than what is discussed in this article. In this section we 
introduce two models, there are two players and three 

players; namely two parties (bipartite) and three parties 
(tripartite). 

A. The Two Parties Delegation Model 

In Figure 1, there are two players, say purchaser and 
merchant. We assume the buyer is not an insider and will not 
leak his individual information (steal what is entrusted to 
one's care), the transaction is described below: 
Step 1. Buyer authorizes agent to purchase product. 
Step 2. Agent gives product order to merchant. 
Step 3. Merchant confirms the order with agent. 
Step 4. Agent pays merchant. 
Step 5. Merchant delivers product to buyer. 

 

 
Figure 1. The delegation role of two parties. 

B. The Three Parties Delegation Model 

Step 1. Buyer authorizes agent to purchase product. 
Step 2. Agent gives product order to merchant. 
Step 3. Merchant confirms the order with agent. 
Step 4. Agent pays merchant. 
Step 5. Merchant delivers product to shipping company such 

as courier. 
Step 6. The courier delivers product to customer (buyer). 
Step 7. Buyer sends confirmation to merchant by secure and 

anonymous communication. (the buyer does not 
need to deliver anything to agent) 
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Figure 2. The delegation role of three parties. 

C. Security Discussion 

In Figure 1, the merchant might intentionally or 
unintentionally leak the purchaser's information. There are 
two vulnerabilities in Figure 2. The first one is a merchant 
who leaks the purchaser's data. The courier may leak data 
when the parcel is transmitted from source to destination. 
Most data is unprotected and directly shown on the delivery 
form; the individual data are easily captured it. That is why 
we say the express company is other latency. From above 
statement, we would protect any information which is on the 
transaction progress. 

III. OUR METHODOLOGY AND SCHEME 

In this section, we expect the sensitive data from partial 
to anonymity. The attacker has difficulty finding any 
relationship between purchaser, agent or merchant. We 
enhanced Wu-Liu scheme [4] to be our system. There are 
four phases: initializing, proxy, signing and verification. We 
describe these phases as follows: 
Assume  is a large prime number such as  bits and  
is a primitive element of , where the prime  is a 
factor of , say . 
Notations: 

: a large prime number. 
: a large prime number where . 
: a primitive element of  of order . 

: the user's secret key. 
: the user's public key. 

A. Initializing Phase 

The buyer randomly chooses the private key , where 
the  and computes the public key 

. (1) 
The agent also chooses the private key , and computes 

the public key 
. (2) 

The shop randomly selects the private key , and 
computes the public key 

. (3) 
They keep the private key and publish the public key. 

B. Proxy Phase 

When the purchaser authorizes agent to do something, 
there are three steps: proxy generation, proxy delivery and 
proxy verification. 

Step 1. Proxy Generation: The purchaser randomly chooses 
an integer , and computes 

 (4) 
Step 2. Proxy Delivery: The purchaser sends ( ) to 
agent. 
Step 3. Proxy Verification: The agent received the ( ) 
from purchaser, he checks the validity authorization 

. (5) 
If ( ) satisfies this Equation (5), he accepts it is a valid 
proxy, otherwise rejects it. 
The buyer sends parameters  to the agent for his 
authorization. The agent receives parameters from buyer; he 
can find  according from Equation (5), see Figure 3. 

 

 
Figure 3. The proxy phase. 

 

C. Signing Phase 

The agent randomly selects an integer  and computes 
. (6) 

He then checks if the Equation (5) is correct. If the agent 
wants to book the commodity to the shop, he then sends the 
parameters  and  to the shop for his delegation. The 
detailed scheme is shown in Figure 4. 

 

 
Figure 4. The booking order phase in agent. 

 

 Merchant randomly selects an integer  and computes 
, (7) 
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he sends back  to agent. This process is shown in Figure 5. 
 

 
Figure 5. The confirm ordering phase in merchant. 

 

When the agent receives  from merchant, the agent 
uses his private parameter  to compute , namely 
Equation (8). He then sends  to merchant. It is shown in 
Figure 6. 

 

 
Figure 6. The payment phase in agent. 

 

 (8) 

 
The merchant receives  from agent, he uses  to 

check , namely Equation (9). If it is correction, he 
forwards  to courier. The process is shown in Figure 7. 

 

 
Figure 7. The merchant request a courier service by express company. 

 

 (9) 
The courier receives announcement from merchant, he 

then sends the parcel to the consignee. It is shown in Figure 
8. 
 

 

 
Figure 8. The courier announces and sends the parcel to consignee. 
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D. Verification Phase 

Purchaser or agent (or anyone) can verify the valid message  if Equation (10) is correct. We assume the purchaser and 
agent or merchant are legal users; otherwise, at least one of them or all of them is a cheater. The result is shown in Figure 9. 

 

 
Figure 9.The verification phase. 

 
 

. (10) 
This is proved by purchaser. 
Proof: 

 (11) 
This is proved by agent. 
Proof: 

 (12) 
Hence the equation 

. (13) 
Thus, the purchaser or the agent does not matter; 

however, anyone can easily check this equation. The detailed 
scheme is shown in Figure 10. 
 

 
Figure 10. The anonymous delivery system based on proxy blind signature scheme. 
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E. Security Analysis 

Definition 1. (Discrete Logarithm Problem, DLP) 
Discrete Logarithm Problem DLP ( ) is a problem 
that on input a prime  and integers ,  , outputs 

 satisfying  if such an  exists. 
Otherwise, it outputs . 

The above function, which outputs  if there is no 
solution to the query, should be expressed as DLP and the 
notation DLP should be used only for a weaker function 
such that nothing is specified for the behavior of the 
function in the case when there is no solution to the query. 

Scenario 1: The buyer cannot deny his delegation action. 
The agent needs the buyer’s public key , and the 
parameters  to obtain the warrant . On the other 
hand, the agent cannot deny his agent action since the 
warrant  can be checked by an agent by Equation (11) and 
Equation (12). The purchaser and agent cannot deny each 
other actions. 

Scenario 2: If an attacker wants to find the  from the 
known , modulus  and generator , he would challenge 
the discrete logarithm problem. 

Scenario 3: The agent and merchant cannot mutually 
deny their action. Since  is produced by the merchant, 
although the agent does not know  and , but he could use 

 to find  and return to the merchant. If  is incorrect, 
the merchant cannot recover from  to . Therefore, the 
agent and merchant also can not deny each other's actions. 
See Equation (7) and Equation (8). 

Scenario 4: Only the agent can compute  since he 
owns his secret key , where , even if 
the  and the  are published. Anybody can check 

 by Equation (5). But the attacker cannot 

modify any information. Thus, there is no one to impersonate 
the agent’s identity. 

IV. CONCLUSION 

We proposed this scheme to improve the security of the 
identity of the buyer. This scheme would prevent the courier 
of a package from obtaining the personal information of the 
buyer. That personal information is not necessary for the 
courier to deliver the package. Also, it will make it much 
more difficult for an attacker to discover the identity of the 
buyer thus providing more security and anonymity for the 
consumer.  
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