
ZEYU SUN et al: DATA FUSION PRIVACY PRESERVING ALGORITHM BASED ON FAILURE NODES IN …  

DOI 10.5013/IJSSST.a.17.35.38                                          38.1                           ISSN: 1473-804x online, 1473-8031 print 

Data Fusion Privacy Preserving Algorithm Based on Failure Nodes in Wireless 
Sensor Networks  

 
Zeyu Sun1,2, Xiaojing Hou1*, Xuelun Li3  

 
1 School of Computer and Information Engineering, Luoyang Institute of Science Technology, Luoyang, Henan, China 

   2 School of Electronics and Information Engineering, Xi’an Jiaotong University, Xi’an, Shanxi, China 
3 School of Electronic Information Engineering, Tianjin University, Tianjin, China 

Email: lylgszy@163.com 
 
 

Abstract—Wireless sensor networks are responsible for sensing, gathering and processing the information of the objects in the 
network coverage area. Traditional data fusion technology does not generally provide data privacy protection mechanism, at the 
same time, failure node will cause interference to neighboring nodes, and even give rise to coverage holes, affect the normal 
operation of the whole network, reduce the sensing data robustness, integrity and the fusion result accuracy. In this paper, we 
consider the privacy and the accuracy of fusion result, and propose a data fusion privacy preserving algorithm (DFPPA) based on 
the detection of failure nodes. DFPPA relies on the characteristics of the data fusion tree, using the method of pre distribution 
random number in the node to reach the privacy protection requirements. Theoretical analysis shows that the malicious attacker 
attempts to steal the difficulty of node privacy in DFPPA algorithm. Finally, the simulation results in TOSSIM show that compared 
with TAG and SMART algorithms, the DFPPA algorithm has good performance in data traffic and fusion accuracy. 
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I. INTRODUCTION 
 
Wireless sensor network is a new type of network 

architecture, which is formed by thousands of sensor nodes. 
Each node has the abilities of sensing, computing, 
communicating and storage [1-5]; the characteristic of 
behavior is that the data acquisition and communication 
transmission is completed by multi hop method in the 
physical word. The physical world and information world 
are organically integrated and integrated [7], which realizes 
data acquisition, data storage, data computing and 
communication transmission link network service system 
[7-9]. Coverage quality and energy consumption are two 
important index of evaluating system performance of 
wireless sensor networks. Coverage quality is directly 
reflected in the deployment of the monitoring area nodes [10]. 
Network lifetime directly affects the quality of the entire 
network service, which is mainly reflected in the 
deployment of the energy consumption of nodes [10-12]. 

Sensor network technology in a large extent to promote 
the networking development, besides early in the military 
for battlefield monitoring, sensor network has also been 
widely used in health monitoring, smart home, 
environmental monitoring, traffic control and other civilian 
areas [13]. Sensor nodes are usually limited resources, 
including energy resources, computing resources and 
storage resources. In wireless ad hoc networks, sensor nodes 
are usually powered by batteries. Once the battery is 
exhausted, the nodes will become the failure nodes. In the 
sensor nodes in the network, any protocol and algorithm 
design must be energy efficient use as a primary objective, 
the main reason is to extend the network life cycle and 

maintain the network topology stability. Usually, the energy 
consumption of each module of sensor nodes is different in 
the course of work, but the energy consumption is similar. It 
can be known that reducing the transmission of data can 
reduce the energy consumption. Wireless sensor network 
data fusion technology in the process of data upload the data 
of compression or fusion, eliminate data redundancy part, in 
order to reduce the amount of data communication network, 
save the energy consumption of sensor nodes, so as to 
improve the service life of the network. 

At the same time, the general sense of the data fusion 
scheme does not provide data privacy protection, which 
makes the WSNs in the deployment and application process 
is facing a serious threat of privacy security. Wireless sensor 
network data fusion privacy protection [14-16], to reduce 
the amount of data communication, save network energy 
consumption of primary design goals and to provide 
relatively accurate fusion results at the same time, the 
maximum protect the privacy and security of data network. 

 
 

II. RELATED WORKS 
 
There have been a large number of research results on 

data fusion privacy protection technology in wireless sensor 
networks, such as the literature [17]. These mostly depend 
on to credible and communication process of security of 
sensor nodes, but in practical application, sensor nodes are 
typically deployed in untrusted environments, the security 
of nodes is cannot be guaranteed, there is probable capture, 
an attacker can obtain the session key and decrypt of 
privacy aware data. The papers [18-19] introduces the 
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method of building shared key between sensor nodes, which 
ensures the security of the communication process, A data 
fusion scheme is proposed to prevent tampering and steal 
private data in [20]. Before sending the data, the lower node 
must encrypt its privacy data, so the intermediate nodes 
need to carry out the decryption operation of the received 
data frequently. In order to had reduced the operation cost of 
the decryption operation. The papers [21-22] proposed an 
encryption scheme based on the ideal lattice. In this scheme, 
the intermediate nodes do not need to decrypt the received 
data, so the data fusion can be directly carried out, and the 
encrypted data can be transmitted to the upper node. The 
paper [23] proposed data fusion algorithm PDA (Data 
Aggregation Privacy-preserving), which contains two 
algorithms CPDA and SMART. CPDA algorithm using data 
perturbation techniques, in the privacy of data to add a 
secret random number of ways to hide sensitive 
information; In SMART, the original data is divided into J 
slices, randomly selected in the neighborhood of J-1 
neighbor nodes and exchange data with them, each node on 
all received sections do SUM processing as their data. Two 
algorithms have better protection of privacy, but CPDA uses 
the algebraic properties of the polynomial, the 
computational overhead is relatively large, and the SMART 
of the data in a split mode leads to a larger amount of data 
traffic. Yang Geng presents a low energy consumption 
method of privacy protection ESPART, On the basis of 
SMART algorithm, the algorithm is a random time slice for 
nodes, which avoids the collision between the same layer 
data and reduces the impact of data loss on the fusion 
results. The paper [24-25] proposed PASKIS and PASKOS 
algorithms by using the method of adding auxiliary 
information in secret data, and the computational 
complexity of is O(1), It can effectively prevent internal and 
external attacks, but need to send a large number of 
supplementary information, will inevitably increase the 
burden of communication. At the same time, the integrity 
detection for wireless sensor networks is also gradually 
being studied by researchers. 

In this paper, a data fusion privacy preserving algorithm 
(DFPPA) based on the detection of failure nodes is 
proposed. Comprehensive consideration of the data fusion 
of privacy, confidentiality, fusion result accuracy design 
target, the algorithm before the deployment of sensor nodes, 
each node distribution random number, using perturbation 
techniques in the raw data to add random numbers to real 
data hiding, to hop by hop encryption (hop by hop) on the 
fusion processing of the data encryption transmission, 
reduce the possibility of external attack, using two rounds of 
fusion process network performance detection of node 
failures and to calculate the fusion results. 

 
 
 
 

 III. SYSTEM MODEL 
 
In this paper, we propose a privacy preserving algorithm 

for WSNs data fusion based on the data fusion model based 
on the tree structure, the algorithm relies on a network 
model as shown in figure 1. In the wireless sensor network, 
there are three kinds of nodes: LN (Leaf Node), IN 
(Intermediate Node) and base station (Sink Node). 

 

 

Figure.1. Wireless sensor data fusion network model 

If the node receives the information di at the t time, the 
data fusion model can be defined as: 
 f(t)=f(d1,d2,...,di,...,dn) (1) 

According to the definition of fusion, the other typical 
data fusion function calculation formula is as follows: 

 

 SUM:  
1

n

i

f t di


    (2) 

 AVERAGE:  
1

n

i

f t di / n


    (3) 

 MINIMUM: f(t)=min{di  i=1,2,...,n}   (4) 
 MAXIMUM: f(t)=max{di  i=1,2,...,n}   (5) 
 COUNT: f(t)= {di  i=1,2,...,n} (6) 

 

Addition operation in the privacy protection algorithm 
has very little restriction; other data fusion function also can 
simplify the form of SUM. In order to simplify the 
complexity of data fusion, this paper takes the SUM 
function as the research object. 

 

Figure.2. Schematic diagram of function fusion 
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In order to facilitate the research, the DFPPA algorithm 
gives the following definitions and theorems: 

Definition 1: 2 is a common attack structure. If the  
is satisfied: 
 ,    (7) 

Definition 2: The general attack structure  on the set of 
P is given, and the corresponding maximum attack structure 
is: 
 max{B  B ,}       (8) 

Definition 3: Set P={P1,…,Pn} is a limited set of 
participants; K is the system secret, the secret sharing 
scheme for K can be expressed by ：Kg(P1)…g(Pn), 
g(Pi) is a collection of all the shares assigned to Pi. is a 
secret sharing scheme to achieve the attack structure β; it 
must satisfy the following two properties: 

(1) the characteristics of secret reconstruction: XP, if 
X, then: 

 H(K{g(Pi)  Pi X})=0   (9) 
H(x) is entropy function. 

(2) the security characteristics: 
, H(K{g(Pi)  Pi X})= H(K {g(Pi)  Pi X})   (10) 
K represents any element in a secret space. 

Theorem 1: SiS, if Si S, if Si={Pj,Pk}, then: Any 
one of the elements of the K, in addition to the elements K: 
 H(Kg(Pj), g(Pk))=0     (11) 

Prove: The share of Pj is g(Pj)={KtPjSt,1tm+m}, 
the share of Pk is g(Pk)={KtPkSt,1tm+m}.So Si={Pj, 
Pk}, we know that Kig(Pj) and Kig(Pk),namely: in Si, any 
participating parties are not able to collect Ki. 

Because K is a different element from K that it is secret 
space of the system. Given a division {K1,…,Km+m}on K, 
obviously,{K1,…,Ki-1,Ki+K-K,…,Ki+1,…,Km+m}is a division 
on K. Therefore, the Pi and Pk can reconstruct the 
probability of the share of K and K. If gk(Pj) and gk (Pj) are 
the share of K and K respectively, then: H(K{g(Pi)  Pi 
X})= H(K {g(Pi)  Pi X}). 

Theorem 2: RiR, Any one of the elements of the K, 
in addition to the elements K: 
 H(KRj)= H(KRj)   (12) 

Theorem 3: XiX, if Xi={Pj, Pk}, jk ,then H(K{g(Pi) 
 Pi X})=0. 

Prove: We use apagoge to prove. This paper assumes 
that there exist Kt, 1tm+m，Ktg(Pj)∪g(Pt),then we 
know g(Pj)={ Kt |PjSt,1tm+m′},so Ktg(Pj) Pj  St; In 
the same way, Pk  St. Because of jk, so PjSt, 
PkStXiS. Contradiction with XiX, therefore  Kt , 
1tm+m, Ktg(Pj)∪g(Pt). This shows that Pj and Pk can 
collect all the shares from K1 to Km+m. Namely H(Kg(Pj), 
g(Pk))=0. 

We will introduce the secret key sharing scheme, it is 
proposed based on Lagrange polynomials. If P is a prime 
number, the shared secret key is kK=Zp. The process of 
sharing the trusted center to the n share is as follows: 

Each pair (Xi, Yi) is a point on the curve f(x), because the 
t point only determines a polynomial, so K can be 
reconstructed from the t share, but any less than t shares are 
unable to reconstruct the K. Given t shared, the h(x) is 
reconstructed from the Lagrange polynomials: 

  
1 1
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t t
i
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x x
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    (13) 

Once you know the h(x), by calculating the K easy to 
draw the key. 

The principal symmetric polynomial of two elements is 
generated, and the coefficient matrix of cluster head CHk is: 
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 (0 , 1)k k
ij jia a i j t      (15) 

Then the coefficient matrix of the other n-1 cluster head 
nodes corresponding to the polynomial is calculated, and the 
corresponding cluster head CHl is sent to the corresponding 
cluster head ID. 
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      k
ijmb  s a random 

selection of CHk from a finite field. CHk will be the key 
information sent to CHl, CHl receives the information of 
other nodes, decrypt the information and calculate: 

 
1

1 1 1 1

n n t n
l kl k k m
ij ij ij ijm

k k m k
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       (17) 

It can be obtained by simplified: 

 
1

1

t
l m
ij ij ijm

m

p a b 




    (18) 

 

IV. ALGORITHM DESCRIPTIONS 

A. Algorithm Idea 

The basic idea of DFPPA algorithm is to use random 
number perturbation sensitive data before data fusion, and 
the node identity and the corresponding privacy random 
number to ensure the existence of security space. In the 
process of data fusion of sensor nodes due to packet loss did 
not participate in the fusion, data fusion results do not 
contain sensitive information and privacy of the nodes in the 
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random number, Algorithm is not involved in the fusion of 
failure nodes, and eliminate the random number of private 
operations involved in the operation, and then to solve the 
exact fusion results. The implementation of the scheme is 
divided into the following three stages: key pre-distribution, 
shared-key discovery and path-key establishment. 

 
B. Algorithm Description 

 
Node pretreatment: Before the deployment of nodes, the 

need to be deployed sensor nodes to pre-process the 
operation, the main work is: set node parameters, such as 
data fusion time, sub node set children-set, etc.; The 
construction of key ring and reproduced to the node in 
memory; using a random number generator generates a 
private random number for each node is loaded into the 
memory; The random number generated by the last step 
with the corresponding node ID as a record stored in the 
private database. The private database stores the random 
number and the identity information of all nodes in the 
sensor network, and it must be deployed in the monitoring 
center and so on. 

Construction of data fusion tree: After nodes 
deployment, sink node first broadcast a message, the 
information specified by a number of the level value and the 
node identity Node_ID, Level represents the distance from 
the current position to the sink node (the level value of the 
sink node is 0). Any parent node that is not set to receive the 
message will set its own level value plus 1, and the source 
node of the message will be selected as its parent node. 
Each node will continue to broadcast the message after 
adding its own ID and level value to the information 
received. Sink nodes regularly broadcast routing 
information to meet the dynamic requirements of the 
network topology. After the data fusion tree is constructed, 
the query request will be sent to all nodes in the network 
through the tree structure. 

Construct a subset of nodes children-set: After the data 
fusion tree is constructed, a larger time slice DT is set for 
each layer, Starting from the lowest layer, each layer of 
nodes transmit the information to the parent node, which 
contains node identity and network has been detected in a 
survival node of the father son relationship information. 
After the parent node receives the information sent by the 
node, updates its own child node set, and updates the set of 
detected nodes. After the completion of this phase, the 
children-set of each node contains all the child nodes after 
the fusion tree is constructed, Sink nodes get the whole 
network of all the surviving nodes and their father and son 
relationship through the detection of the node relationship. 

Data fusion stage: In the data fusion stage, sensor nodes 
will be sensitive data and private random data as their own 
data. Intermediate node P collects the information of its 
child nodes, and records the node as failure node, at the 
same time, HASH to verify the integrity of the received data 
node, node integrity verification failed as the node does not 

reach. The parent node receives the data using the shared 
key to decrypt, and re computes the hash value to verify the 
data integrity. After the fusion, each intermediate node 
detects whether it contains a failed node, and the node that 
contains the failure node will report the failure information 
to the sink node along the tree structure. 

Calculation of fusion results: After the data fusion stage, 
the sink node will receive the fusion results from the first 
tier nodes, as well as the list of invalid nodes in the fusion 
failures, because the information of the child node must be 
uploaded after the fusion of the parent node, The immediate 
descendant node information of all the failed nodes is not 
converged to the final fusion result, and it should be 
considered as a failure node, Therefore, the data fusion stage 
of the failure node set: 
 ( )agg p p

p failures

Fail fnode subtree fnode


    (19) 

Calculate all the failed nodes in WSNs: 
  1 2, ,...,total tree agg nFail Fail Fail node node node   (20) 

The results of data fusion for the effective nodes in 
WSNs are: 
 0 1 2 ...agg nK L L L L       (21) 

The final fusion result is the fusion value of the sink 
minus the random number of all valid nodes themselves, 
namely: 

 
0 1

sec sec
n n

agg i j
i j

K K data data
 

 
   

 
    (22) 

 
 

V. SYSTEM SIMULATIONS 
 
This section will be analyzed from three aspects of 

privacy protection, data communication and precision, the 
TAG, SMART and DFPPA algorithms are compared. 

Assuming that the size of the key pool is P=10000, the 
size of the key ring is k=200. The probability that any two 
nodes have a shared key is P=98.3%, that is, the probability 
that they do not share the key is 1.7%, In this case, we can 
use the path key to establish a secure communication link 
for the establishment of a shared key. At the same time, any 
illegal node hopes to obtain the probability of privacy by 
sharing secret key is Poverhear=0.2%,the possibility is very 
small. 

Therefore, in order to obtain the original sensitive data, 
the attacker must also break the communication link 
between the sink node and the private database so as to 
obtain the private random number secret_data, the 
possibility of its occurrence is Pattack. The value is dependent 
on the encryption algorithm used in link communication, 
however, the difficulty of using public key encryption 
algorithm is quite large, it is almost impossible to complete 
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in a limited time, so Pattack 0. As a result, the probability 
that the node's real privacy data is broken is almost zero. 

In the amount of data communication, the DFPPA 
algorithm is compared with the TAG algorithm and the 
SMART(J=2,3,4). The experimental data is the mean of the 
200 simulation data, as shown in figure 3 to figure 5: 

 

Figure.3. 100*100 Comparison of data traffic 

 

Figure. 4. 200*200 Comparison of data traffic 

 

Figure.5. 400*400 Comparison of data traffic 

Energy consumption is an important index to measure 
the effectiveness of the algorithm. In WANs, the TAG 
algorithm will have the sensor nodes of sensitive data 
fusion, but does not provide the function of privacy 
protection; SMART and DFPPA algorithm introduces 
privacy protection mechanism, which is bound to increase 
the algorithm's energy consumption. From the analysis we 
can know that the energy consumption is mainly 
concentrated in the calculation and data transceiver two 
parts. At the same time, several algorithms are similar in 
calculation, and computational overhead does not affect the 
energy consumption. By comparing the amount of data 
communication, we can indirectly measure the 
characteristics of the three algorithms in terms of energy 
consumption. It can be seen that the results are consistent 
with the theoretical analysis. The simulation value is 
slightly smaller than the theoretical analysis value, because 
of the impact of the network environment, the data in the 
process of the data packet collision, collision, resulting in 
the phenomenon of packet loss. In DFPPA, with the 
increase of the fusion time slice, the number of nodes in the 
data packet lost is found to be reduced, so there is a trend of 
decrease in the amount of data communication. 

 

Figure. 6. 100*100 Comparison of fusion accuracy 

 

Figure. 7. 200*200 Comparison of fusion accuracy 



ZEYU SUN et al: DATA FUSION PRIVACY PRESERVING ALGORITHM BASED ON FAILURE NODES IN …  

DOI 10.5013/IJSSST.a.17.35.38                                          38.6                           ISSN: 1473-804x online, 1473-8031 print 

 

Figure. 8. 400*400 Comparison of fusion accuracy 

The accuracy of data fusion is the ratio of the data fusion 
results and the real sensitive data collected by the sensor 
nodes in the simulation experiment. 
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In different Duration Epoch, the fusion accuracy of the 

three algorithms is shown in Figure 6. In figure, DFPPA-1 is 
based on the formula (24) to calculate the fusion accuracy of 
the non-failure node; DFPPA-2 is based on the formula (25) 
calculation of the actual fusion accuracy. It can be seen that 
when Epoch Duration2s, the DFPPA algorithm of the 
fusion accuracy of more than 0.93, and the TAG algorithm 
is similar, better than SMART (J=3). 

 
 

VI. CONCLUSION 
 

The traditional data fusion technology generally does not 
provide privacy protection data, at the same time, failure 
node will cause interference to neighboring nodes, and even 
give rise to coverage holes, affect the normal operation of the 
whole network, reduce the sensing data robustness, integrity 
and the fusion result accuracy. however, in the transmission 
process of data privacy protection mechanism is very 
important. In this paper, we consider the privacy and the 
accuracy of fusion result, and propose a data fusion privacy 

preserving algorithm (DFPPA) based on the detection of 
failure nodes. DFPPA relies on the characteristics of the data 
fusion tree, using the method of pre distribution random 
number in the node to reach the privacy protection 
requirements. Theoretical analysis shows that the malicious 
attacker attempts to steal the difficulty of node privacy in 
DFPPA algorithm. Finally, the simulation results in TOSSIM 
show that compared with TAG and SMART algorithms, the 
DFPPA algorithm has good performance in data traffic and 
fusion accuracy. 
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