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Abstract — Modern radar can detect targets beyond line of sight range. It can detect the position, speed, altitude, distance and 
other relevant information of the locked target by send electromagnetic waves to space. The paper is based on the principle of 
radar detection, introduces the methods of radar deception according to this principle, elaborates the design essentials of DEFM 
system based on the key technologies of radar processing, and design a DRFM system for conventional pulse radar, frequency agile 
radar, pulse compression radar, pulse Doppler radar and chirp radar based on above essentials. Finally, it is proved that this 
design can implement false target deception for a certain kind of frequency and pulse agile radar successfully.  
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I. INTRODUCTION  

A. Radar Jamming 

New, the jamming patterns are diverse, the main patterns 
are the oppressive jamming and the deception jamming. The 
oppressive jamming makes it difficult for radar to detect by 
emitting the high power interference noise [1]. It is obvious 
to be found by enemy and takes a risk of anti-radiation 
weapons by this method. The deception jamming emits the 
similar echo signal to real objects to make it difficult for 
radar to distinguish whether an effective goal or not. New 
this method is widely used in answer, response and other 
jamming equipment. It is difficult for radar to distinguish the 
real targets and decoys according to comparing the 
cumulative of multiple targets pulses. The early method to 
control delay time was using the delay line, so it tough to 
control exactly and the echo signal was very poor. 

With the development of digital processing and analog 
and digital device technology, DRFM gradually replace the 
delay line to fight radars. 

B. Drfm Technology 

Digital radio frequency memory (DRFM) technology is 
one of the leading technology of modern electronic warfare, 
it has a far-reaching impact in electronic warfare field. 
DRFM can capture different radar and modulation signals 
and copy this signal exactly, with appropriate delay and 
processing, DRFM can achieve a variety of jamming and 
fight multiple targets simultaneously. DRFM can not only 
deal with the conventional non-coherent pulse radar and 
single-pulse radar signals but also pulse compression, pulse 
Doppler radar and frequency-agile radar signals[2], it 
structure is shown as Figure 1. 

The minimum system of DRFM constructs with down-
conversion module, digital delay module and up-conversion 
module. The basic processing flow signal is: RF input signal 
after down-converted changes into IF signal, ADC module 
samples this IF signal into digital signal and store them in 

memory, the control unit is responsible for controlling read 
and write data in real time and transmit the data in memory 
to DAC module, then start up-conversion processing. The 
original signal can be reconstructed and keep the coherence 
when the same frequency is adopted in down-conversion 
module and up-conversion module [3]. 

II. THE PRINCIPLE OF DECOYS TO RADAR 

Although some radar can track multiple targets, but 
tracking circuit must select one target to track [4], radars 
choose tracking targets utilizing the distance door and speed 
door. 

A. Distance Deception 

The main method of pulse radar distance deceive is 
delaying, modulating and amplifying the received radar 
signal [5]. If R is the real distance between radar and object, 
the delay of pulse of radar is tr=2R/c, using Rf represents 
the distance between radar and decoy, the delay of pulse of 
radar is tf=2Rf/c, if the condition |Rf-R|>ΔR is satisfied, we 
think the decoy is generated. tf=tr+tf1 contains two parts, tf1 
is the delay time from DRFM, and  ΔR is the measurement 
error. Under normal circumstances, R is unknown, so 
distance deception can be implemented by controlling tf1 [6]. 

 

 
Figure.1 The structure of traditional DRFM 

B. Speed Deception 

Detection and tracking of target speed information 
applied by radar is based on the frequency difference fd 

between transmitting and receiving signals. Doppler Effect 
will appear when relative motion exists between radar and 
target, which means the frequency of received signal is 
different from transmit Signal and the difference frequency 
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is proportional to the relative velocity between radar and 
target. Speed tracking system of radar can capture the target 
based on Doppler shift and implement speed tracking via 
“speed door” [7]. To deceive radar successfully, we should 
consider multidimensional cheat, now the common method 
is distance - speed synchronous interference. 

C. Height Deception 

Measuring the height of the target is primarily 
calculated by measuring the angle of the target pitch. Target 
height H generally refer to target to its vertical height in the 
ground, Target elevation angle β refers to the angle between 
the cable (target slant distance R) of radar targets and the 
horizontal plane of radar station. It is shown as Figure 2. 

 

R

β H h

Δh

 
Figure.2 Height calculation 

 

From the figure, there is H h hΔ= + , where sinh R β=  
means the height between target and horizontal plane of 
radar, Δh is the height correction amount caused by the 

earth's curved surface, 
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Taking into account the influence of atmospheric refraction 
to electromagnetic wave propagation, the actual expression 

of target height is corrected as 
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(K=1.33, means atmospheric refraction correction factor). 
So, H is is determined by the distance R and the elevation 
angle β. β is different from different radar system, when 
jamming is being executed to the radar with ability of multi-
zone detection, the pitch angle detected by radar can be 
changed through modifying the power of signal from 
different zone. It can be illustrated by the Figure 3, in which 
figure, the received signal is point a is (a), and point b is (b).  
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Figure.3 Echo wave of height deception 

III. DRFM SYSTEM DESIGN 

The core of the DRFM system is to store data and 
timing transponder. A feature of the radar pulse is the 
received signal of DRFM system is distinguishable in the 
time domain, so we can implement false target interference 
based on this feature. Signal processing (filtering, pulse 
compression, wave gate judge, Doppler processing, 
automatic detection and so on) starts up after receiving radar 
signal[8], so the main obstacle to implementing false target 
interference for DRFM system design is to overcome this 
radar processing of AGV, Doppler shift, coherent signals 
and other aspects. Because the frequency band of transmit 
signal of frequency agile radar is very wide, so the 
processing frequency band of DRFM system should covers 
the target radar’s frequency band to realize its function. The 
core structure of DRFM system usually follows the structure 
mentioned by the literature [9], which constructs with ADC, 
DAC, and FPGA. 

A. Rf Terminal T/R Module Design 

It is an important aspects to detect the envelope of 
radar signal and control the echo signal power. Radar 
envelope can provide the power information of pulse, this 
information is the foundation of power mapping. Detecting 
the envelope usually is implemented in storage unit like 
FPGA which is responsible for waveform storage, trajectory 
modeling, this makes heavy burden and low efficiency. 
ADC's sampling error will increase when inputting the high 
dynamic radar signal to ADC. If high dynamic and small 
errors are requirements, then the bits of the ADC will 
increase to the unattainable level [10]. In order to improve 
the efficiency of digital storage frequency within a certain 
range to reduce the sampling error, firstly, the input signal 
can be regarded product of two signals when we analyze the 
input pulse from time domain, like the Figure 4 shown, the 
power information can be extracted by pulse envelope, and 
radar carrier frequency can be extracted by sinusoidal. As 
radar transmitter wave, this radar pulse can indicate the 
pulse zone distribution region, as echo wave, it indicates the 
Doppler shift. It is obvious that the signal construct with a 
high-frequency signal and a low frequency signal, so, it is 
rational to sample the high-frequency signal by a high 
sampling rate and the a low sampling rate to the low 
frequency signal. 

 

 
 

Figure.4 Signal decomposition 
 

Based on the above analysis, the power mapping function 
can be assigned to RF front-end and back-end. The specific 
method as follow: 
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1) The receiving end: the radar signal received by the 
antenna is divided into two ways, one way is pushed to 
saturated 0dbm power and down-converted, the other way is 
detected the envelope as DLVA signal; 

2) The sending end: the output signal is up-converted 
and amplified, the core of DRFM system control the NC 
attenuator to attenuate the output signal, the design of the 
structure can be shown in Figure 5. 

 

 
 

Figure.5 Schematic diagram of T / R module 
 

This structure, antenna is controlled by the core of DRFM 
system by time Division Multiplexing, when receiving 
mode, splitters divided the input signal into two ways, one is 
transferred to DRFM system as envelope signal to judge the 
power and threshold after through geophone, the other is 
sampled after being pushed to saturation and down-
converted as storage signal. When sending mode, the core of 
DRFM system can limit NC attenuator within a reasonable 
range in real time. The advantages of this design include 
delay and forwarding of wide spectrum radar signal, make it 
convenient to add Doppler shift function and power control 
function, then the core of DRFM system is just in charge of 
delay and forwarding. 

B. The Structural Design Of Frequency Storage 

DRFM is designed for storing and forwarding IF 
signal. As proved sampling theorem by Nyquist, the 
frequency of sample must meets two times of what the input 
IF signal’s to ensure the quality of the signal. In order to 
meet the best results of achieving radar deception, the 
design of DRFM should consider the following aspects: 

1) The coherence 
In order to realize the coherence between the input 

signal and the output signal, the frequency of up-convert 
and down-convert should keep the same [11]. This is 
because the phase of the echo signal is connected with target 
distance [12]. As shown in Figure 6, if the transmit signal of 
radar 1 is cos(2 )tA f tπ θ+ , at a time, VCO output signal 3 
is 1cos(2 )cf tπ θ+ , after t1, the input signal 2 

is 1cos[2 - ) ]tA f t tπ θ+（ , and signal 3 is
1 1cos(2 - ) )cf t tπ θ+（ , then the 

signal down-converted 5 is 1 1 1cos[2 - ) - ) ]t cA f f t tπ θ θ+ -（ （ , the 
store and forward time of DRFM is Δt, the transmitted 
signal of antenna 7 is 2 1cos[2 - - ) ]tA f t t tπ θΔ +（ , the signal 
received by radar 8 can be expressed 
as 3 1cos[2 2 ]tA f t t tπ θΔ- +（ - ）  after space propagation time t1. It 
is obvious that the signal received by radar is just the 
delayed transmit signal, and if Doppler shift is added, there 
will be Doppler phase noise in the signal received by radar, 
but the noise between the adjacent pulses is the same, so, the 
coherence is retained.So, it is a good idea that all units work 
with one frequency. 

 

 
Figure.6 Down and up conversion schematic 

 

2) Doppler shift 
In order to realize the Doppler shift, Doppler reference 

clock should be generated based on system reference clock 
to add the Doppler shift into the up-converted signal, then 
the echo wave signal contains the right Doppler shift which 
can confuse radar. 

3) Threshold determination 
It is the input threshold to determine main lobe and the 

side lobe of the radar signal. A threshold should be 
requested to detect whether the radar pulse appears, it can be 
realized using software (detecting the sample data) or 
hardware (detecting the voltage via comparator). The echo 
signal of decoy is generated by delaying this signal which 
exceeding the set threshold. It is useful to estimate the main 
lobe and the time of 3db power, all parameters are 
significant to performance. For some reasons like relative 
motion between radar and target or the antenna jitter, the 
power received by DRFM is variable, so it’s advisable to 
take adjustable threshold into the DRFM design, usually 
using the external hardware interface threshold or 
automatically adjusting threshold to meet the requirement. 

4) Power mapping 
Because the AGC will change the receiver gain when 

detecting wave door, so power mapping is very important to 
the whole system. There should be certain corresponding 
relationship between the power received signal and transmit 
signal, so controllability of power should be taken into 
account. 

Based on this design requirements of DRFM, we build 
as Figure 7. 
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 Figure.7 the design of core of DRFM system 

C. Software Interface Design Of Multi-Channel Adc 

In order to restore the original signal for HF radar, it is 
required using the high-speed ADC pieces to sample the 
input signal, this makes PCB design difficult and dislocation 
of ADC channels.  After several tests, it can be found the 
timing of data bits is fixed once ADC works regardless 
whether the timing of data bits is matched. Based on this 
phenomenon, design corresponding software interface to 
this hardware structure. The core idea is sliding the 
deserializer (Input Serial-to-Parallel Logic Resources called 
ISERDES) of one channel in FPGA when the data of other 
channel is consistent to the known test data to detect 
whether the parallel data match the known test data, if do, 
stop slide the parallel data and change ADC’s mode to 
operating mode, or else, continue slide until it do as shown 
in Figure 8. If it never do, it indicates that multiple 
channel’s data are wrong and this wouldn’t happen in high 
performance ADCs. 

 

 
Figure.8 Two-channel data alignment 

D. Processing Of Power Mapping 

In the normal mode of cheat, the power of input and 
output should be related, it depends on the type of aircraft. 
We consider the linear power mapping, the core of DRFM 
system is just charge of delaying the saturated power signal, 
and the radar power is estimated by the envelope signal of 
radar, and the power value of transmit signal is decided by 
the core of DRFM through the local bus to attenuator. 
Power mapping is demonstrated as Figure 9. 

 

Figure.9 Power mapping 

E. Software Processing Of Delay 

Delay is the core function of DRFM. It is not the 
memory (like Flash or DDR) but the FIFO in FPGA to store 
the input signal and delay it. Delay processing is divided 
into the following steps: 

1) Low-speed ADC samples the envelope signal, DLVA 
signal will be generated once the sample value exceeded 
predefined voltage threshold, the power will be estimated by 
the core of DRFM; 

2) Input FIFO detects DLVA, and writes the sample 
data of saturated power signal to the primary storage 
FIFO; 

3) EMPTY signal will be invalid when there be sample 
data in the primary storage FIFO; 
Output FIFO reads out the data in the primary storage FIFO 
when the counter meets the predefined time threshold. At 
this time, the decoy’s signal appears and the attenuator is 
controlled by the core of DRFM to set up the power of 
decoy’s signal. All process is demonstrated as Figure 10. 
 

Figure. 10 Interior design of FPGA for delay 

IV. IMPLEMENT 

As design above, Figure 11 shows the observed pulse 
envelope signal and the echo IF signal (the decoy’s signal) 
from DRFM system on the oscilloscope, where the signal in 
yellow indicates the envelope signal and the signal in green 
indicates the echo IF signal. As shown in the figure, this 
design can meet the user requirements in time.  
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（a） 

 
(b) 

Figure. 11 Forwarding and delay of test pattern 

 
Figure 12 displays the comparison of input envelope 

and the output envelope, where the signal in yellow (the 
original signal) is the input envelope and the signal in green 
is the output envelope (the decoy’s signal), it is proved that 
this design can restore the wave well. 

 

 
 

Figure. 12 The comparison of simulation input and output waveform 

Figure 13 shows the targets detected by radar, where 
the target in red circle indicates the decoy generated by our 
DRFM system in the situation of 15m real distance between 
DRFM system and radar and 150km fake distance between 
the decoy and radar, and the targets in white circle are the 
real targets (Airliners). 

 
Figure. 13 Deception of some kind radar 
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