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Abstract — The universal storage and transmission of information by text-based documents makes information hiding technology 
an important topic in computer security. Currently, the popularly used text-based information techniques are facing many 
problems, such as poor robustness, low embedding rate, semantic clutter and can be easily distinguished by unaided eyes. In order 
to solve these problems, this paper puts forward a secret information transmission scheme for English texts by using the 
characteristics of some invisible ASCII codes. The scheme incorporates two stages, the information hiding stage and the 
information extracting stage. The first stage takes the prepared carrier documents and the secret information need to be embedded 
as the input. Then, the information hiding procedure of the scheme will synthesize the carrier document and the secret information 
into a steno (shorthand) document. In the second stage, an extracting procedure will pick up the secret information when it receives 
the steno document that generated by the first stage. The scheme achieves hiding effects by processing the bland spaces in the 
English texts. The experimental results have shown that our information hiding scheme is feasible, reliable, safe and efficient. 
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I. INTRODUCTION  

Information hiding technology [1] is an important topic 
in the information security. In this field, a module that 
contains some specific information is invisible when the 
design and implementation of other modules that need not to 
access them takes place. This technology achieves the goal 
of communication security and copyright protection mainly 
by embedding the hidden information into known carriers. 
According to the carriers, this technology can be divided into 
four parts: the image-based information hiding [2], the 
video-based information hiding [3], the audio-based 
information hiding [4] and the text-based information hiding 
[5]. The universal storage and transmission of information by 
text-based documents makes information hiding technology 
as an important topic in computer security. On account of 
this, this paper makes a deeply research on the information 
hiding technology for the text-based documents. 

In summary, on the basis of the different embedded 
methods for the hidden information, this technique can be 
divided into three categories: the typesetting-oriented 
(compiled code or structure) information hiding, the 
grammar-oriented information hiding and the information 
hiding ground on the semantics.  

The typesetting-oriented information hiding algorithms 
change the subtle characteristics of texts by altering the 
character spacing, line spacing and font format in the texts to 
achieve the goal that the naked eyes cannot distinguish. But, 
this kind of algorithms are poor robustness, namely under the 
condition of rearranging the documents’ edition, the hidden 
information will disappear. The grammar-oriented 
information hiding algorithms utilize the grammatical 
structure of nature language to generate the implicit 
documents. This kind of algorithms are fit the grammar 

structure of the document, but their semantics are 
unsystematic and can be easily distinguished by naked eyes. 
The information hiding based on semantics algorithms is the 
techniques that utilize the synonym substitution to hide the 
target information. The defect of this method is low 
embedding rate. It can only hide information where meet the 
substitution rules. 

To solve the above problems, this paper puts forward an 
information hiding scheme for English texts by using the 
characteristic of some invisible ASCII codes. This scheme is 
high robustness, good stability, both semantic and 
grammatical integrity and with high embedding rate. 
Specifically, by using the characteristic that blank spaces in 
text documents is imperceptible, coupling with the 
characteristic that the invisible characters of ASCII codes 
have no difference with blank spaces in a certain 
environment; our scheme can easily hide, detect and separate 
the information of the document. The experimental results 
have also shown that our information hiding scheme is 
feasible, reliable, safe and efficient. 

This paper is a continuation of the work presented in [6]. 
On the basis of that paper, we have made tremendous 
improvements. The remainder of this paper is organized as 
follows: Section 2 analyzes the ASCII characters. Section 3 
introduces the implementation of the proposed algorithm. 
Section 4 evaluates the experimental results. Finally, Section 
5  briefly concludes the paper and outlines our future work. 

II. ASCII CHARACTER ANALYSIS 

ASCII is a computer coding system based on the Latin 
alphabet, mainly for displaying the modern English and other 
western European languages. It is also the most common 
single-byte encoding system, equivalent to the international 
standard ISO/IEC 646. ASCII uses combined 7-bit or 8-bit 
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Fig. 1. Workflow of Information Security Transmission. 

binary numbers to represent 128 or 256 possible characters. 
The standard ASCII is also known as basis ASCII. The 7-bit 
binary numbers can represent all uppercase and lowercase 
letters, numbers 0 to 9, punctuation marks and special 
control characters used in English. This paper will use the 
invisible characters in part that shown in TABLE . 

TABLE I.  PART OF THE INVISIBLE ASCII CHARACTERS.  

(1-1) 

ASCII Code 
000 
0000 

000 
0001 

000 
0010 

000 
0011 

000 
0100

000 
0101

Definition NUL SOH STX ETX EOT ENQ
(1-2) 

ASCII Code 000 0110 000 0111 000 1000 000 1001

Definition ACK BEL BS HT

 
Actually, Numbering 0 ~ 31 and 127 characters are the 

controlling or communicating characters (the remainders are 
visible characters), such as LF (line feed), CR (carriage 
return), FF (form feed), DEL (delete), BS (backspace) and 
BEL (bell) are all controlling characters, SOH (message 
head), EOT (massage trailer), and ACK (ac-knowledge) are 
all communicating characters. The ASCII codes numbering 8, 
9, 10 and 13 are converted to backspace, tabulation, line 
feeds, and carriage return characters respectively. These 
codes don’t have specific graphic display on the screen, but 
they have different effects on texts’ display according to 
different applications. 

The communicating character SOH (head, coded as 
0000001) has different forms of display in different text. 
After performing many different tests, we concluded that the 
form of this character is similar with space character. So, in 
this paper, we select SOH as a substitution character for 
hidden information. 

The communicating character SOH (head, coded as 
0000001) has different forms of display in different text. 
After performing many different tests, we concluded that the 
form of this character is similar with space character. So, in 
this paper, we select SOH as a substitution character for 
hidden information. 

III. IMEPLEMENTATION 

By analyzing the ASCII characters, we found that the 
communicating character SOH (head, coded as 0000001) has 
different forms of display in different text. Furthermore, the 
form of this character is similar with space character. So, in 
this paper, we select SOH as a substitution character for 
hidden information. 

The hiding and extracting of the secret information are 
the two important parts of the implementation of the scheme. 
So, the scheme incorporates two stages, the information 
hiding stage and the information extracting stage. By the two 
stages, we can transmit the secret information safely, as 
shown in Fig.1. 

A. Information Hiding  

The information hiding process is the first stage of the 
scheme; it takes the prepared carrier documents and the 
secret information need to be embedded as the input. Then, 

the information hiding procedure of the scheme will 
synthesize the carrier document and the secret information 
into a steno document. Specifically, when the carrier 
document is opened and the secret information is received 
successfully, this procedure will analyze the character of the 
document one by one to look for the location that it is not 
only a blank space, but also satisfies the constraint function 
f(x) (the constraint function will be described in Section 4.3). 
Then, according to the bits of hidden information we can 
choose the hidden characters. It means, when the hidden 
information bit is “1”, we write SOH, else write space. 
Finally, the remainder of the carrier document is also copied 
to the steno document. This process can be described as Fig. 
2. 

B. Information Extracting 

In the second stage, the extracting procedure will pick up 
the secret information when it receives the steno document 
that was generated by the first stage. When the steno 
document is successfully received, the information extraction 
process will analyze the character of the document one by 
one to look for the location that it is not only a blank space or 
SOH, but also satisfies the constraint function f(x) (will be 
described in Section 4.3). According to the ASCII code, we 
can decide whether the hid-den character in this location is 
“0” or “1”. By doing this, the hidden bits are inserted into the 
target string. Finally, the characters of the target string are 
translated into Unicode for the receivers. This process is 
shown in Fig. 3. 

C. Information Hiding Effect 
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Fig. 4 gives the secret information hiding effect before 
and after the information hiding process. The hiding 
algorithm takes the carrier document as the input. The output 
is the document with the secret information. From these 
figures, except for the format differences taken by specific 
documents, the differences between the steno document and 
the carrier document can almost be ignored. So, on the 
surface, we are not aware of the existence of the secret 
information. 

IV. PERFORMANCE ANALYSIS 

A. Experimental Environment 

The experiments in this section are carried out on the 
machine with Intel i3 4030U CPU (1.9 GHz), 4GB DDR3 
1333 RAM and 64-bits Windows 7 OS. The carrier 
documents are .doc and .tex files. Experiments will measure 
the performance of information hiding scheme from the point 
views of robustness, security, stability and efficiency 
respectively. 

B. Robustness Analysis 

This experiment adopts information hiding technology 
based on typesetting (compiled code or structure) 
information. Experimental results shown that our 
information hiding scheme is robust, which means, the 
changes for the font size or font style cannot influence on the 
stenographic information’s successful detection. This can be 
seen in Fig. 5.  

C. Saffety Analysis 

When the document has some subtle changes, the naked 
eyes cannot distinguish. So it has reached the transmission 
security. In the proposed algorithm, the secret document’s 
format can be changed; the traditional attacks are nearly 
invalid. The traditional algorithms adopt the blank space 
replacement to hide hidden information, but, increasing the 
blank spaces may lead to a failure of the algorithm. 
However, in our improved algorithm, if the current location 

Input: Carrier document and secret information need to be hidden.  

Output: Steno document. 

1) Translates hidden information into bit sequence with “0” and “1”; 

// In order to have a higher universality, this paper uses the Unicode to 

represent hidden information’s sequence (S).  

2) Gets each word (Wi) from carrier document;  

3) Writes Wi into Steno document 

a. By constraint function f(x) to locate the hiding place; 

b. If Sj (∈S) is “0”, writes in a blank space, else writes in a SOH;  

c. For the places that not meet the f(x), write in blank spaces.  

4) Repeat 2) and 3) , until S is empty; 

5) Copies remainders of the carrier document to secret document.  

Fig. 2. Workflow of the Information Hiding. 

Input: Steno document.   

Output: Hidden information. 

1) Gets each character from the steno document; 

2) Determines whether the current position is a blank space or SOH; 

if so, go to 3); 

else end this judgment, deal with the next character; 

3) Determines whether this place meets constraint function f(x);  

if so, inserts the hidden character into target string (S) according to 

the current character;  

otherwise end the judgment and handle the next character;   

4) Repeats 2) and 3), until the steno document ends; 

5) Translates S into the Unicode sequence for the receivers. 

Fig. 3. Workflow of the Information Extracting. 

Fig. 4. Secret Information Hiding Effect before (the up figure) and after 
(the bottom figure) the Information Hiding. 

Fig. 5. Carrier Document before (the up figure) and after (the bottom 
figure) Style Changes. 
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has at least two consecutive blank spaces without any SOH 
character, this place only takes one blank space. When the 
current location has SOH character, in spite of how many the 
blank spaces have, it’s regarded as one SOH character. As a 
consequence, attacks by inserting blank spaces into the target 
document cannot destroy the integrity of the hidden 
information. So, our scheme is safe. TABLE  lists the 
analyzing results by releasing our scheme and other 
popularly schemes on different attacks. 

TABLE II.  SECURITY ANALYSIS BY DIFFERENT ATTACKS. 

         Attacks 
Schemes 

Change 
font 

Add blank 
space Add line Change 

font size 
Our  
Scheme 

no affect no affect no affect no affect 

Word 
Shift Coding 

no affect affect affect no affect 

Line Shift 
Coding 

no affect affect affect affect 

Front Hidden affect no affect no affect no affect

D. Embedding Rate Analysis 

Supposing that a document has W characters, and this 
experiment adopts the constraint function f(x)=5x. It means 
embedding one bit of secret information at the interval of 
five characters. So the number of bits can be embedded is 
Wf=W/5. Supposing that there are S bits to be hidden. It will 
be modified C characters because this experiment adopts the 
“1 embedded and 0 unchanged” policy. 
Definition4.1. Embedding rate (E):   

E=S/Wf                                         (1) 
Definition 4.2. Embedding efficiency (Es):   

Es = C/Wf                                       (2) 
Definition 4.3: Embedding ability (Ex):  

Supposing that “0” and “1” have average distribution in 
the hidden information, so Es=E/2. When the proportion of 
“1” in S is L, Es=E/L. L is the proportion of the characters 
need to be changed. Since a good way to embed should need 
high embedding rate and higher embedding efficiency. So 
embedding ability (Ex) is defined as:   

Ex=Es*E=SC/Wf
                               (3) 

From the formula we can see that when the SC product 
is bigger, the overall embedding capacity is higher. When 
“0” and “1” have average distribution, embedding ability 
Ex= 2C2/Wf2 = 0.5S2/ Wf2; when the proportion of “1” in S 
is L, Ex= C2/(Wf

2L)=LS2/Wf
2 , Easy to know when L’s ratio 

is bigger, embedding capacity is bigger. When W is 800, 
namely the Wf = 160, E, Es, the Ex with L, S, as shown in 
TABLE . The table shows that the Ex is proportional to S 
and L. 

E. Stability Analysis 

Assuming that in the case of a specific document size, 
total test times is N, the number of successful experiments is 
n, it is easy to know that the success rate is calculated as:  

                                   Et = n/N                                      (4) 
Based on the Equation (4), the stability analysis has 

been shown in TABLE Ⅳ . The table shows that the 
experiment’s success rates are more than 90% in the 
experiment environment of many repeated tests and carrier 

documents of different sizes. It reaches a good ratio, namely 
a higher stability. 

TABLE III.  E, EX, ES COMPARISONS. 
( 3-1) 
        S 
L 

16 80 
E Es Ex E Es Ex 

0.1 0.1 0.01 0.001 0.5 0.05 0.025 
0.2 0.1 0.02 0.002 0.5 0.1 0.05 
0.3 0.1 0.03 0.003 0.5 0.15 0.075 
0.4 0.1 0.04 0.004 0.5 0.2 0.1 
0.5 0.1 0.05 0.005 0.5 0.25 0.125 
0.6 0.1 0.06 0.006 0.5 0.3 0.15 
0.7 0.1 0.07 0.007 0.5 0.35 0.175 
0.8 0.1 0.08 0.008 0.5 0.4 0.2 
0.9 0.1 0.09 0.009 0.5 0.45 0.225 

(3-2) 
          S 

L 
144 

E Es Ex 
0.1 0.9 0.09 0.081 
0.2 0.9 0.18 0.162 
0.3 0.9 0.27 0.243 
0.4 0.9 0.36 0.324 
0.5 0.9 0.45 0.405 
0.6 0.9 0.54 0.486 
0.7 0.9 0.63 0.567 
0.8 0.9 0.73 0.648 
0.9 0.9 0.81 0.729 

 
Since the carrier document and hidden information are 

by manual input and this time cannot be determined, the 
time for input stages is not included in total time of our 
experiment. In the information hiding phase, the algorithm 
analyses carrier documents and secret information need to 
be hided one by one. Assuming that the size of carrier 
document is m and the size of the information need to be 
hided is n, the time complexity is O(m+16*n). So the whole 
time cost has a tight relationship with m and n, as showing 
in TABLE . 

TABLE IV.  RESULTS OF STABILITY ANALYSIS. 

Group 
number 

Document 
size（KB） 

Test 
number 

Success 
number 

Success rate
(%) 

1 1 100 93 93 
2 3 100 95 95 
3 5 100 95 95 
4 8 100 96 96 
5 10 100 98 98 
6 15 100 94 94 

TABLE V.  OVERHEAD OF INFORMATION HIDING (MS). 

n 
m 

5 10 15 20 

10 K 5 6 6 6 
15 K 6 7 7 9 
20 K 8 9 8 8 
25 K 10 10 10 12 
30 K 12 13 12 12 

 

In the information extraction phase, because the input is 
the stego document, the time complexity is also O(m+16*n) 
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and the whole time cost also associates with m and n. The 
experimental results shown in TABLE . 

TABLE VI.  OVERHEAD OF INFORMATION EXTRACTION (MS). 

n 
m 

5 10 15 20 

10K 3 3 4 5 
15K 8 8 8 8 
20K 15 15 15 15 
25K 24 24 24 24 
30K 34 35 35 35 

V. CONCLUSION AND FUTURE WORK 

In order to solve the problems that the current popularly 
used text-based information hiding scheme has poor 
robustness, low embedding rate, semantic clutter and can be 
easily distinguished by unaided, this paper proposes an 
information hiding schema for English texts by using the 
characteristic of some invisible ASCII codes. The algorithm 
achieves hiding effects by processing the spaces in the 
English texts. Experiments have shown that the information 
hiding scheme which is proposed in this paper is feasible, 
reliable, safe and efficient. In the future, more efficient 
algorithms will be proposed to hide the secret information. 
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