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Abstract—  With the fast development of the computer network technology, the security problem beeomes more and more 
important. The OFDM technology is applied to intrusion detection, through analysis of the network and host system call data, it 
can find the misuse detection and anomaly detection model. In the last, an example is given, that’s, the test data of KDDCup99  is 
used to test the detection accuracy and efficiency and record test results. It can be seen that the system has a high detection 
efficiency and accuracy. 
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I. INTRODUCTION 

With the rapid development of Internet, the network is 
affecting the social politics, economy, culture, military and 
social life. Network has been integrated into most people's 
life and work, while it is also  changing people's work, study 
and life style. At the same time, it also has brought new 
opportunities for the economic development of our country. 
But due to the nature that the network is open sharing, 
network security issues are also increasingly prominent, the 
network is vulnerable to attack and damage. The attack and 
damage can lead to leakage of confidential information, and 
it will cause huge economic loss and even endanger national 
security and social stability. 

The current intrusion detection technology has become a 
research hot spot in the field of network security, and there 
constantly have a intrusion detection model and the system 
has been designed.  At the university of California, Davis in 
1989, Todd Heberlein wrote a paper which is named A 
Network security Monitor, which is used for TCP/IP packet 
capture, when the network intrusion detection was born[1]. 
For an example, the autonomous agents distributed intrusion 
detection prototype-AAFID uses autonomous entity to 
detect, which improves the scalability, maintainability and 
efficiency, and fault tolerance of the detection system[2].  

As a kind of multi-carrier modulation technology, OFDM  
has many advantages such as high spectrum efficiency, 
resistance to frequency selective fading and narrow band 
interference, etc. At present, OFDM technology is mainly 
used in asymmetric digital subscriber loop (ADS), DAB, 
digital video broadcasting (DVB), high definition television 
(HDTV)etc.. The OFDM technology is applied to intrusion 
detection, through analysis of the network and host system 
call data, it can find the misuse detection and anomaly 
detection model. Specific work includes the extraction of the 
user's behavior pattern, the user behavior and privileges 
system calls are classified prediction of the program. The 
experimental results show that this method has good 
application prospect in the field of intrusion detection. 

II. THE BASIC PRINCIPLE OF OFDM SYSTEM 

OFDM is a high rate transmission technology under the 
wireless environment. The main idea of OFDM technology 
is that within the scope of a given channel in frequency, 
domain is divided into several orthogonal channels, and the 
sub-carrier is used on each channel for a modulation effect. 
Each sub-carrier uses the method of parallel transmission. 

A. The basic model of OFDM signal 

OFDM is a composite signal after multiple orthogonal 
sub-carriers have been completed modulation, the signal of 
each sub-carrier  can be independent and use different ways 

of modulation. For example, id  is used to express a 
modulation data symbol of one sub-carrier, while the sub-
carrier usually uses the way of PSK or QAM for modulation. 

cf  is used to express the carrier frequency, T  expresses the 

time symbol, sN
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Figure 1.  The signal frequency domain of OFDM 

 
Figure 2.  The time domain signal-flow graph of OFDM 

It can be seen from the figure above that the signal of 
OFDM on each sub-carrier has the same form of power 

spectrum, and they are the type of f
fsin

 function, which 
are corresponding to the time domain of the square wave. 
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OFDM symbol of in-phase and quadrature component is 

corresponding to the real part and imaginary part of the 
above formula, respectively.  The ultimate OFDM signal is 
the real and imaginary part respectively with corresponding 
sub-carrier frequency which is multiplied by the cosine 
component, sinusoidal component composition. Figure 3 is 
the basic framework for OFDM system model diagram. 

 

 
Figure 3.  The basic framework of OFDM system model diagram 

From the figure 2, it can be seen that within one OFDM 

symbol period T , each sub-carrier has integer times cycles, 
and the difference between adjacent each sub-carrier is only 
one cycle. In this case, there is orthogonality between each 
sub-carrier. For example, 
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B.  Channel estimation method of OFDM 

Technology of channel estimation based on Pilot. Pilot is 
a known symbol of individual sub-carrier which is sent to 
some signal in advance,  Channel estimation technology 
based on pilot just relay on the way of sending pilot signal 
and to estimate the pilot's son on the channel frequency 
response. After that the frequency response of sub-channels 
is obtained, OFDM system using it for interpolation in the 
time domain and frequency domain. Each OFDM symbol of 
the frequency response characteristics of sub-channels is 
obtained through this way. 

Compared with pilot channel estimation technology, the 
channel estimation technology based on training sequence is 
similar on the principle. The only difference is that pilot 
channel estimation technique is in certain OFDM symbol of 
some pilot signal in the channel, and channel estimation 
technique based on training sequence is sent in some of the 
symbols of all child channel. At the receiving end, training 
sequence of OFDM all child channel frequency domain 
characteristics of FDM symbols can be known signal is 
estimated by sending out, while other OFDM symbol of 
channel frequency response can also estimate through these 
estimates. 

 

 
Figure 4.  Pilot frequency distribution 
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Figure 5.  Training sequence distribution 

III. INTRUSION DETECTION SYSTEM 

A. The Classification of the Intrusion Detection System 

According to the classification analysis methods, the 
intrusion detection can be divided into misuse detection and 
anomaly detection.  

Misuse detection is based on the known attack features to 
establish a library, then the data from the network is put to 
match with features in the library one by one. If there are 
matching feature, it is a invasion. Misuse detection can 
accurately detect known attacks, but it’s powerless to new 
attacks. According to the matching model of structure and 
the difference of expression ways, it has formed different 
misuse detection model. As shown in figure 6, it is a kind of 
typical misuse intrusion detection system model[3-4]. 

 

 
Figure 6.  A kind of typical misuse intrusion detection system model 

Anomaly detection is putting users’ normal behavior 
features store in the database, then the current behavior of 
users are used to be compared with the exiting features in the 
library. If the deviation reached a certain degree, it happens 
anomaly. Anomaly detection can detect new attacks, but its 
error detection rate is very high, and it can't describe the 
category of intrusion behavior. As shown in figure 7, it is a 
kind of typical abnormal intrusion detection system model. 

 

 
Figure 7.  A kind of typical abnormal intrusion detection system model 

B. Intercepted Analysis of Intrusion Detection Packets  

 Interception of network data packets is the foundation 
work based on network intrusion detection technology. It is 
actually has its duality, that’s, network administrators can 
use it to monitor the network traffic situation, while the 
development of network application programmers can use it 
make an implement for the network applications, and 
hackers can also use it to spy the  transmit data of the 
network. There are a lot of free and commercial network 
monitoring tools, they are commonly known as sniffer of 
such tools. They can be used to capture the packets on the 
network and analyze these data. This paper mainly 
introduces the sniffer BPF. 

The implementation of BPF relay on the Unix system 
kernel, it mainly consists of two parts, that’s, network 
interface and packet filter. Network interface mainly obtains 
network card bag through the network drivers from the 
network card, and to distribute the packets to the waiting 
system process. Packet filter is defined by the user's 
corresponding rules, it will discard useless packets to avoid 
useless packets to be swapped in user space. By bag filter for 
effective packet caching, and to wait for the user program 
calls.  The entire structure and the operation process of BPF 
is shown in figure 8. 

 
Figure 8.  The working principle of the BPF 
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The main function of BPF is to complete data packets 
interception and filtering, and put the filtered data packets 
cache to the system kernel for the user's application from the 
application program interface call. Packet capture and 
filtering rules need user to define. The language used to 
define the rules is  similar to assembly language. BPF has a 
virtual machine to complete the actual execution of the 
language. And the virtual machine includes a accumulator, 
an index register, a temporary cache and a suppressed the 
program counter. The virtual machine instruction set uses 
assembly language syntax format. BPF virtual instruction 
can be roughly summed up in six types, they are  the loading 
instructions and storage instructions, arithmetic, branch 
instructions, return instructions and other classes. 

IV.  SIMULATION 

A.   The Simulation Platform of OFDM 

In this paper, we use MATLAB to build the OFDM 
simulation platform, it shows the system structure of OFDM 
based on FFT and IFFT in figure 9. 

 

 
 

Figure 9. The structure of OFDM system based on FFT and IFFT 
 
From the above figure, it shows that the realization of 

OFDM system based on fast Fourier transform like that, 
that’s, in the sending end,  the binary information sent by 
users is changed into a complex signal after encoding, 
interleaving, modulation. Then through fast Fourier inverse 
transformation again, the frequency domain signal is 
changed into time domain signals, it can transfer in the 
channel after adding cyclic prefix, signal sampling. Carrier 

frequency cf  in usual analysis of the base-band OFDM 
system is 0 HZ. At the receiving end, the process is contrast 
to the sending end, namely, to remove signal of cyclic prefix 
and use fast Fourier transform algorithm to change the time 
domain signal into frequency domain signal, then after 
solution and channel decoding recover for users to original 
sending data. 

B. Channel Coding 

In order to reduce the bit error rate in the process of 
transmission, we use the channel coding technology to 
increase the redundancy in the transmission of data. 

Linear block code and convolution code is two kind of 
coding way we can choose, the length of the linear block 
code is 7, and the length of information is 4, supervision and 
digit is 3. The supervision relations as follows: 
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                    (6) 
In any period, k  bits of input information determines n  

element blocks in the time period, and these k  bits of 
information are subject to supervision by this code in the 
group who oversees. However the convolution code is 
different from it, the decision element besides k  bits of 
information, the information in first N -1 time periods is 

also the symbol of the deciding factors. Then like such 
supervision, who not only supervision information within 
this time period, and supervision of the former period of N -

1 information, total number of element N  time is n N , we 

call that it is the constraint length of the code. 

C. Mixed 

Mixed technology can solve the continuous symbol 
errors caused by the depth fading of the mobile 
communication channel under the condition of without 
increasing any additional cost. The main working principle 
of intertwined is to distribute the continuous digit symbol 
period. Then this string of errors after back to continuous bit 
string is a single mistake. Intertwined upset the output 
symbols after channel coding, and at the same time it also 
has weakened the interference of the input string in the 
module due to channel interference. At the receiving end, 
according to the column to readout receiving data. 

D. Fast Fourier Transform 

The implementation program of fast Fourier transform 
and inverse transformation is basically the same, and the 
difference is that the coefficient in positive and negative 
transformation is each complex conjugate, and the final 
results should be multiplied by 1/N. Fast Fourier transform is 
used to complete the binary parallel complex signal 
modulation process in order to form the OFDM signal. The 
function of fast Fourier transform is to complete 
demodulation process of received signal at the receiving end. 

The process of the function is as follows. 
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Figure 10. The flow chart of function of FFT 

E. Results and Analyze 

To evaluate the intrusion detection system based on 
OFDM which is proposed in this paper, we choose the set of 
KDDCup1999 network number [5]. 

Data set contains seven weeks of network data traffic and 
about 5 million Internet connection records. There are about 
2 million records for testing. There are a lot of normal 
network traffic and attack the network traffic, all have a 
strong representative, in which each connection instance 
contains 42 properties, and they all have identified as normal 
or specific type of attack. In training there are a total of 24 
concentrated attack, they can be divided into four kinds of 
data, it as shown in table 1. 

TABLE I.  THE  INVASION CLASSIFICATION OF DATA SET 

Types of attacks The name of attacks 

DOS Land, smurf, Pod, NePture, warezelient, teardroP, baek, aPaeheZ, udPstorm, Mailbom 

R2L imaP,Phf, xloek, netbus, sendmail, ftPwrite, guess_Passwd, xsnooP, multihoP, sPyyy 

U2R Perl, rootkit, buffer-overflow, loadmodule, ejeet, Ps, sqlattaek, Xterm, fdform 

Probing IPsweeP, satan,nmaP, queso, msean, ntinfosea 

In general, there are two kinds of method to test the 
intrusion detection system. One is under the condition of 
simulated network environment to test the intrusion detection 
system , in the normal flow and special flow it has contained 
known intrusion behavior, in controlled circumstances, to 
test the intrusion detection system. It has the advantage that 
the intrusion behavior is clear and easy to evaluate the 
intrusion detection system. But because of the invasion of the 
flow and real difference in their invasion of flow, it can not 
fully reflect various intrusion behavior in the real network 
environment. Another method is to use the actual flow test, 
this method has the advantage that it can be used on behalf of 
the user's real environment, the deficiencies are difficult to 
predict events, but it is not easy to control the whole process. 

In this paper we hope the whole process is controlled, and we 
can understand the data set in advance of intrusion behavior 
to detect the performance of the whole system, so the first 
method is adopted in this paper. 

F.  Detection efficiency test 

With the rapid development of computer network and the 
network bandwidth increases, the network data traffic is 
increasing. This time it put forwards the new requirements 
for the detection efficiency of NIDS. In order to verify the 
intrusion detection engine based on OFDM platform has a 
better detection efficiency, in this test we select 50000, 
100000,150000, 200000  of the records for testing. 

The experimental results are shown in table 2. 

TABLE II.  THE  TEST RESULTS COMPARISON 

The article number of connection records 5W 10W 15W 20W 
Intrusion detection system based on OFDM platform 8690 16890 25701 34301 
Intrusion detection based on simple rules matching 9621 19342 28432 38201 

From the above table, it can be obviously seen that the 
intrusion detection system based on OFDM platform, when it 
is used for testing the same amount of data, it is less than the 
amount of time intrusion detection based on simple rules 
matching the amount of time. And with the increasing of 
network connection record number, the advantages of 
intrusion detection system based on OFDM platform are 
more apparent. In this paper, the detection efficiency is 
defined as the unit of time to finish the inspection record of 
the number, the unit is article/ms. The above data in each 

record average detection efficiency obtained on an order of 
magnitude, the result is shown in table 3. 

TABLE III.  THE COMPARISON TABLE OF TWO KINDS OF INTRUSION 
DETECTION EFFICIENCY  

 The efficiency of intrusion 
detection(article/ms) 

Intrusion detection system 
based on OFDM platform 

5.90 

Intrusion detection system 
based on the basic rules 

5.11 
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From the table above, the detection efficiency of the 
proposed model of network intrusion detection based on 
OFDM technology is higher than the intrusion detection 
based on simple rules matching for 0.79. 

V. CONCLUSIONS 

In the system structure design of the intrusion detection 
system based on OFDM technology, the realization of data 
acquisition and preprocessing method is given in this paper. 
In the last,  we specially use the test data of KDDCup99  to 
test the detection accuracy and efficiency and record test 
results. It can be seen that the system has a high detection 
efficiency and accuracy. 
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