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Abstract — Firstly, for the online security early warning and auxiliary decision system of China power grid is studied, and the 
function of the software platform support system are analyzed, at the same time, the function of the application of the system are 
analyzed. Secondly, according to the characteristics of the China power grid, the construction scheme of China power grid network 
are studied, and the proposed scheme has carried on the simulation analysis by PSASP software the scheme proposed by PSASP 
software, and verify the feasibility of China power grid network construction scheme, China power grid network construction 
scheme greatly simplifies the scale of network building. At the same time, a method of Improve the qualified rate of state 
estimation debug was put forward, And a new ring circuit parameters estimation based on matrix computation practical method 
and the corresponding verification can improve the precision of estimation of power grid. Finally, studied China power grid online 
security early warning and auxiliary decision system data integration solution, and presents an improved data integration solution 
based on the characteristics of China grid. 
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I. INTRODUCTION 

In recent years, with the China power grid spatial scale is 
constantly expanding, the operation state of power grid 
becomes more and more complex, the role of the online 
security early warning and auxiliary decision system of the 
China power grid becomes more and more important, the 
reliability of the system is the guarantee of the safe and 
stable operation of power grid, Data source of high quality is 
the system give full play to the role of the premise, and the 
quality of the data source depends on the effective 
combination of three parts, which is the power network 
construction and state estimation and data integration, 
Therefore, the study of grid network construction, state 
estimation, data integration of these three parts is very 
important and meaningful work. [1] 
 

II. ACCIDENT ANALYSIS AND METHODS 

Since power system has gradually developed into a 
super-large-scale complex system, partial failure may spread 
rapidly to large regional or even the entire network, the 
possibility of a large-area blackout is increasing. The 
cascading failure is an important factor of the blackout, so it 
is necessary to strengthen the forecast and analysis of the 
cascading failure, then search the potential dangers and 
propose adequate measures. It has great significance for 
preventing the occurrence of a power outage, and ensuring 
that the power system operates securely and economically. 
[2] 

With the rapid increasing of wind turbines connecting 
into grid and achieving greater economic benefits, the overall 
security of the grid was under serious threat. From 2009 to 

2012, the wind bases of Jiuquan and Zhangbei have been 
constructed during this time. Accidents of wind power chain 
trip-off were frequent have happened in our country [3]. 
From 2011 to 2012, 205 wind turbines trip-off faults. Faults 
caused varying level threat to the grid. Therefore, it is needed 
to take online early warning for wind turbines concatenate 
trip-off so as to increase the running reliability of grid. 

This paper aims at intensively model of wind power base 
in our country, considering the influence to faults 
development caused by wind turbines trip-off in the faults 
scanning, establishing online early warning model for wind 
turbines trip-off. From the typical cases of the wind to take 
off the net, analysis and summarize reasons of wind power 
trip-off. On this base, it establishes perfect the index about 
judging wind turbines trip-off by means of the statistics 
analysis to Jiuquan wind power base LURT trial. Utilize 
electrical distance to sort and screen anticipates faults. 
Analysis and comparison is different calculation methods for 
electrical distance. [4] Choose electric distant algorithm of 
fault set selection for online early warning for wind trip-off. 
Using electric distance screens faults that make wind power 
trip off, which improves the efficiency of online computation 
Aiming at wind turbines connecting to high voltage grid 
directly in the on-line data, it p.ut forward virtual interface 
impedance and takes online equivalent simulation to wind 
power filed low voltage side faults. Online early warning 
model for wind trip-off is established. Calculate the tripping 
capacity of wind turbines in the grid transient process, take 
wind turbines trip-off as disturbance to fault, analyses the 
system stability question brought by cascading failure, 
provide correct decision support to electrical power system 
dispatching staffs in order to prevent cascading failure. Both 
the correctness of the proposed method and the effectiveness 
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of the proposed early warning model were verified by 
simulation results of Gansu grid. 

   

 
   

Figure 1. Plant Wiring and the Corresponding Network Architecture 
 

The cascading failure forecast of power system is 
explored and researched in this paper. To start with, the 
mechanism of the blackout accidents at home and abroad in 
recent years is analyzed, [5] and the characteristics of 
cascading failure accident are summarized. On the Basis of 
this, new reliability index for the cascading failure forecast is 
put forward, this index considers both the possibility and the 
disastrous degree of the cascading failure, and can be used to 
forecast the follow-up failure which should be considered 
firstly. Then, with the combination of the analytical method 
and the heuristic-search method, the forecast algorithm and 
detail process is presented which considers the factors such 
as the protection, security automatic device acts and the mark 
of end and so on. Furthermore, the failure prediction process 
of the EPRI-36 bus system is simulated using the power 
system analysis software package (PSASP), the feasibility of 
the algorithm is verified. In order to improve the speed and 
efficiency of forecast, a project is built with VC+-+- 
programming language to realize the function of friendly 
interaction, calling PSASP flow calculation module and 
transient stability calculation module, as well as index 
calculation and automatic search. Finally, the program is 
applied to simulate a number of prediction examples under 
different running status, some of the features of the 
cascading failure are concluded, the foundation for 
subsequent in-depth study is laid. 

The framework of the proposed scheme is shown in Fig. 
1. It consists of three parts: data-preprocessing, single-signal 
analysis, and synthetically stability evaluation. [6] 

 
Figure 2. Circuit 

In recent years, people have paid attention to the 
necessity of monitoring the Internet for malicious activities. 
Moore presented the concept of “network telescope”, in 
analogy to light telescope, by using a small fraction of IP 
space to observe security incidents on the global Internet. 
Yegneswaran et al. pointed out that there were no obvious 
addressing biases when using the “network telescope” 
monitoring methodology. “Honeynet” is a network of 
honeypots trying to gather comprehensive information of 
attacks. Symantec Corp. has an “enterprise early warning 
solution”, which can collect IDS and firewall attack data 
from the security systems of thousands of partners to keep 
track of the latest attack techniques. The SANS Institute set 
up the “Internet Storm Center” in November 2000, which 
could gather the log data from participants’ intrusion 
detection sensors distributed around the world. It has quickly 
expanded to gather more than 3,000,000 intrusion detection 
log entries every day. Berk et al. proposed a monitoring 
system by collecting ICMP “Destination Unreachable” 
messages generated by routers for packets to non-existent IP 
addresses. Based on such a monitoring system, they also 
presented a threshold-based detection system called 
TRAFFEN. 

The monitoring system we present can be incorporated 
into the current monitoring systems such as the SANS 
“Internet Storm Center”. Our contribution in this context is 
to point out the infrastructure spherically for worm 
monitoring, and what data should be collected for worm 
early detection. We also emphasize the functionality of 
egress monitors, which has been ignored in previous 
research. 
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Figure 3. Circuit Wiring Diagram 

TABLE I EPRI-36 NODES CALCULATION RESULTS [7] 

BUS9 BUS22 10 217.771 72.247 -53.064 0.23766 
BUS9 BUS23 11 217.771 17.284 87.487 0.23643 
BUS9 BUS24 12 217.771 -250.63 14.214 0.66555 
BUS11 BUS25 14 509.79596 385.1 -42.249 0.43876 
BUS12 BUS26 16 505.87489 -380.388 -14.389 0.43446 
BUS12 BUS27 17 505.87489 490.205 22.321 0.56006 
BUS13 BUS28 19 500.51431 -484.439 -104.555 0.57169 
BUS14 BUS19 21 217.47417 -109.817 -9.923 0.29274 
BUS16 BUS18 23 218.12351 0.003 -9.853 0.02608 
BUS16 BUS19 24 218.12351 -90.096 14.899 0.24172 
BUS16 BUS20 25 218.12351 -90.729 -14.347 0.24314 
BUS16 BUS21 26 218.12351 -91.581 7.502 0.24322 
BUS16 BUS29 27 218.12351 255.841 40.276 0.68554 
BUS19 BUS21 28 218.79975 110.732 -42.59 0.31307 
BUS19 BUS30 29 218.79975 -242.898 46.451 0.65257 
BUS20 BUS22 30 220.57774 -164.023 -20.558 0.43269 
BUS21 BUS22 31 219.7272 -55.875 -74.071 0.2438 
BUS22 BUS23 32 228.61772 -74.411 44.797 0.21935 
BUS23 BUS24 33 215.09328 -349.108 4.224 0.93717 
BUS25 BUS26 34 509.81671 385.1 -184.461 0.48358 
BUS27 BUS28 35 505.86391 490.205 -117.787 0.57542 
BUS16 BUS16 36 218.12351 0 -98.301 0.2602 
BUS18 BUS50 37 218.85153 0 0 0 
BUS25 BUS25 38 509.81671 0 142.068 0.16089 
BUS26 BUS26 39 505.88203 0 139.883 0.15965 
BUS27 BUS27 40 505.86391 0 139.873 0.15964 
BUS30 BUS31 41 224.2931 -30.177 10.361 0.08213 
BUS29 BUS34 42 218.11458 -264.159 30.208 0.70381 
BUS31 BUS33 43 224.29087 275.823 11.141 0.7106 
BUS33 BUS34 44 224.28847 275.823 11.068 0.7106 
BUS21 BUS21 102 219.7272 0 0 0 
BUS23 BUS23 103 215.09328 0 0 0 
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As shown in Fig. (2) and (3), Table 1 compares the 
parameters of the theoretical oscillatory modes and the 
identified results. Three results are listed: result 1 is obtained 
from analysis of the raw signal with the original Pony 
method; in result 2, the swell component is removed and 
then the modes are identified with the Pony method in [7]; 
result 3 is the output of our proposed scheme. 

III. MODELING OF ONLINE EARLY WARNING 
FOR POWER 

Power grid enterprise's safety management level and 
accident prevention ability are the indispensable and 
important parts to keep power grid steady operation and 
promote the harmonious development of economics and 
society. 

                           (1) 
Solar energy for its wide distribution, inexhaustible, 

clean and safe, etc., is becoming a new generation of 
renewable energy. The photovoltaic technology is one of the 
most promising uses of solar energy technology. Now，the 
large-scale photovoltaic power plants are connected to the 
grid, to analyze the impact of the plants gets more and more 
attention, but， because current domestic network analysis 
software lacks for the PV model .it is urgent to develop the 
PV model according to the program needs to facilitate 
understanding the operational characteristics of power 
system for researchers and operating personnel .it can 
provide better reference for the photovoltaic power plants 
connected to grid. 

  (2) 
In this paper, based on the UD modules of power system 

analysis software (PSASP6.28), the model of single-stage 
photovoltaic power generation and two-stage photovoltaic 
power generation was constructed, in which the model of 
photovoltaic cells, power converter, booster, maximum DC 
Power control and protection of the grid were set up, through 
their combination of complete connection between the 
single-stage model and the two-stage model of photovoltaic 
power generation, the model of photovoltaic power 
generation was added to program. 

                 (3) 
Through the debugging and verification for simulation 

model in the case of static, dynamic and network failure in 
Single machine infinite bus system, it can reflect the actual 
operation of the photovoltaic system when connected to the 
grid, the simulation results proved accurate，the model is 
facilitate and reasonable and can be used in photovoltaic 
engineering simulation. 

          (4) 

When an area appears in two adjacent time intervals, 
Holt two-parameter linear exponential smoothing method 
can be adopted to forecast thunder area: 

      (5) 
Lighting withstands level of lighting striking 

transmission tower: 

     (6) 
The total lighting fault probability of transmission line is: 

        (7) 
Calculation method above is an approximate analytical 

calculation based on simulation experiences and statistical 
results, which can be used to guide the shielding design of 
transmission lines. Formula (8) that calculates the thunder 
fault probability A can’t be used to calculate the thunder 
fault probability of a line in a period. 

               (8) 
The number of lighting N which may strike transmission 

line is:  

               (9) 
The real-time calculation formula of lighting fault 

probability is: 

  (10) 
Unlike traditional annual average lighting fault 

probability model, the real-time probability model considers 
real-time information of space-time distribution. Forecast 
results are changed with the variation of time and location, 
and can be used as the basis of revising the reassigned faults 
list dynamically. And the process of online security analysis 
can deal with the more dangerous reassigned faults priority. 

   (11) 
According to our experience, singular components such 

as jumps, sags, and swells appear frequently in practical 
systems. It is difficult for the Pony algorithm to obtain 
accurate results under this circumstance. To avoid the 
harmful effects of these singular components, the differential 
filter is employed to detect and stroke out the data containing 
the singular components. The point where the filtered value 
is exceedingly large indicates the existence of the singular 
component. The differential value at the nth point can be 
calculated by the formula: 

                       (12) 
The normalized coefficients in the formula (13)-(14) are 

actually the pulse response of the differential filter. 
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 (13) 

  (14) 
 

IV. SIMULATION BY MATLAB 

Theoretical analyses and experimental results have made 
it clear that the sampling rate of 10 Hz is sufficient for the 
Pony algorithm to identify oscillatory modes of frequency 
from 0.1 to 2.5 Hz. To reduce the computational complexity 
as well as to enhance the analysis efficiency, the data are re-
sampled with a lower sampling rate (10 Hz) to reduce the 
number of the data points and then fed into the Pony module. 
(Fig. (4)) 

 
Figure 4 35kV and 110kV 

p=[ 1.287, 2.4882, -1.346; 0.8467, 2.7254, -1.5956; 
0.3413, 1.0983, -0.632; 0.4985, 1.582, -1.33 43; 0.4270, 
1.5239, -1.2312; 0.2662, 1.2700, -0.8976; .6110, 1.5518, -
0.794;0.2234, 1.2574， -0.8682; 0.7896, 2.7114, -1.6130; 
1.2147, 2.4212, -1.2647] 

x=[0.9547;1.8213; 3.4492] 
i=[1,0,0;0,1,0;0,0,1〕 
n=(p' *p+i) 
1=inv(n) 
y=1*x 

As shown in Fig. 3, the amplitude-frequency response of 
the compound filter within the pass band is not perfectly flat 
but fluctuant, and the phase-frequency response is not 
constant but section ally linear. So, the data-preprocessing 
procedure will introduce deviations to the amplitude and the 
phase of the oscillatory mode. To obtain the accurate values 
of the amplitude and the phase 

  (15) 
In order to reliably evaluate the system stability, five 

indices are developed according to our engineering 
experience. 

To ensure reliable assessment of the oscillatory state, the 
results from several sequential data-windows should be 
considered for the evaluation. Only if the oscillatory states 
assessed from several sequential data-windows are the same, 
can the final judgment be made about the oscillatory state of 
the current signal. 

Finally, the system stability is evaluated by considering 
the oscillatory states of all the signals. If any signal contains 
divergent oscillations, alarm will be issued. And if all the 
signals are smooth or well-damped, the system is claimed to 
be stable, see Fig. 5. 

   

 

Figure 5. The Test Signal 

Fig. 4(b) displays the waveform of the signal after the 
data-preprocessing procedure. The length of the 
preprocessed signal is shortened thanks to the filtering 
operation. Obviously, the data-preprocessing procedure can 
successfully wipe out the swell and the ramp components. 
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V. CONCLUSIONS 

To perform electromagnetic transient analysis on a part 
of a large-scale regional power network by 
PSCAD/EMTDC, the regional power network has to be 
divided into two parts, namely the internal network and the 
external network, and then the equivalent simplification of 
the external power network is carried out. It is necessary for 
traditional equivalent methods to establish nodal admittance 
matrix of the external power network and simplify the 
network by Gaussian elimination, and it leads to heavy 
calculation burden. For this reason an equivalent method for 
regional power network based on short-circuit calculation by 
Power System Analysis Software Package (PSASP) is 
proposed, that is, by means of simultaneous short-circuit of 
all boundary nodes the parameters of injection current 
sources can be obtained; then by means of short-circuiting 
boundary nodes one by one, the nodal voltage equations, 
whose number is the same as the number of boundary nodes, 
are attained, thus the nodal admittance matrix can be 
simultaneously solved. 

Adopting the proposed method, corresponding 
parameters of boundary nodes can be directly solved and the 
calculation burden is light. Results of simulation of large-
scale regional power network containing UHV transmission 
line show that the short-circuit current of the original 
regional power network calculated by PSASP basically 
conforms to that calculated by equivalent network based on 

PSCAD/EMTDC, thus the correctness of the proposed 
method is verified. Finally, the proposed method is 
compared with traditional static equivalent methods, and the 
application scope of the proposed method is discussed. 
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