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Abstract - Each information system intelligence is ensured by its data, which must be managed, evaluated, stored and retrieved. 
Data resource management is simply a database. Relational database environment highlights data structure and normalization 
covered by the conventional paradigm, which is based on storing only current valid data. For current systems, it is necessary to 
monitor object states over time, to store not only historical but also future valid data. In this paper, temporal characteristics are 
described. Our proposed model is based on attribute granularity, which can be used effectively if the granularity of the attribute 
change frequency is not the same. Another spectrum of data management is security, which is encapsulated by the user privileges 
based on at least one privilege. However, it is not enough and the database activity should be monitored with regards to data 
consistency, security rules and audit criterions. Individual trigger definition influences performance, therefore, in this paper, 
properties, limitations and transformations are proposed to obtain optimal performance.   
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I. INTRODUCTION  
 
Data processing and effective management is one of the 

most important part of the information technology. In the 
past, data were managed only in limited version due to 
processing costs, size demanding and opportunities for 
complex data monitoring and evaluating. However, that time 
period is really over. Nowadays, there are strict and 
significant requirements for complex and effective data 
management in terms of time, size and global performance. 
Information systems nowadays must deal with wide range 
and amount of data as a main part of the decision-making 
processes [10] [22]. Significant aspect of conventional 
databases is just storing actual states. Although the 
requirements are based on temporality – to get object states 
based on actual validity, paradigm is still unchanged. 
Therefore, there are many problems in the management of 
data over the time and modelling methods. It is necessary to 
ensure correctness and consistency. Thus, the time position is 
now very significant, but hard to model effectively. When 
we look to the history, we should highlight the needs to store 
also actually invalid data – data, which validity has expired 
or will be used later. For these object states, there was no 
access and approach support. It had to be managed using 
backup and log files, which usually brought significant 
performance slowdowns, administer intervention necessity 
and as a consequence, inapplicability in practice. Moreover, 
that approach has no solutions for dealing with future valid 
data [4] [5] [6].  

Later, researchers and developers considered that sphere 
very important and tried to propose complex temporal 
solution. Standard TSQL2 as a extension of SQL-92 has 
been proposed and finalized even at the end of the 20th 
century, specifically, in 1995, final version has been 
presented offering new data model principles, new temporal 
data types and last but not least syntax and semantics. 
However, at present, we have year 2016 and no standard is 
accepted. ISO commission, although after the approval by 
ANSI standardized commission, has not accepted this plan 
resulting in complete abolishment of this concept in 2001 
[12][17][21]. Although, we can later perceive various 
attempts for temporal modelling, substantial part must be 
declared and managed explicitly by the developer. The 
largest and most comprehensive approach, which extends 
techniques of temporal systems, is based on uni-temporal 
system. However, it is only another layer built on 
conventional paradigm concept. Thus, primary key is 
extended by the validity, which can bring many problems 
with state definitions. First of all, each object must be 
defined by no more than one state anytime. Whereas there is 
no support for time interval definition (start and end point of 
the validity), it must be managed by user to ensure 
consistency of the time period (start point must be lower or 
the same as the end point). In addition, series overlapping of 
the same object is problem.  

Temporal models used today are based on extension of 
the primary key. Mostly, it is extended by the validity 
modeled by two attributes bordering start and end point of 
the period or by only one attribute charactering start point.  
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In that case, newer state delimits the previous one. However, 
if we need to correct state due to any error or mistake, the 
original value is lost. Therefore, for these purposes, bi-
temporal approach has been developed. Thus, imagine the 
primary key consisting of at least five attributes modelling 
periods. In principles, we can define multi-temporal system. 
Referential integrity is in that case real problem due to too 
complex primary keys. Moreover, these time period should 
be synchronized – values should completely cover 
referenced objects. It caused significant performance and 
management problems, therefore that requirement has been 
omitted [1] [8] [9] [13].  

When managing temporal data in ad hoc networks with 
short term connection, it is necessary to manage and send 
data effectively, to optimize data flows based on 
infrastructure. To solve the problems with effectivity of the 
temporal systems, based mostly on different changes 
granularity, we propose another solution, which manages 
changes on the attribute level. It consists of three layers - 
current valid states (first layer), temporal management 
(second layer) and non-actual states (third layer). Thanks to 
such architecture, existing programs dealing only with actual 
states can be used without code recompilation necessity. 
Temporal management is mostly based on temporal table, 
which covers all changes of the particular attributes; the 
values themselves are stored in the third layer. Principles, 
structure and data management along with performance 
comparisons can be found in [16] [17] [18]. 

Current database approaches very strictly focus on 
security. Organizations create and improve security manuals 
to list all rules are procedures. The safest rule follows at least 
privilege principle – no one should have access to anything 
beyond the absolute minimum needed to perform their work. 
Simply, anything not specifically allowed is forbidden [1] [2] 
[14] [15]. Although each schema, user, is password 
protected, also roles grouping privileges can be password 
protected covered by security rules, it is not enough. Data 
themselves are protected by transactions and defined 
constraints, which can be checked either automatically (e.g. 
data types) or by defining additional objects – triggers. 
Another aspect is just activity monitoring, dynamic Select 
compositions (some conditions are added to the statement 
automatically) or just audit.  

In this paper, we want to focus on problems of data 
security and integrity. Databases usually store confidential 
information and values that can be processed and updated 
only by the authorized (granted) users. Security of such data 
portions is ensured in principle by two ways – through audits 
and by using triggers. On the other hand, even in the past, it 
was possible to arrange and deal with many security 
problems using at that time existing techniques. Thus, some 
solutions may be now provided by several ways, so in this 
paper, we deal with comparison of individual solutions that 
provide the same or similar functionality. Whereas temporal 
databases are usually large, the question is in place. 
Principles of auditing and impacts on temporal management 
performance are described in [14] [15].  

Chapter 2 deals with the triggers based on data 
manipulation language operations. Individual parameters of 

them influence performance, their impact is compared in 
section 3. Conclusion and summary for DML trigger 
definition can be found in section 4. Then, DDL trigger 
definition and performance is introduced in section 5. At the 
end, audit criterions and management possibilities are 
described and referenced in section 6.  

II. TRIGGER TYPES 

Oracle, as the gauge of the database systems, defines 
trigger as named program unit that is executed in response to 
events that occur in database. It can maintain critical 
situations to ensure reliability and sustainability of the 
system. In Oracle 11g, multiple new clauses have been 
proposed. Thanks to that, very complex management and 
security options can be done. We can divide triggers into 
four groups based on the event associations [3] [11] [15]: 
 DML triggers fired when Insert, Update or Delete 

statement should be executed. By these means, we can 
set some values, control the correctness or log performed 
activities. This part is also target of interest for this paper.  

 DDL triggers associated with data definition operations 
like (Create, Alter, Drop, Truncate, ...).  

 DCL triggers associated with managing privileges 
(Grant, Revoke). 

 Server action triggers for operations like Login, Logoff, 
Starting or Shutting down server or associated with 
Raised errors.  
The aim of the temporal management is to provide 

effective approach managing reliable data, to provide 
optimal (or suboptimal) performance [19] [20]. Thus, also 
appropriate clause of the trigger should be used to provide 
desired operations. Tab. 1 shows the structure of the trigger. 

TABLE I. STRUCTURE OF THE TRIGGER [20] 

 
 

III. PERFORMANCE COMPARISON  

Individual test operations and experiments were provided 
using Oracle Database 11g Enterprise Edition Release 
11.2.0.1.0 – 64 bit Production, PL/SQL Release 11.2.0.1.0 – 
Production. Parameters of the used computer are:  
 Processor: Intel Xeon E5620; 2,4GHz (8cores), 
 Operation memory: 16GB, HDD: 500GB.  

Our experiments and evaluations were performed using 
defined example table - employee. Fig. 1 shows the structure 
of the table. 50 departments were used, each consisting of 
1000 employees, each of them was delimited by 20 different 
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salaries over the time. Thus, total number of rows was one 
million. Each experiment has been performed based on the 
reduction factor influencing the number, respectively 
proportion of data to be got in comparison with the total 
number of data in the tables. For these purpose, we use 
following reduction factors: 1%, 5%, 10%, 20%, 30%, 40%, 
50%, 60%, 70%, 80%, 90% and 100% (all data are 
processed). For the purpose of criteria evaluations, values 
50%, 60, 80% and 90% are omitted (because of the paper 
length limitations and easy readability). Each experiment has 
been performed 10 times; values represent average values to 
remove any impact of server workload.  

 

 
Figure 1.  Employee table structure 

If you want to influence performed activity by setting 
some attribute values or control values and changes to be 
executed, it is necessary to fire such operation (trigger) 
before the change itself. If not, you will have to reconstruct 
and reverse performed operation. On the other hand, if you 
want to log, what has happened, which data have been 
changed, data themselves are not influenced. In that case, 
Insert statement can be performed before, but also after the 
executed operation itself. However, important task is to 
evaluate, which solution provides better performance. As we 
can see, the results are not the same and the difference is 
significant. On the other hand, if some control mechanisms 
must be performed at defined order (before or after), it is 
better to group it together, not to create separate before and 
after trigger. The performance (total processing time in 
seconds) of combination before and after trigger is shown in 
the row called „both“ in fig. 2. Processing time without any 
trigger characterizes row called „without“.  It can be said, 
that the slowdown of using triggers is too high (even up to 8 
times). However, the reason is based on controlling 
mechanism - each object value must be reflected to the 
trigger before inserting, thus, data cannot be processed in 
batches. When we compare performance of the triggers fired 
before and after operations, significant improvement is 
visible. If the reduction factor is 1%, we get only 7, 48% 
improvement (comparison of the processing time of the 
before trigger type and after trigger type). But if the 
reduction factor is higher, improvements are better, e.g. for 
40% reduction factor, performance results are lowered – 
32, 25%, for 100% reduction factor, performance 
improvement rate is 31, 88%. Fig. 2 shows the results in 
table form, fig. 3 shows them in graphical representation.  

 

 

Figure 2.  Experiment results - trigger type - before – after, row level 
granularity 

 

Figure 3.  Experimental results - trigger type - before – after, row level 
granularity 

Thus, to conclude these experiments, it is clear, that if 
there is opportunity to fire trigger after the operation itself, it 
provides better performance.   

Experiments in the previous part are based on row 
granularity, thus if the Update statement influences multiple 
objects, each change at a particular record is logged. Thus, 
one statement can generate multiple Insert statements to log 
table, which consists of object identifier, performed 
operation, login of the user and time of the performed 
activity. Statement triggers are fired only one for each 
performed operation. In that case, time for trigger processing 
covers approximately 5-10% of the processing, When 
comparing trigger types, also after trigger type is better, 
however, the impact is really negligible, whereas the amount 
of data to be logged is significantly lowered – improvement 
at rate about 2%. Fig. 4 shows the performance results. All 
values are in seconds.  

Thus, there is no significant impact of trigger definition 
for statement granularity.  

 

 
Figure 4.  Experiment results - trigger type - before – after, statement 

trigger type 

In the previous experiments, assumption was based on 
logging all activities associated with DML statements. 
However, usually, not all operations are necessary to be 
monitored. Thus, there should be conditions defined. 
Important task is, when to evaluate the condition. Oracle 
database system provides two possibilities – inside or outside 
the trigger. If the outside principle is defined, trigger is fired 
only if the conditions are met. Thus, we can limit processing 
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sources and reduce costs (time, CPU). The second principle 
is based on conditions evaluation inside the trigger; thus, 
trigger is fired every time the particular statement type is 
executed. The question is, whether output type provides 
improvements and if so, how much is it? For this experiment 
environment, we define following condition – only 1% of all 
data is monitored. Thus, if we manage only 1% of data based 
on reduction factor, log writer is always executed. If you 
have for example 10% reduction factor, log is created in the 
cases of one-tenth. Fig. 5 shows the performance of the 
solutions with inside (using IF condition) and outside (using 
WHEN condition) triggering condition checking. The outside 
solution reduces total processing time costs about 75, 11% 
(average value) in comparison with inside solution (reference 
100%). That is because condition inside the trigger forces 
system to fire it always, thus, even if the trigger does not 
execute anything in its body, it must be placed to the system 
memory and executed. Greater value of the reduction factor 
provides better the performance characteristic – 1% - 
processing is higher using 158,30%, 100% - 41,39%. Fig. 6 
shows the graphical performance representation and 
comparison of the inside and outside condition evaluating. 
Results are expressed in seconds and characterize after 
operation firing.  

 

 

Figure 5.  Conditions evaluating performance 

 

Figure 6.  Conditions evaluating performance 

Operation (Insert, Update, Delete) logging can be 
performed either by one trigger, as Oracle recommends it or 
by resolving the problem for each operation separately, thus 
three trigger would be defined. Although management of 
such three triggers will be a bit more complex and the disc 
space demands will be higher due to the trigger headers, 
performance will benefit from separate solution type. For 
these purposes, we will compare solutions of the triggers 
fired after the operation (the comparison between before and 
after trigger type is defined sooner). The first model deals 
with one trigger for all operations. Inside the body, 
individual types are delimited using IF INSERTING, IF 
UPDATING and IF DELETING conditions. Each operation 

has been performed one million times shortened by reduction 
factor. Fig. 7 shows the total average values.  

 

 
Figure 7.  Grouping triggers performance evaluation 

When comparing experiment results, we come to the 
conclusion, that three separate triggers provides better 
solution reflected by the performance. The slowdown of the 
solution based on grouping all triggers together is about 
26%, the worst solution is based on high processing factor – 
if all data objects are processed, the slowdown is 36,69% (in 
comparison with three separate triggers – reference 100%). 
Graphical results are shown in fig. 8. 

 

 

Figure 8.  Grouping triggers performance evaluation 

There is possibility to create multiple triggers of the same 
type. In the past, there was significant disadvantage – there 
was no way to guarantee the order of firing individual 
triggers. It was based on firing registration for each executed 
command. Thus, if some variables or data were changed 
inside the body, it could lead to data loss or managing 
incorrect values. Let have the simple example (left part, 
tab. 2). If you want to insert new data like this 
(let :new.salary be 650), the order of triggers firing is 
important. If the first trigger is executed sooner, the input 
will be 700 for the second trigger. However, if the second 
trigger is executed sooner, it will get different values to be 
stored in the database. If trigger one is executed sooner, the 
global result will be 800, if the second trigger is executed 
sooner, result will be 750. Is it incorrect, isn´t it? 

These problems resulted in the need to keep the trigger 
all together in one block with all the consequences. If the 
implementation conditions were based on different 
granularity and inducing triggers, efficiency decreased. 
Conditions were evaluated always, trigger body was fired 
always. With the introduction of Oracle 11g version, the 
situation has changed. It is possible to influence the order in 
which the individual triggers are fired and can therefore 
multiple triggers of the same type without any tricks can be 
defined.  
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Oracle 11 grid version offers adding FOLLOWS 
keyword, by which the order is defined exactly (right part, 
tab.2).   

TBLE II. MUTIPLE TRIGGERS OF THE SAME TYPE EXAMPLE DEFINED BY 
FOLLOWS KEYWORD 

 
 
Thus, same inputs always result in the same output values 

and it should be so. In this context, we should, however, 
think about the benefits of this methods reflected by the 
reduction of server resources (workload) processing time by 
using FOLLOWS clause in comparison with a single trigger 
to provide multiple conditions. Fig. 9 shows the performance 
results for all destructive DML statements (Insert, Update 
and Delete). We will evaluate three conditions based on 
different rates to be TRUE. The first condition is TRUE in 
25% cases, the second in 50% cases and the last third is 
TRUE in 75% cases.  

 

 
Figure 9.  Impact of using FOLLOWS clause 

Compound trigger is a new technology improving and 
simplifying programming and management, by which 
various actions can be grouped. Moreover, this approach can 
share common data, improve programmer management and 
usability. On the other hand, it has more memory demands, 
all parts are considered as the common part, so loaded into 
the memory as one element together. Fig. 10 shows the 
performance in graphical representation using FOLLOWS 
clause.  

It consists of two sections – declarative part, which is 
optional and at least one timing-point section: 

 before statement,  
 after statement,  
 before each row,  
 after each row.  

It cannot have multiple sections for the same timing 
point (fig. 13). Individual operations are delimited by IF 
INSERTING, IF UPDATING and IF DELETING conditions 
[2] [3] [20].  

There are in common two reasons for defining 
compound trigger - to accumulate rows destined for a second 
table so that you can periodically bulk-insert them and to 
avoid the mutating-table error (ORA-04091).  

 

 

Figure 10.  Impact of using FOLLOWS clause for particular operations 

One side is the issue is processing and evaluating from 
the perspective of the user, but the really important issue is 
the performance and efficiency. When we compared the 
grouped triggers based on compounding with classic single 
triggers, we got only slight improvement in comparison with 
solution described in the fig. 11. Memory requirements are 
higher, however, not reflected by the significant 
improvement in performance, there is only contribution 
of1,28% (average value) – fig. 11.  

Moreover, there are many restrictions for using 
compound triggers, like the body of the trigger must be 
compound block, it cannot contain PRAGMA 
AUTONOMOUS_TRANSACTION keyword, and it cannot 
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have initialization block and exception processing part. 
However, the most significant are following [2] [3] [22]:  

 NEW and OLD records cannot be processed in the 
declarative part,  

 Side effects cannot be roll backed,  
 The order of triggers fired is not guaranteed. It can 

be interleaved with the simple triggers.  
  

 
Figure 11.  Impact of using compound trigger type 

IV. DML TRIGGER SUMMARY 

Trigger is a stored compiled version of the program code, 
which is associated with the action and fired automatically in 
case of execution such statement type. DML triggers can be 
connected to the destructive operations – Insert, Update, 
Delete and provides data integrity and performs changes and 
validations made to the table with regards on the defined 
rules, which must be passed. Using these triggers, some 
operations can be even disabled completely, or disabled for 
particular users or category. If the trigger is associated with 
the statement level, there is no significant performance 
difference. Another situation is based on row-level 
triggering. If there is possibility to choose before or after 
operation firing type based on data characteristics and 
provided operations, after trigger type provides better 
solution. Based on the experiments and used reduction 
factors, we can get improvement in tens of percent. 
Naturally, individual conditions are evaluated externally, 
thus the body of the trigger should be executed only for 
passed conditions. Also grouping triggers to one block does 
not provide performance improvement, just the opposite. 
Although it is more convenient to manage have all the 
processes stored together in one block, and even some 
operations are the same for all statement category types, in 
the body, it is necessary to distinguish the particular 
operation and log it. New versions of the database system 
Oracle allows you to determine the order of the trigger 
execution, if there are multiple triggers associated with the 
same statement type. Thanks to that, there is no problem 
with loss of data or operations and if the granularity 
(probability) of passing conditions is not the same, we can 
get really significant time performance increase. In the 
experiment section, we compared individual trigger types 
with highlighting possible modifications to get best 
performance.  

V. DDL TRIGGERS 

Except the triggers defined for the data manipulation 
operations, triggers can be also defined for data definition 
language (DDL) operations – Create, Alter and Drop and 

their extensions like Trunc, Rename, etc. Syntax of such 
trigger definition is in tab. 3. DDL_event clause can hold the 
value Create, Alter or Drop. Firing event granularity can be 
set either to database (trigger will be launched for each 
object of each database schema) or connected to one defined 
schema. Notice, that it is not allowed to create DDL trigger 
for particular schema object itself, but it must be 
generalized. Specification can be done in the trigger body or 
by using When clause. Tab. 4 shows the example of the 
specification for the table Test_tab.  Ora_dict_obj_name is 
used for object name limitation, Ora_dict_obj_type delimits 
its type.  

TABLE III. IMPACT OF USING COMPOUND TRIGGER TYPE 

 

TABLE IV. DDL TRIGGER OBJECT SPECIFICATION 

 
 

With regards on the experiment environment described 
in section V., performance comparisons have been done. 
The first evaluation model is based on performance 
comparison of the solutions with inside (using IF condition) 
and outside (using WHEN condition) condition checking for 
DDL triggering events. Results are shown in the fig. 12. In 
comparison with DML triggers, in this case, we are 
accessing data dictionary, which is delimited by specific 
access structures and commonly located in the memory, not 
the object values themselves (like DML triggers). Thus, the 
performance more significantly benefits from using outside 
triggering settings. Fig. 12 shows the performance 
comparison results. When defining inside condition as 
reference model (100%), outside condition defined in When 
clause requires only 82% for getting 1% of values, 75% for 
20% of values and even 61% for associating 100% of 
values.  

1% 5% 10% 20% 30% 40% 70% 100%

0,20 0,92 1,62 3,78 8,12 9,52 20,02 54,30

1,13 4,57 6,87 15,24 34,72 48,76 85,97 140,13

outside

inside  
Figure 12.  DDL trigger (inside / outside) condition evaluating 

 
Fig. 13 below shows the results with regards on fig. 12 in graphical 

form. 
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Figure 13.  Condition evaluation performance results 

The second performance comparison model is based on 
evaluating granularity for the trigger itself. It can be defined 
either for the whole database itself (and consecutively 
limited in the trigger body (inside condition) or by using 
When clause (outside condition) or for the particular 
schema. Thus, if multiple schema models must be checked, 
several triggers are required to be defined (separate for each 
schema). In this case, it is necessary to emphasize 
efficiency, thus the evaluation (trigger body) should be 
packed and extracted to separate method to remove 
dependencies and duplicate code. Let have 1000 users in the 
system. Number of schema users associated with the trigger 
policy is expressed in the percentage. Fig. 14 shows the 
results (values are in seconds), which are consecutively 
modelled in fig. 15 (graphical form). The limitation of the 
schema granularity approach is approximately 12%. For 
dealing with higher percentage of schema number to be 
evaluated, database approach is better with emphasis on 
processing time and percentage. Schema approach requires 
only 7,95% for 1% of total schema count, 97,87% for 10%. 
After the 12% limit, performance is worse, e.g. for 20% - 
slowdown is 107,29% (reference model is database).  

1% 5% 10% 20% 30% 40% 70% 100%

0,07 0,46 0,92 1,99 3,21 4,47 7,36 10,18

0,88 0,90 0,94 0,96 0,98 1,02 1,19 1,25

schema

database  
Figure 14.  DDL trigger event granularity (schema / database) 

 

 
Figure 15.  DDL trigger event granularity (schema / database) 

VI. EVENT TRIGGER 
 
Another type of the trigger is just event trigger, which can 
be associated with specific events. Naturally, it is available 
only if the database is accessible and open, thus there is 
limitation for triggering type timepoints. Events for startup, 
shutdown, logon and logoff are referenced. Fig. 16 shows 
the table for particular events and moment, in which 
particular trigger can be fired.  
 

event timepoint description

startup after starting instance

shutdown before closing instance

logon after user logon

logoff before user logoff  
Figure 16.  Event trigger 

 
 

VII. AUDIT 
 
Trigger is started automatically for the execution of 

defined operations with respect of defined conditions in the 
When clause. It can be associated only with destructive DML 
management operations. However, very often, there are 
sensitive data stored in the database, which must be kept in 
secret, respectively, unauthorized people cannot get such 
data. For these purposes, we define audits. Standard database 
auditing can track the use of certain privileges, execution of 
the commands and object or tuples access attempts. Value-
based auditing is modelled by triggers described sooner.  

Fine grained auditing (FGA) extends the functionality of 
the triggers, it monitors performed operations for logging 
purposes, but cannot influence the values, cannot change 
any value. On the other hand, it can be associated with all 
DML statements, even for Select statement. Like triggers, 
processing can be influenced by the conditions defined in 
audit_condition definition clause. It is connected to the 
handler module (handler_module), which defines operations 
encapsulated in the method (procedure), which should be 
executed, if the conditions are met. Fine grained auditing 
principles and impact on the performance is described in 
[14] [15] [22]. Tab. 5 shows the parameters of the audit 
method to be registered in the system. It must consists of 
unique audit name (policy_name), associated table 
(object_name) in defined user schema (object_schema). 
Statements associated to audit are defined in statement_type 
parameter and can consists of multiple operations. Particular 
columns are defined in audit_columns parameter. 
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TABLE V. METHOD FOR REGISTERING AUDIT 

 
 
 

VIII. CONCLUSIONS 
 
Data evaluation, processing, managing, storing and 

retrieving is core part of current information systems. 
Temporal database is an approach for modelling data over 
the time. In the past, definition was based on managing and 
obtaining historical data from transaction logs ensuring 
consistency and durability. Soon after its introduction, 
researchers concluded, that such approach is not usable in 
complex environment due to its time, resource consuming as 
well as need for user interaction. Temporal paradigm 
characterizes multiple states as the composition of one 
object. Object level temporal approach is based on primary 
key extension using time interval, mostly defining validity. 
On the other hand, attribute oriented approach uses column 
granularity. In the future, we would like to propose hybrid 
approach, which will detect data attribute synchronizations 
sophistically. Thanks to that, system will be able to deal with 
not only attribute themselves, but also attribute groups to 
improve performance during state update operations.  

Second part of the paper deals with security aspects of 
such temporal models. Although security rules should be 
always present in the companies, access rights abuse is 
significant part. Systems should be immune and prepared to 
detect and solve such situations. On a global scale, it ensures 
consistency, durability, correctness and global system 
reliability.  

Information system access rights should be protected by at 
least privilege with regards on public privileges and roles, 
whereas such operations are granted to everyone, who can 
even connect and access database. Second aspect is just 
activity monitoring using triggers. Whereas trigger is 
launched automatically, it provides robust solution for 
activity monitoring and auditing. One of the main task of the 
database approach is to provide reliability, security and 
correctness of the stored data. Typically, incorrect data are 
worse than no data at all, because they are input elements for 
decision making and other processes. Therefore, in this 
paper, DML trigger definition is proposed with emphasis on 
individual clauses, firing events and implementation. 
Particular clause performance impacts are described and 
experimentally compared.  

DDL trigger monitors activity based on object definition 
and management. It can be fired with various clauses, but 
mostly granularity. In this paper, performance characteristics 
and impacts are proposed with emphasis on limitations and 

borders between schema and database granularity. The last 
described trigger type is event trigger associated with 
specific events managing instance and connection to the 
database. We also shortly mention and define audit criteria, 
which are complexly defined in referenced papers. 

In the future, we would like to focus on indexes, which 
can be influenced by using triggers, so to provide layer for 
index definition and extending of existing ones to get desired 
performance. 
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