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Abstract – There is a decrease in QoS due to collisions when connecting to an Access Point (AP). The collision is caused not only by 
the density of nodes reaching out to the Access Point simultaneously but can also be due to hidden nodes on a Network. This 
Hidden Node issue is not spared on the latest standard network, IEEE 802.11ah. This research assesses the impact of hidden nodes 
within an IEEE 802.11ah network protocol using NS-3 (Network Simulator - 3). The parameters of measurement are the delay, 
Packet Delivery Ratio (PDR), energy consumption and throughput on the AP side. The simulation is done using several network 
scenarios: i) with and without hidden nodes, ii) where the number of nodes and hidden nodes increase, and iii) set with the 
Restricted Access Window (RAW) features. We conclude that performance of the network deteriorate with the presence of hidden 
nodes with RAW features on IEEE 802.11ah network standard. 
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I. INTRODUCTION 

 
The IEEE 802.11ah standard was created for the 

concept of internet of things where an object has the ability 
to transfer data over a network without requiring human-to-
human or human-to-human interaction. It operates at a 
frequency of 1ghz. It can extend network coverage, when 
compared to conventional wireless networks operating at 
2.4GHz and 5GHz. IEEE 802.11ah supports a very large 
number of stations in one AP, reaching 8191 stations  [1] 
[2].  

With the increasing number of nodes up to 8000 nodes, 
there are problem that could happen. One of that is Hidden 
node problem resulting in network performance 
degradation. When there is a hidden node node into each 
other, which are scattered at random, the case will be 
increased up to 41%. reaching 1,311,836 pairs of hidden 
nodes [1] [2].  

To minimize the impact of hidden node problems on the 
network, 802.11ah uses the restricted acces window feature 
parameter changes. And also, observe about energy 
consumption before and after raw parameter changes. 

 
 

II. IEEE 802.11AH OVERVIEW 
 

A prominent aspect of the 802.11ah is the behaviour of 
the grouped stations that minimize the occurrence of 
contention on the air media, using relays to extend its range, 
using less power due to predetermined on / off periods, 
capable of sending data at high speed under different 
conditions, And using sectoral antennas [3] [4]. On 802.11 
standard, dissemination of beacons in a single-hop 
dissemination.  

 

A. Maximum Number of Nodes 
 

Standard IEEE 802.11ah is supported by a very large 
number of stations. This is based on the AID hierarchy 
structure (Association IDentifier), which has a length of 13 
bits. [5]. 

 

Fig. 1 Structure of AID [5] 
 

In the figure 1 Length 13 bits can be formulated by 213-
1 (= 8,191). It consists of four levels of hierarchy ie page, 
block / TIM Groups [3] [5], then sub-block, and station's 
index [3] [5] [6]. From the explanation then, in one AP can 
accommodate 8191 station  
 
B. Restricted Access Window 
 

The RAW mechanism is useful for reducing collisions 
and increasing throughput when one hundred and even a 
thousand STAs simultaneously compete accessing channels 
to the AP [6] [7]. With RAW, the number of stations can be 
restricted to access channels simultaneously, by dividing 
the number of stations into groups and slots. Also only 
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allowed to access the channel by a certain group within a 
specified time [7].  

 
Fig. 2 RAW Schematic Mechanism [6] 

 
Specifically the flight hours accessing the channel to the 

AP are divided into several intervals which are placed in 
one RAW group. Among the time intervals, there are 
beacons that carry information on RAW parameters. 
Information such as the time each slot starts, the duration of 
each slot, the station is in which the group and the slot  
[6][7]. 
 
C. Power Saving 
 

Beacons are the shortest frame sent by the access point 
to the station or station to the station to regulate 
communication synchronization. IEEE 802.11ah introduces 
two signalling classes of beacons namely DTIM and TIM: 

 
• DTIM (Delivery Traffic Indication Map): 
DTIM brings information to all stations about which 

TIM group has pending data. Station and AP are associated 
with multicast messages and broadcast messages 

• TIM (Traffic Indication Map): 
Among the 2 DTIM beacons, there are some TIM 

beacons as TIM groups. Beacon tells, which station has 
pending data 

 
In 802.11ah systems, Power saving stations are divided 

into 3 categories: 
• TIM station, is type, the station must listen to beacons 

to send and receive data. The process of transmitting and 
sending data is limited by RAW. Stations with high traffic 
should use this procedure. Due to energy saving the 
competing stations access the channel simultaneously. The 
TIM type should pay attention to DTIM and TIM beacons 
for sending and receiving data. 

• Non-TIM station, here No need to listen to beacons to 
transmit data and receive data. Where only need to directly 
associate with AP, to get the time information when station 
in group and slot can access channel in RAW. Non-TIM 
types only pay attention to DTIM beacons for sending and 
receiving data. 

• Unscheduled station, where the station no need to 
listen to any beacon to do uplink and and downlink. This 
station type can access the channel at any time 
 

III. HIDDEN NODE PROBLEM AND SOLUTIONS 
 

With the IEEE 802.11ah standard having so many 
stations on one AP, it is very difficult to find mechanisms 
that can avoid or reduce the collision on the network traffic. 
Collision can occur because two or more stations try to 
access the channel simultaneously, making the station try to 
retransmit. From such matters can lead to losses such as 
wasted time, much needed energy and so forth [8] [9]. Even 
when retransmission of collision with other stations may 
occur. This is because each node fails to recognize each 
other's existence or is not within the scope of the other 
stations [8] [9]. 

 
Fig. 3 Hidden Node Problem[11] 

 
As shown in Figure 3, all stations can communicate with 

the AP. And if STA 1 wants to access the channel on the 
AP, that can be known by STA 3, because STA 3 is within 
the scope of STA 1. However, the problem is when STA 2 
also wants to access channel to AP when STA 1 is 
accessing channel. 

There are solutions for the hidden node problem. 
Back-off time: Do a countdown when the channel is idle. 

Once it gets to zero, then the packet is transmitted 
RTS/CTS: Handshake protocol for sending and receiving 

frames, after that new packets can be transmitted 
RAW: Split several stations into groups and slots 
 

IV. SIMULATION PARAMETERS AND SCENARIOS 
 

The simulation is done, that is addition of number of 
stations and change of RAW parameter value. But DTIM-
TIM beacon is not implemented. The following parameters 
are generally set for the 802.11ah network scenario and the 
hidden node parameter [1] [2] table 1. 

The simulation scenario is designed in such a way that it 
can generate maximum data and can be analysed. Hidden 
node performance analysis of 802.11ah standard network 
with network state without hidden node, with hidden node 
and reduced impact of hidden node by using RAW feature. 
Scenario method is done to the condition of existence and 
without hidden node is by increasing the number of stations 
multiples 10. Then change RAW by changing the number 
of groups and the duration of each slot.  
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TABLE 1 PARAMETERS SET SIMULATIONS 

Parameter Information 

Physical Layer WLAN / IEEE 802.11 

Transport Layer UDP 

Payload size 1472 bytes 

Data rate 0,65 Mbps 

Max packet generated 100 

Node number 10-100 

Bandwidth 2 Mhz 

Beacon Interval  102400 ms 

Maximum Contention Window 1024 

Minimum Contention Window 32 

RTS/CTS Active 

Max range 75 meter 

Mode TX consumption 0.28A 

Mode RX consumption 0.45A 

Mode Idle consumption 0.45A 

Mode Sleep consumption 0.0005A 

 
The simple way to integrate the geographical condition 

is through the modelling of system into the mobility model 
[14]. There are many mobility models in ns3. 3 of them are 
Gauss Markov Mobility model, Constant Mobility Model 
and Random Way Point Mobility Model [13]. And in this 
simulation use Constant Mobility Model. 
 
 

V. SIMULATION RESULT 
 
A. Throughput 

 

Fig. 4 Throughput 
 

Fig. 4 shows the result of throughput without hidden 
nodes better than with the hidden node. This shows that 
hidden nodes have a bad impact on the throughput side. In 
Throughput without hidden nodes, the number of stations 
increases, the number of throughput will also increase.  

While with the hidden node, throughput has decreased. 
This is because, the hidden node causes the collision, 
resulting in so many missing packet data. 

 

Fig. 5 Throughput with RAW changes 
 

Fig. 5 a graph with RAW changes that change the 
number of groups and the duration of the slot, can increase 
throughput with an average of 2Mbit / S. The initial 
throughput drops to below 2Mbit / s due to the impact of 
the hidden node, can be improved with RAW changes. 

 
B. Average Delay 
  

 
Fig. 6 Average Delay 

 
Fig. 6 gives the graph without hidden node to show the 

delay reaching 0.012 seconds. While with hidden nodes the 
delay has a number exceeding 0.25 seconds. 

From that comparison, the hidden node is bad against 
delay, which makes the delay rate increase as the number of 
stations increases.  As many stations and hidden nodes 
compete to access concurrent channels, collisions is 
inevitable, and a collision can cause a delayed packet to be 
sent. So the time required to send the packet to the 
destination gets longer. 
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Fig. 7 Average Delay with RAW changes 
 

Fig. 7 shows that with RAW changes, it can be seen that 
the delay rate can be reduced by an average of less than 
0.15 seconds (150ms). Although there are still some that are 
above 0.15 seconds. However, with RAW changes the 
impact of a hidden node can be suppressed from the delay 
side. 
 
C. Packet Delivery Ratio 
  

 

Fig. 8 PDR 
 

Fig. 8 the graph without the hidden node, the packet 
delivery ratio (PDR) drops to about 53%, while on Fig. 11 
the graph with the hidden node, the packet delivery ratio 
drops to about 32%. It also proves that the hidden node also 
affects the PDR side, until the PDR drops to about 20%.  

Overall, packet delivery ratio will decrease with 
increasing number of stations and worsened by the hidden 
node which also increases, due to mutual competition to 
send packets. Where the activity of a dense network to 
make network traffic becomes stuck, there is a collision 
because the activity hidden node. 

 

Fig. 9 PDR with RAW changes 
 

Fig.9 shows that with RAW changes that change the 
number of groups and the duration of the slot, the PDR rate 
can be raised which initially around 30%, to become an 
average of 42%. This shows that RAW is quite capable of 
improving network performance on the PDR side. Although 
with RAW changes, in this study has not been able to 
increase the PDR up to 80% -100%. 
 
D. Energy Consumption 
  

 

Fig. 10 Energy Consumption 
 

Fig. 10 shows that energy consumption without hidden 
node reaches 2.5 joules. While the hidden node, the energy 
reaches up to 4 joules. It also proves that, the existence of 
hidden node affect the energy consumed. The energy 
consumed by the hidden node is more than without the 
hidden node. 
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Fig. 11 Energy consumption with RAW changes 
 

Fig.11 shows that with RAW changes, energy 
consumption can be reduced to an average of 2 joules. With 
this it can be proven that RAW can make energy 
consumption more effective and efficient 

 

Fig. 12 Comparison energy 
 

Fig.12 the last graph, compare IEEE 802.11ah energy 
consumption with another standard i.e. IEEE 802.11n. As 
explained earlier that wifi has low consumption properties 
compared to the previous standard. This study proves that 
the theory described earlier is correct, where wifi has 
energy consumption reaching almost 4 joules, while IEEE 
802.11n almost reaches 9 joules, where IEEE 802.11n 
consumes 2x more energy than wifi.  
 
 

VI. CONCLUSION AND FUTURE RESEARCH 
 

In the research reported here, the authors draw the 
conclusion that a hidden node has a bad impact on network 
performance. Thus, the hidden node problem is also not 
spared from the new IEEE 802.11ah standard network, 
although the IEEE 802.11ah network standard specification 
is better than other standards. With the RAW feature on 

802.11ah, the hidden node problems can be suppressed, so 
network performance can be improved. 

IEEE 802.11ah energy consumption is also lower than 
other standards such as IEEE 802.11n, as was evident from 
the research reported above. 

But the performance of the above network is still not 
suitable to be implemented in real life, because the results 
obtained were often not quite what was expected. Other 
parameters must be specified to minimize the impact of 
hidden nodes on existing networks in IEEE 802.11ah to 
reduce their effect. 
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