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Abstract - This study investigates the relative ability of combining various security techniques to increase the security level of 
transmitted data without affecting the cover file. The analysis relies on an empirical study that evaluates the capability of 
integrating three different but related security measures: encryption, stenography and compression, in a combined manner. These 
proved security measures are customized in order to provide adequate security to the data before outsourcing it. To validate our 
proposed technique, a security framework is implemented and evaluated using several different text and audio wave files of 16 bits 
per sample. The results show that hiding data using 4 bits does not show any difference between the original and stego file. In 
addition, the One-Time-Pad algorithm proved that it allows a larger space to be available to hide data rather than using Pohlig-
Hellman algorithm. 
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I. INTRODUCTION  
 

Securing information is one of the most challenging 
issues in today's technological world. To secure the 
transmission of secret data over the Internet, various schemes 
have been presented over the last decade [1-2]. One can 
consider in this regard the two common countermeasures: 
cryptography and steganography. Cryptography is the 
science of securing messages to provide various aspects such 
as data confidentiality, integrity, authentication, and non-
repudiation [3]. It is old as Julius Caesar who invented a way 
(called Caesar cipher) for encrypting his political and 
military communication in 50 BC. In fact, the history also 
tells about the importance of using cryptography. For 
example, during the World War II, both sides were worked 
hard to introduce new encryption techniques that the other 
side could not discover or decrypt [4].   

On the other hand, Steganography, historically, comes 
from two Greek words, steganos, which means the covered 
or secret and graphy, which means writing or drawing and 
defines as the process of hiding one communication medium 
into another [5].  Steganography usages extend to include 
different applications including watermarking and digital 
rights and annotation in addition to other applications. One 
of the most important applications for steganography is 
covert communications [6]. 

The main difference between steganography and 
cryptography is that in steganography, the data is modified. 
While, in cryptography, the data is modified and transformed 
into another form or format to prevent its understanding 
unless it is decrypted using specific manner and keys [7]. It 

is important to mention here that either technique alone 
could secure the data. However, combining them together 
can increase the security of the message. In fact, combining 
of cryptography and steganography is suggested by many 
authors as [8-10]. 

Cryptography and steganography could be combined by 
encrypting the message then hiding it. Although the idea has 
been discussed and suggested previously, its application is 
limited until now because such an idea needs an extensive 
research and studies to investigate different encryption 
techniques with different steganography techniques. For 
example, the work of [11] introduced the idea of combining 
cryptography and steganography with providing an 
implementation.  

On the other hand, data compression has also considered 
in securing the data [12-13]. It defines as the production of a 
compressed version of an input data, which is smaller in size 
and holds the same information that the original has. Based 
on that, authors employed the compression process to 
convert the format of data to hide data. Recently, Authors of 
[13] proposed an engine for securing and managing of 3D 
medical images by compressing them before transmission.  

Being said that, our study is differentiated from the above 
works in many aspects. Firstly, a research has been 
conducted to find the desired choice of the steganography 
technique to be used. Secondly, the visibility of combining 
cryptography and steganography is explored to produce a 
higher level of security. Thirdly, the effect of applying our 
technique on the host file that will be used as a carrier file is 
measured to determine if there is any difference between the 
original and the stego file (which contains hidden data) for 
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the entire tested sample. Finally, the problem of keys 
exchange is also investigated by means of the ability to 
transfer encryption secret keys safely without the need for 
using secure channel. 

To underscore the practical viability of our approach, an 
empirical study was conducted to highlight the differences 
between the original file and the stego file, where the system 
is evaluated using text file and several different wave files of 
16 bits per sample of different sound styles. 1 bit, 2 bits, 3 
bits, 4 bits, 5 bits and 8 bits are used to hide data into each of 
the tested sample. The results demonstrate that hiding data 
using 4 bits does not show any difference between the 
original and stego file. 

The rest of the paper is organized as follows. Section II 
presented the reviewing of some related works to the 
proposed approach. Background material that is related to 
our research is introduced in Section III. While the system 
development and evaluation are presented in Section IV. 
Section V discuss the results, while Section VI offers the 
final conclusions and future works. 
 

II. RELATED WORK  
 

Many techniques are found in the literature appropriate 
for securing the transmitted data. In fact, the encryption 
techniques have been widely used to develop crypto systems 
[13-14]. On this subject, the two main techniques of 
cryptography- Symmetric and Asymmetric were utilized. 
While the symmetric cryptography (e.g., DES, AES, Pohlig-
Hellman, One-time pad, and others) uses the same key used 
for encryption and decryption, the Asymmetric Key 
encryption (e.g., RSA, ElGamal, Diffie–Hellman, and others) 
uses two different keys, Public key for encryption and 
private key for decryption [14]. In fact, many research works 
have been developed as literature surveys to focus on the 
different kinds of encryption techniques that are existing [14-
16]. 

Steganography, on the other hand, has also considered to 
hide information as a complementary security solution. 
There are several applications of steganography and its 
techniques within different digital media technologies [17-
19]. Authors of [17] considered digital watermarking and 
steganography for digital multimedia over the Internet. They 
provided a comprehensive overview of the different aspects, 
mechanisms, and techniques of digital watermarking 
technology that can be used to guarantee authenticity. 
However, the work presented in [18] gave an overview of 
steganography techniques applied to the protection of 
biometric data. The work of [20] presented steganography 
method by implement a random key generator, where the 
Stream cipher (LFSR) was used as the basic idea behind 
random key generator.  

Being said that, although the techniques of cryptography 
and steganography have been utilized separately, many 
works have combined them to achieve more secrecy. One 
can consider in this regard, the works presented in [21-30]. It 

is notable that the least significant bit has commonly used in 
these works. For example, the work of [21] introduced a 
hash-based LSB method for video steganography that 
conceals secret data or information within a video. In 
contrast, the work of [22] suggested a way to embed text in 
video files using LSB substitution. The embedding is done in 
a location in LSB bits according to equations noted in the 
paper. The advantage of this method is a simple and 
successful process for hiding secret messages more securely.  

Authors of [23] proposed an approach that combines 
cryptography and steganography technique to conceal hidden 
text into a video file in two steps. The text is ciphered using 
an AES algorithm and then inserted into a video file using 
LSB substitution. The approach was applied to video frames 
in 1 LSB, 2 LSBs, and 3 LSBs of each pixel. Results showed 
that the security was increased. In the same vein, authors of 
[24] developed a system by combining cryptography and 
video steganography in to conceal text in a video file. They 
implemented the proposed system in two layers, where the 
confidential data are encrypted using an AES algorithm in 
the first layer, the sensitive data are concealed in a video 
cover using a motion vector in the second layer. The 
advantage of this approach is that the hidden data do not 
distort the video file, hence keeping the quality of the video 
acceptable. Moreover, authors of [25, 29] followed the same 
technique. They hided the data using motion vectors on 
MPEG-2 compressed video. The research experiments were 
measured according to: video quality and data size. Results 
showed that even with increased data size, the distortion of 
the video quality is low.  

Another method using many-covers audio and video was 
presented in [26]. They implemented a method that combines 
cryptography with audio and video steganography, with the 
intent of concealing text and images simultaneously inside 
the audio–video file. They suggested encrypting text and 
images using an advanced chaotic technique. In addition, a 
technique using LSB insertion into a video file to hide secret 
text was proposed in [27], where a data-hiding technique 
embeds the information based on the stego key generated 
from polynomial equations. Authors of [28] introduced a 
method to enhance security in video steganography. They 
used 4 LSBs substitution to conceal an enormous amount of 
data in a video in specific frames. Although it is hard to find 
in which parts of the video the text is embedded, however the 
security is increased because a human observer cannot detect 
the data is hidden. One can consider also the work presented 
in [29], which aimed to improve video steganography by 
designing a method to embed the text file in a video file 
differently by utilizing DCT and LSB. The advantage of this 
system is that data is hidden highly securely and consistently 
in AVI videos.  

The combination of steganography and cryptography was 
also considered in many works to hide data in images [31-
36]. The work of [31-33] combined cryptography and 
steganography techniques, where the RSA cipher was used 
for encryption/decryption and least significant bit image 
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steganography for hiding data. The work of [34] followed the 
same vein where the RSA encryption technique was used to 
encrypt data that will inserted into cover image by mapping 
using breadth first search (BFS). The least significant bit 
(LSB) technique for cover image and the most significant bit 
(MSB) was also used as steganography method for secret 
image in [35], while the authors of [36] presented a two-level 
securities steganography method. They are using 2D Arnold 
Cat Map technique to scramble secret data in a random order 
after that encrypted data is concealed behind a cover image 
using basic LSB method. 

Despite the fact that all the above methods improved 
video and image steganography by designing methods to 
embed the text file in a video or image file. They have been 
investigated and well thought-out to propose our enhanced 
model. Our method combines cryptography and 
steganography as two independent sequential levels with all 
their security features for securing transferable data through 
an insecure channel. Next sections will present the design 
and implementation of our model. 
 

III. BACKGROUND MATERIAL  
 

In this section, primary concepts that are related to our 
approach are firstly presented before discussing the details of 
our work. 

 
A. Steganography  
 
Steganography could be defined as the covered, hidden 

or secret writing. This definition could include such different 
issues as writing with invisible ink or hiding copyright 
information into a multimedia file (e.g., audio, image, or 
video) [5]. In fact, there are several applications of 
steganography and its techniques. One can consider in this 
regard the works presented in [17-19], where several 
applications of steganography were developed to secure the 
transfer of a secret message between authorized entities such 
as: One-way hash value substitution and Digital 
watermarking. 

In One-way hash value substitution, a variable length 
input is taken and an output string with a static length is 
created to verify that the original variable length input has 
not been changed [37]. However, Digital watermarks, are 
included or hidden into digital media files that are needed to 
be fingerprinted for copyright protection. Specifically, 
Digital marks are hidden within the original files that could 
be either image, audio or video files, which make them 
undetectable to public [5]. 

Steganography has been utilized for transferring a secure 
message through communication in several works between 
different parties as they considered the main goal of 
steganography is to transfer a message and avoid drawing 
suspicion to its transmission [21-24]. This motivates us to 
use and apply such steganography application in our model.  

It is worth mentioning that the main technique used in 
steganography is the replacement of the least significant bits, 
which was described by [38] as the process of hiding secret 
information by replacing the LSB of pixels of images or 
samples of audio files with the information to be hidden. To 
make things clearer regarding this methodology, it could be 
summarized as replacing all the least significant bits of the 
host file with the hidden message. Some pixels or audio 
samples may be left to incorrupt the format of the host file. 
However, it is suitable and easy for pictures but in the case of 
audio, the process is harder. This is because the replacement 
of LSB in 8-bit audio may add noise that is audible, which 
means that the quality of the audio file will be affected. 

In this work, to hide encrypted data, the LSB technique is 
used whereby Audio wave file is used as a cover file to hide 
data into it. A text file has also considered to evaluate the 
system, which has great advantage that it enables a user to 
hide a file of any type into an audio wave file and Text 
Format. Moreover, the work also highlights the differences 
between the original file and the stego file. 

 
B. Cryptography  
 
Cryptography deals with hiding and verification 

information using different protocols, algorithms and 
strategies to encrypt/decrypt the sensitive data [14]. It can be 
divided into two main types or techniques: Symmetric and 
Asymmetric. While the Symmetric encryption (also called 
single-key encryption) uses only one key or the same key for 
the process of encryption and decryption, the Asymmetric 
encryption (also called public-key encryption) uses two 
different keys to accomplish the same process [15]. 
However, a problem then raised in distributing keys, where a 
trusted party is needed to deliver the keys. Thus, many 
exchange algorithms have been proposed in the literature. 
The most significant one was proposed in [39], which is the 
Diff-Hellman. This algorithm is not used to encrypt data; 
however, it is used to enable two parties to exchange the key 
that they want to use to encrypt their messages. 

This indicates that there is more than one proposed 
solution for the same problem. This research is also 
proposing such a solution for this problem as solving such 
problem is one of the main aims of the research. The 
problem can be formulated as the following question:  

 Can the combining of cryptography and 
steganography solve the key exchange problem? 

 
This research answers this question, where the secret key 

is hidden and transferred through an innocent looking file 
transfer through the using of steganography. The file is then 
encrypting before hiding it. However, a question then raised 
of what type of algorithms is needed. Throughout the 
research, several encryption algorithms were investigated 
and studied where the One-Time Pad cipher was selected as 
it handles efficiently the weakness in the substitution and 
permutation algorithms as discussed in [40]. 
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C. Compression  
 
Data compression has been utilized for transforming text 

into a special code or run length encoding of image data. 
However, a modern model paradigm for coding defines data 
compression as the production of output string from 
combining an input string with a model [41]. This output is 
usually a compressed version, smaller in size than the input 
string and it is called the coded string. The decoder should be 
able to retrieve the original string from the coded string by 
accessing the same compression model. In fact, there are two 
main types for compression, lossless and lossy techniques. 
These techniques are used to compress text and other 
discrete data, computer-generated data, and some images and 
video data types. In lossless technique, if the compression 
operation is inversed and the output compressed data is 
decoded, the original data will be retrieved exactly as it was. 
In contrast, when decompression of data is performed in 
lossy techniques, the output is data that is similar to the 
original but not exactly the same. So, the information in the 
original data and compressed data is not the same. Based on 
the differences between the two techniques, this work used 
lossless technique to compress only text files.  

Being said that, authors considered the compression 
process a type of data hiding [41].  Of course, data hiding 
here is different from what could be considered as 
steganography. In this work, a discussion and argument are 
introduced to justify the use of compression throughout this 
research. The compression algorithm LZ77 [42] is used to 
compress the text in order to hide a larger data size; 
justification of this choice is also discussed in the next 
sections. 

 
IV. SYSTEM DEVELOPMENT AND EVALUATION  

 
Previous sections discuss different issues that lead to 

developing a software that hides data, either file or text, into 
a wave audio file. In addition, the discussion also clarifies 
the required encryption algorithms and the compression 
algorithm. Since the requirements are fixed at the beginning 
of the software developmental process, the waterfall 
developmental model has been chosen to be followed in 
developing of our system. Coding and testing stages are 
followed the design stage. In the coding phase, the code was 
established using Java language. The software development 
passed through two main iterations each of which passed 
through different phases of waterfall model, requirements 
analysis, design, coding and testing. Second iteration had 
some modifications over the first one. These modifications 
were extracted and concluded in some stages of 
developmental cycle. Modifications were done based on 
either discovering some errors or defects in one of the stages 
or based on extra information. 

   

A. System Development  
 
The system is built and consisted of the following 

components. Figure 1 illustrates the package diagram of the 
system, which shows interactions between its components. 
 

 
Figure 1. The System’s Main Components. 

 

 GUI package, which is responsible for showing 
different graphical user interface components to the user and 
receiving his/her orders through these components. 
Additionally, it shows different messages to the user, 
clarifying for him/her the success of a process or its failure 
for any reason.  Such messages could be a message saying 
that the selected file has been hidden into the selected wave 
file. 

 FILE package, which holds all the functionalities 
and classes that are responsible for managing different type 
of files, specifically wave files. It creates and provides other 
packages with the required information about selected files 
by the user.  Such piece of information could be the size of 
the selected wave file and the file to be hidden, from which 
hiding size limits could be calculated. 

 HIDING package, which provides all the 
functionalities that are required to hide data into and extract 
data from a wave file. Many techniques have been studied 
and investigated to choose the suitable one. For example, 
Replacement of Least Significant Bits which is a simplest 
technique for hiding information within a file. It replaces the 
LSB of pixels of images or samples of audio files with the 
information to be hidden; Patchwork Algorithm works in 
different manner. In the case of images, it randomly selects 
pairs of pixels and makes some changes on them by making 
the brighter pixel brighter and the darker pixel darker.  For 
audio files, it works by choosing randomly some audio 
samples and increases their amplitude contrast; Transform 
Domain Technique, which depends on embedding a mark 
into the transform domain of the host file. This package uses 
LSB technique to hide data. It also provides information 
about number of bits that are used to hide data. It depends 
on cryptography package because hiding process requires 
encryption while extracting process requires decryption. It 
also depends on compression package because hiding text 
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needs compression before hiding and decompression after 
extraction. 

 CRYPTOGRAPHY package, which holds all 
techniques and functionalities that are required for 
encryption and decryption process. It does encryption before 
data hiding and decryption after data extraction. To choose a 
suitable algorithm to be used in this work, an investigation 
was carried out to determine that algorithm. Throughout the 
research, many encryption algorithms were studied. They 
can be categorized into Substitution, permutation and 
XORing algorithms. However, many algorithms were 
eliminated because of their low security [40]. So, several 
algorithms were between the candidate’s algorithms. The 
DES for example, is a well-0known security and its wide 
usage. This algorithm was investigated throughout the 
research. The algorithm basic work is simple as it depends 
on substitution and permutation repeatedly and each step is 
called a round. The work of algorithm depends on repeating 
16 rounds.  Apparently, this needs too long time. Another 
wide use and high security algorithm is RSA. It gets its high 
security and power from its long prime keys (128 – 256) 
bytes. These numbers are multiplied, raised to powers or 
they could be the power itself.  Despite the high security this 
algorithm provides, however, it also needs too long time. 
The Hash algorithms were also considered. However, this 
type of algorithms is considered as a one-way encryption 
where the original message cannot be retrieved, and the 
encrypted cipher cannot be decrypted. This is not in the case 
of this project, so it is also eliminated from the 
investigation. Thus, two algorithms were selected as 
candidates (Vigenere and One-Time Pad ciphers) as they 
handle efficiently the weakness in the substitution and 
permutation algorithms as discussed in [40]. However, 
Vigenere has a weakness including use of one key of a 
specific length to encrypt the whole message, which may 
lead to break the algorithm. So, One-Time-Pad appeared as 
an alternative. 

 COMPRESSION package contains all techniques 
and functionalities that are required to do compression. For 
this research purposes, this package contains only a text 
compression technique, but the design allows extending this 
package. Through the investigation of a suitable algorithm 
for compression to be used in this research, several 
algorithms have been investigated such as: Run Length 
Encoding, which performs compression depending on the 
redundancy of characters; Huffman Coding that represents 
the most common letters (the most redundant letters) in the 
text by shorter binary code; and LZ-77 Encoding, which is 
dealing better with text compression than Huffman and 
arithmetic coding algorithms. LZ-77 influences the 
academic and forms the basis of several compression 
schemes, including the DEFLATE algorithm used in PNG 
and ZIP. It is used to analyse input data and determine how 
to reduce the size of that input data by replacing redundant 
information with metadata. Sections of the data that are 
identical to sections of the data that have been encoded are 

replaced by a small amount of metadata that indicates how 
to expand those sections again [42]. Moreover, it does not 
depend on any type of tables or data structures. This makes 
it suitable for this research as it needs no more space in the 
cover file to hide any more information than the compressed 
message itself. However, to be able to adopt this algorithm, 
some adaptations are applied to it.  

 
B. System Evaluation  
 
In this section, we will turn our focus to the system’s 

evaluation process. Here, two important questions could be 
raised regarding the efficiency of the proposed technique, 
which are: 

 
 What is the effect of hiding data on the quality of a 

wave file into which data is hidden (stego file)? 
 How much data could be hidden using this technique 

at an acceptable level of sound quality? 
 
To evaluate the proposed approach, different wave files 

are chosen and data (after encryption and compression) is 
hidden into them, using the developed software.  Effect of 
hiding data into different wave files is tested using external 
software tools and the ideal data size that could be hidden is 
calculated. 

 
1) Software used: Many softwares have been utilized in 

this research; however, due to the space limitations, we give 
brief description for each one.  

 
• Wave Pad and NCH Tone Generator software ®:  

are used to generate different sine wave tones as wave files 
and compare between original (cover) and stego files. They 
can be used to compare the amplitude in a time sequence 
and the amplitude in a frequency sequence [43-44].  

• Note Pad software ®: is used to generate text files 
with different sizes.  This facilitates testing data size that 
could be hidden into a specific wave file. 

• Wave Files: to perform an unbiased experiment, 
four different wave files that represent different sounds 
styles are used: file with a soft song notes without any beats, 
file with a soft song notes and a human voice, file with a 
song mixture of hard notes and human voice along with 
beats, and finally, file contains just a human voice without 
any music. Additionally, four files that contain sounds with 
specific frequencies are also taken into the sample.  These 
files are generated using a software sine wave generator 
called NCH Tone Generator. Off course, using such sound 
samples allows evaluation of the proposed technique over 
different sound styles. 

 
2) Methods: All sound samples are restricted to a length 

of three seconds to decrease the CPU time and memory 
resources required to process the files. Specifying the time 
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of the first four wave file is done using Wave Pad software.  
Files specifications are fixed as follows: 

 
Bit Rate = 4411 kbps. 
Audio Sample Size = 16 bit. 
Channels = 1 channel. 
Audio Sample Rate = 44 KHz. 
Audio Format = PCM. 
 
The above specifications are chosen because preliminary 

studies show that such specifications provide good quality 
audio files and because they are the same specifications 
advised by [4]. The wave file specifications are fixed 
beforehand to provide control conditions for the experiment. 
This also allows the elimination of any differences between 
different wave files used for the experiments. 

 
3) Data size: To study the efficiency of the proposed 

technique regarding the amount of data that can be hidden, 
mathematical rather than subjective evaluation is carried 
out.  Available size to hide data is calculated when 1 bit, 2 
bits, 3 bits, 4 bits, 5 bits, 6 bits, 7 bits and 8 bits are used for 
hiding. Effect of hiding data as file or text and effect of 
using Pohlig-Hellman or One-Time-Pad algorithms on 
increasing or decreasing available size for data hiding are 
justified and discussed. To study the difference between 
hiding data as a file and hiding it as a text, the use of 
compression algorithm, LZ77, has been evaluated. Text has 
been compressed and the number of bytes, which should 
have been hidden before and after compression process, 
have been calculated. 

 
V. RESULTS AND DISCUSSION 

 
A. File Quality  
 
Results of the experiment show that for all wave files 

tested, the distortion as a result of hiding data is not audible 
when the depth of bit hiding is 1 bit, 2 bits, 3 bits and 4 bits. 
However, when hiding depth reach 5 bits, an audible hiss can 
be heard in case of the four sine wave files. Increasing the 
depth level to 6 bits leads to an audible hiss in all files except 
the one containing hard notes song that has a hard or strong 
music. Further increasing the depth to 8 bits level of hiding 
data does not result in any audible distortion in the sample 
file. It is important to state that previous results depend on 
researcher judgment only.  

On the other hand, the hard style song appears as an odd 
result because hiding reaches its eighth bit level and no 
audible perception change is noticeable. High amplitude and 
high range of frequencies of such songs may be the reason 
behind the absence of any audible distortion after hiding data 
within wave file. This result could not be justified as no 
research has studied or justified such phenomenon.   

It is important to mention here that all the above results 
and discussion are valid for both Pohlig-Hellman and One-

Time-Pad encryption techniques. It must be remembered that 
the choice of encryption technique used will not affect the 
quality of the stego file because the encryption methods do 
not affect how data is hidden within a wave file. 

The following Figures (2 - 7) show some resulting data 
and the effect of hiding data into a wave file. Sine wave of 
1000Hz is chosen to present results because it gives the 
clearest indication of the effect of hiding data within a sound 
wave file. From the results presented in these, it is clear that 
there is a difference in the frequency spectrum as a result of 
hiding data. Although when comparison is done between 2, 
3, 4 and 5 bits the difference is not obvious, it becomes 
obvious when comparing 1 and 8 bits.  

From these figures, it could be noticed that all the 
difference is concentrated, almost, in the right-hand side.  It 
is well known fact that the human ear can only recognise 
sounds having frequencies between 20 – 20,000 Hz. 
Therefore, if the distortion in frequencies or the effect of 
hiding affects frequencies beyond these ranges, this 
distortion will not be perceived although it is still detectable 
using sound analysers. This could justify transparency in 
perception in case of hiding bits in the range of 1 bit to 4 bits. 
The effect is almost concentrated in the area that cannot be 
heard by human ear.  But in the case of hiding 8 bits, 
frequency change is closer or in the human ear detectable 
area. 

 

Figure 2. Frequency spectrum of stego file, 1000 Hz sine wave, at 0.42 
sec. using 1 bit to hide data. 

 

Figure 3. Frequency spectrum of stego file, 1000 Hz sine wave, at 0.42 
sec. using 2 bits to hide data. 

Figure 4. Frequency spectrum of stego file, 1000 Hz sine wave, at 0.42 
sec. using 3 bits to hide data. 
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Figure 1. Frequency spectrum of stego file, 1000 Hz sine wave, at 0.42 
sec. using 4 bits to hide data. 

Figure 2. Frequency spectrum of stego file, 1000 Hz sine wave, at 0.42 
sec. using 5 bits to hide data. 

Figure 3. Frequency spectrum of stego file, 1000 Hz sine wave, at 0.42 
sec. using 8 bits to hide data. 

 

Figure 4. Frequency spectrum of cover file contains hard sound style at 
0.63 sec. 

Figure 5. Frequency spectrum of stego file contains hard sound style, at 
0.63 sec. using 8 bits to hide data. 

 
B. Data Hidden Size 
 
Although using any of the two encryption techniques 

does not affect the stego file quality, effect of using either 
Pohlig-Hellman or One-Time-Pad encryption techniques 
appears clearly in the amount of data that could be hidden 
into one wave file. Results show that using Pohlig-Hellman 

technique reduces data size that could be hidden to almost 
half, compared to One-Time-Pad technique. In other words, 
using One-Time-Pad data that could be hidden is double in 
size of data that is hidden using Pohlig-Hellman. This is 
because Pohlig-Hellman algorithm depends on choosing big 
number as modulus. This results into big numbers when data 
is encrypted. During the development of the software, trials 
to reduce these numbers to the smallest size resulted into the 
encryption of each byte by two bytes. So, each byte of a file 
or text that is to be hidden is encrypted by two bytes of 
encrypted data. While in One-Time-Pad technique each byte 
of a file or text to be hidden is encrypted with the same size, 
one byte, therefore it keeps the size of encrypted data similar 
to unencrypted one. 

Calculating data size that could be hidden into a wave file 
does not need any experiment. Instead, simple mathematical 
calculations could lead to better results. Using any of the 
tested wave file samples, sine wave of 1000Hz wave file of 
16 bits/sample and a length of 3 seconds as an example, has 
a size of 264658 bytes.  Subtract bytes reserved for the file 
header, which are 58 bytes, results 264600 bytes, which 
equals 2116800 bits or 132300 samples. Thus, the size of 
data that could be hidden into such file using 2 bits, as an 
example, for hiding can be calculated as follows.  

If data to be hidden is a file using Pohlig-Hellman 
algorithm for encryption, the following bytes are reserved for 
extra data other than the file that is to be hidden: first byte (1 
byte), array length (4 bytes), file name (unknown length, 
suppose 8 bytes, 4 bytes for the name, 1 for the dot (.) and 3 
bytes for the extension), end of name mark (1 byte), p (2 
bytes), d (2 bytes). The total is almost, depending on file to 
be hidden name, 18 bytes or 144 bits. This number should be 
divided by 2 because 2 bits are used in hiding data which 
results in 72 samples that are required to hide these extra 
bits. Subtracting this number from the total number of 
available samples, results in 132228 samples which are now 
available to hide the file. Multiplying this number by 2, 
because 2 bits are used to hide data in each sample, results in 
264456 bits or 33057 bytes.  

Since Pohlig-Hellman algorithm encrypts each byte with 
2 bytes, the number will be reduced to the half, which results 
in 16528 bytes or almost 16 KB.  These bytes are the length 
of file that could be hidden into a wave file with the above 
specifications and length.  

However, If data to be hidden is a file using One-Time-
Pad algorithm for encryption, the following bytes are 
reserved for extra data other than the file that is to be hidden: 
first byte (1 byte), array length (4 bytes), file name (unknown 
length, suppose 8 bytes, 4 bytes for the name, 1 for the dote 
(.) and 3 bytes for the extension), end of name mark (1 byte), 
encryption keys (unknown, suppose at most 24 as calculated 
above). The total is almost 38 bytes or 304 bits, depending 
on file to be hidden, name and encryption keys lengths.  
Applying the same calculations above result 264296 bits or 
33037 bytes available to hide data. Because One-Time-Pad 
algorithm encrypts each byte with one byte, the available 
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space to hide data is 33037 bytes or almost 32 KB file size, 
which is double the size that Pohlig-Hellman algorithm can 
offer. 

The following table summarizes data of available spaces 
in bytes for data hiding into a wave file using both 
encryption techniques and different number of bits for hiding 
and shown in Figure 10. 
 

 
Figure 10. Data size (in bytes) that could be hidden into a wave file of 16 

bits per sample format and a size of 264658 bytes. 

 
TABLE I. DATA SIZE (IN BYTES) THAT COULD BE HIDDEN INTO 
A WAVE FILE OF 16 BITS PER SAMPLE FORMAT AND A SIZE OF 

264658 BYTES. 

 Pohlig-Hellman One-Time-Pad 

1 Bit 8259 16499 

2 Bits 16528 33037 

3 Bits 24797 49574 

4 Bits 33066 66112 

5 Bits 41335 82650 

6 Bits 49603 99187 

7 Bits 57872 115724 

8 Bits 66141 132262 

 
From the above table and the given graph, it is clear that 

the available size for hiding data is increasing as the number 
of bits to hide data is increased. It also clarifies that One-
Time-Pad provides a space twice as large as that is provided 
by Pohlig-Hellman. 

Ultimately, if a text is to be hidden instead of a wave file, 
the same calculations are valid for both encryption 
techniques except bytes that are reserved for file name and 
its mark (according to the above assumption, they are 9 
bytes). However, when a text is chosen to be hidden, a 
compression algorithm, LZ77, is used to compress the text 
before hiding it. Results of using this algorithm show that it 
works perfectly if there are similar characters in the 

introduced message. This is because it compresses any five 
or more similar sequences of characters in the text. 

Evaluating of such algorithm is difficult because its 
efficiency in compressing a text depends on the text itself. 
For example: consider words like “the and that”. the first 
takes five characters (three characters, one space before it 
and one after it), while the second takes six characters. Each 
of them will be compressed and sampled in the compressed 
text as four characters only. This leads to reducing the 
number of bytes needed to be hidden from five and six, 
respectively, to only four bytes in each case. Imaging how 
many times these words are included into any normal text or 
message could give an idea of the benefit of this compression 
algorithm in reducing size of data to be hidden. To evaluate 
this algorithm, an original text of 1470 characters has been 
compressed and produced a text of 1379.  The difference is 
91 characters or 91 byes that are not needed to be hidden any 
more. 

It is important to state that number of bits per sample in a 
wave file does not affect size of data that could be hidden.  
So, the above numbers are valid even if 8 bits/sample wave 
file is used for hiding data instead of a wave file of 16 
bits/sample although a wave file size of 16 bits/sample itself 
is twice the size of a wave file of 8 bits/sample. There is no 
difference between wave files of 8 bits/sample and 16 
bits/sample because data is hidden into samples regardless of 
whether these samples are 8 bits or 16 bits. The only 
difference between wave files of 8 bits/sample and those of 
16 bits/sample appears in stego file quality as discussed 
before. 
 

VI. CONCLUSIONS AND FUTURE WORKS  
 

In this research, we have investigated the impact                      
of combining different security measures on transmitted data. 
To do this, a system was developed specifically for this 
purpose. In addition, two studies have been conducted, the 
first one was developed to determine if there are any 
differences between stego and original files using different 
wave files of 16 bits per sample of different sound styles. 
Results demonstrated that hiding data using up to 4 bits does 
not show any difference between these files. Otherwise, the 
hidden data could be easily detected and discovered. Another 
main factor that might be focused on is the text files. The 
second experiment considers this issue and was conducted on 
text files using the same calculations for both encryption 
techniques. Moreover, a compression algorithm (LZ77) is 
used to compress the text before hiding it. Results show that 
it works perfectly in this context.  

As a future work, we will use the research described here 
as a foundation for developing effective securing systems. In 
addition, we are planning to consider other encryption 
algorithms to generalize our results. Another main factor that 
might be considered is the host file or the digital media that 
will be used as a carrier file into which the data or the 
message will be hidden.  Different carrier file types will 
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definitely have different algorithms and techniques to hide 
data into them and different data rate they can hold. 
Therefore, further validations are desperately required. That 
being said, this is a large topic and there are numerous 
opportunities for additional research that would significantly 
extend the functionality of the current research. 
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