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Abstract – Duplicate Address Detection (DAD) was introduced in IPv6 to ensure the uniqueness of IP address. DAD is included 
in Neighbor Discovery Protocol. DAD uses checksum for integrity checking. However, checksum is a low level security and it is 
relatively easy to generate an identical checksum code. This exposes DAD to spoofing and DoS attacks. RFC 4861 recommends 
the use of Secure Neighbor Discovery (SeND) to prevent the attack vector. However, most current operating system vendors are 
unwilling to adopt and implement SeND. This is because SeND appends significant number of NDP options to standard NDP 
message as well as requires a complex computation.  This paper attempts to secure NDP by proposing a lightweight security 
mechanism to secure DAD with an innovative Trust Option called Trust-ND. Compared to SeND mechanism, Trust-ND saved 
up to 99.8% in sender and 99.7% in receiver. It also consumed less bandwidth compared to SeND by as much as 21.504 kbps.   

  
Keyword-- IPv6; security; duplicate address detection; neighbor discovery; trust management.    

 
 

I. INTRODUCTION 

Internet is currently one of the most influential 
advanced technologies in the world. It is connecting billions 
of people as well as machines via internet-enabled devices 
allowing them to communicate with each other any time and 
any where. Its rapid proliferation has pushed it to the limit of 
its original design specification – namely by exhausting its 
address space allocation of approximately 4.3 billion 
adresseses [1]. Fortunately, Internet Engineering Task Force 
(IETF), a large open international community of technical 
people concerned with the smooth operation of the Internet, 
heeded the warning raised by several researchers in early 
90’s of the impending problem and developed a new 
Internet Protocol, IPv6 [2] to address it. IPv6 (Internet 
Protocol version 6) was designed and engineered to make 
the Internet more efficient, faster and also to extend its reach 
to a larger area by using a simpler header format and by 
introducing new mechanisms such as neighbor discovery 
concept and address auto configuration. The neighbor 
discovery functionalities are defined and implemented under 
a new protocol in IPv6, Neighbor Discovery Protocol (NDP) 
[3]. In addition, NDP also consolidated some disjointed 
features which were defined separately in IPv4 such as 
router discovery and redirection. 

NDP offers a number of functions including address 
resolution, parameter discovery, address autoconfiguration 
and duplicate address detection (DAD). This paper focuses 

on securing DAD – a mechanism triggered during 
intialization of all new IPv6 host to detect and prevent 
address duplication to ensure a unique address as required 
for successful TCP/IP communication. NDP defines five 
ICMPv6 (Internet Control Message Protocol version Six) 
messages: Router Solicitation (RS), Router Advertisement 
(RA), Neighbor Solicitation (NS), Neighbor Advertisement 
(NA) and Redirect message to perform its functions. DAD 
only relies on two of them: NS and NS messages.  

The implementation of IPv6 is still facing challenges 
especially on its security system. Although the new protocol 
was designed and developed with mandatory IP Security 
(IPSec) [4], IPv6 still has some vulnerabilities that can be 
used by attackers to compromise the host as well as the 
network. In addition, statistics on vulnerabilities and attacks 
[5] showed that the security goal, reliability services and 
availability have not been reached and that the general threat 
situation is getting worse. Thus, the most significant 
challenge to Internet today is to improve the security level 
on the network [1]. 

The NDP, a new core protocol developed for IPv6 
operation, does not have a built-in security mechanism. In 
the design of IPv6 protocol, a neighbor in the same link was 
always assumed to be trustworthy. Hence, an IPv6 node 
accepts neighbor discovery message it received without 
performing any security verification. The reality of the 
nature of networks nowadays has invalidated this 
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assumption. Based on the survey conducted by Computer 
Emergency Response Team (CERT) Division of Software 
Engineering Institute at Carnegie Mellon University and 
Price Waterhouse Cooper in April 2014 [6], the trend of 
insider attacks is on the rise. Addressing the insider attacks 
is not only costly but also has potential to cause damaging 
effects to organizations which are difficult to recover and 
reverse.  

There is an increasing trend of insider attacks exploiting 
the vulnerability of neighbor discovery and interrupt IPv6 
link local communication. A successful exploitation could 
disrupt IPv6 communication, both internally and externally. 
This also proves that neighbors on local network 
communication cannot be fully trusted since all of them 
have the potential to be an attacker. A number of researchers 
[7-9] have published their research on the threats and 
vulnerability of neighbor discovery. Attackers could exploit 
vulnerabilities in neighbor discovery to perform denial of 
service attack, degrade network performance as well as 
hijack traffic.   

The lack of security mechanism to protect neighbor 
discovery processes exposes DAD to DoS (Denial of 
Service) attack. Attacker could disrupt the DAD process by 
replying to every NS message sent out by a new host. 
Eventually, the new host will fail to configure its network 
interface with IPv6 address, thus renders it incapable of 
communicating with other IPv6 nodes. RFC (Requst for 
Comment) 4861 recommends using IPSec [10] and SeND 
[11] to protect NDP mechanisms including DAD. However, 
the implementation of the two suggested security 
mechanisms is not trivial. IPSec suffers from bootstrapping 
problem when used for NDP as studied in [12]. While SeND 
mechanism relies on complex algorithm which requires 
heavy computation that results in high consumption of both 
time and resources [13]. The complexity of SeND is also a 
subject of target for DoS attack. 

This paper introduces Trust-ND based on distributed 
trust management concept [14] to address the issue of high 
computation problem of SeND while mantaining an 
acceptable level of security performance. The rest of this 
paper provides related works on securing DAD in Section 2 
and an overview of DAD on IPv6 local network in Section 
3. Section 4 discusses threats on DAD followed by Section 5 
that provides the design of security mechanism based on 
distributed trust mechanism. Section 6 discusses the 
experiments result and Section 7 concludes this paper. 

II. RELATED WORKS 

Vulnerability in the operation of IPv6, especially the 
NDP, has become one of the interesting topics among 
security researchers. A number of proposals have been made 
by researchers to address security problems in IPv6 DAD. 
Some resort to cryptography while others use improved 
mechanism without cryptography. Arkko [7] proposed 
Secure Neighbor Discovery (SeND) which has been 
standardized by IETF and defined in RFC 3971 [11] to 

secure NDP. The authors claimed SeND could protect NDP 
processes from all attacks listed in [8], including DoS attack 
on DAD.  

It introduces four new NDP options: CGA 
(Cryprographically Generated Address) option to prevent 
IPv6 address stealing; nonce and timestamp option to protect 
NDP from replay attack; and RSA (Rivest, Shamir, 
Adleman) signature option for authentication. Every NDP 
message must carry all four options for all NDP processes. 
NDP messages without the options are treated as unsecured 
and would be discarded by the receiver.  

The four options altogether add an additional 368 bytes 
to the original NDP message size. The percentage of size 
increase of NDP message for SeND varies from 202% for 
Redirect message and up to 526% for RS message as listed 
in Table 1. The size of messages used by DAD, NS and NA, 
increases by 428%.  

TABLE I. COMPARISON OF NDP MESSAGE SIZE 

Message 
Type 

Original 
NDP Size 

(bytes) 

SeND Message 

Size 
(bytes) 

Overhead 
(%) 

RS 70 438 526 

RA 118 486 312 

NS 86 454 428 

NA 86 454 428 

Redirect 182 550 202 

 
Apart from the increase in message size, researchers 

have also raised the issue of complexity of SeND especially 
on sender that occurs during address generation, CGA 
option generation as well as the signing of the RSA 
signature option [15], [16] and [13] as shown in Fig. 1.  

   

 
Fig. 1. SeND Operation. 

 
  Each of NDP message should carry all the SeND 

options and use a CGA address. It also uses key 
management during the message exchanges. The complexity 
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problem also affected the receiver when verifying the 
options. In addition, it is also vulnerable to DoS attack that 
exploits SeND messages. Attacker may flood the victim 
with a large amount of SeND messages to exhaust the 
target’s resources in processing all the messages. These are 
the reasons for the lack of implementation of SeND in IPv6 
environment. 

The use of encryption on confidential data is justified 
since the confidentiality of that data is the aim. However, the 
data within NDP message is not categorized as confidential 
since confidentiality was never the aim of the protocol. It is 
a general message that is meant for all to see. Most NDP 
messages are sent as multicast. Take DAD as an example. A 
sender sends NS message to nodes which are members of 
solicited node multicast group. In this sense, the use of 
cryptography is inappropiate. It adds network overhead, 
requires more resources and consume higher bandwidth.  

Source Address Validation Improvement (SAVI) [17] 
was proposed by researchers in Tsinghua University, China. 
SAVI’s aim is to prevent source address spoofing within a 
subnet. The SAVI principle is built around the concept of 
keeping track of anchor information containing trusted 
information such as port and MAC (Medium Access 
Control) address of IPv6 host. It creates a binding between 
the anchor information and the source IP address. It then 
applies filtering policy [18] to forward packets that match 
filter rules; while unmatched packets will be discarded. 
SAVI is generally configured in access switch of an IPv6 
local network as ingress filtering.  

However, SAVI is also vulnerable to various attacks. In 
RFC 6959 [19], some possible threats as well as the 
challenges in its implementation are described. Applying 
SAVI on access network could create problem on dynamic 
address configuration such as SLAAC (Stateless Address 
Auto Configuration) and DHCPv6 (Dynamic Host Control 
Protocol version Six). This is because of the difficulty to 
create and mantain the binding of anchor information due to 
the dynamically changing nature of IP address in that 
particular setting.  

The other challenge of SAVI binding creation is with 
IPv6 multihoming setup – where a LAN (Local Area 
Network) and connected devices such as routers, multi LAN 
hosts and firewalls are configured with multiple IPv6 
addresses. Meanwhile, researchers in [20] iterated that SAVI 
does not provide a good enough protection because of the 
lack of ability to exchange binding information between 
SAVI devices due to the absence of protocol to connect 
them. As a consequence, each SAVI device exists and 
operates independently from other SAVI devices. This 
allows a host bound to one SAVI device to be used to attack 
another host bound to another SAVI device.  

The known issues of the two related works on securing 
DAD mechanism are summarized in Table 2. These issues 
resulted in most vendors to be reluctant to implement them. 
As a result, the DAD mechanism is still exposed and left 
vulnerable to various attacks.  

TABLE II. ISSUES ON RELATED WORKS 

 

III. OVERVIEW OF DUPLICATE ADDRESS DETECTION 

DAD is designed to detect the duplication of IPv6 
address to ensure the uniqueness of the self-generated 
address to fulfill the basic requirement of IP communication. 
Similar detection process also exists in IPv4 known as IPv4 
address conflict detection that uses address resolution 
mechanism as standardized in RFC 5227 [21]. Address 
resolution mechanism is used to map an IP address to a link 
layer address to allow neighboring node to communicate 
directly with each other. At the same time, it could also be 
used to detect conflicting addresses. IPv4 address conflict 
detection mechanism works by broadcasting ARP message 
to all nodes in the link. If more than one ARP reply 
messages received, it means the address is not unique. The 
broadcast mechanism is problematic since it disturbs other 
nodes in the same subnet even though none has the target 
address. To address this problem, IPv6 ditches broadcast 
mode altogether and resorts to multicast mode instead. 

Multicast is also used in the process of address auto 
configuration [22]. A new node connected to an IPv6 
network will first generates a tentative IPv6 address, which 
is a link local address with a pre-defined prefix of fe80 and 
64 bytes interface identifier. The interface identifier can be 
generated using either EUI-64 (Extended Unique Identifier) 
[23] or privacy extension [24] mechanism. The uniqueness 
of the tentative IPv6 address, at this point, is still 
questionable. To ensure the address is unique and could be 
used by the new node without conflict; the DAD mechanism 
is executed by the new node by sending multicast NS 
message to all nodes multicast group in the same link 
(ff02::1). Fig. 2 depicts a simple public IPv6 network which 
consists of three hosts. All nodes are linked via wired 
connection in a same link. Two hosts (Host A and Host B) 
communicate each other to describe the process of duplicate 
address detection. In this case, Host A generates a new 
tentative IPv6 address and confirms the uniquely by doing 
DAD.       

Mechanism Implementation Issues on IPv6 NDP 

SeND   

1. It has high computational cost 
especially for CGA and RSA option 

2. CGA could not be used on static 
address configuration 

3. It has high complexity 
4. It increases network overhead and 

bandwidth consumption 

SAVI   

1. It introduces problem on dynamic 
address configuration  

2. It is difficult on interface with multiple 
IPv6 addresses 

3. It has issue on upgrade all network 
devices, dynamic and multiple  
addresses 
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Fig. 2. Process of Duplicate Address Detection. [25] 

Since Host A is a newly enabled host on the IPv6 local 
network, it first generates a tentative address using stateless 
address auto-generation mechanism provided by NDP. To 
confirm the uniqueness of its address, it sends multicast NS 
message with its generated tentative address as the target 
address to a group of SNMA (solicited node multicast 
address) nodes. All nodes that have the same SNMA address 
will receive the message. The nodes which received the NS 
message will check whether its own address matches the 
target address in the message. In Fig. 2, since Host B has the 
same address, it replies the NS message with an NA 
message to Host A.  

DAD mechanism is provided under NDP using NS and 
NA message exchange as mentioned earlier. At the time of 
IPv6 development, no security mechanism was built in NDP 
due to an assumption that neighboring nodes are always 
trusted. Hence, no security verification, both in Host A 
(sender) and Host B (receiver), are conducted. This left NDP 
exposed and vulnerable to various attacks as listed in [8] and 
studied in [7], [13], [9] and [26]. Since DAD mechanism is 
also part of NDP, it is also susceptible to some of the 
attacks. Specifically, the DAD itself is vulnerable to Denial 
of Services (DoS) attack. The following section discusses 
how DoS attack could disrupt the new host’s IP address 
initialization process that will result in a failure of the 
address configuration and thus deny the ability of the new 
host to communicate with others on the network. 

A DoS attack targeting DAD mechanism could be 
launched by attacker by sending a crafted solicited NA 
message to the new host as a response to the NS message 
sent by the new host. Upon receiving the NA message, the 
new host would assume that its generated tentative address 
is not unique. The new host is then forced to generate a new 
tentative address and goes through another round of DAD 
process again. However, the attacker could again send 
another solicited NA message as a response to the NS 
message. After three tries [3], the new host would stop the 
DAD process and thus end up without having its network 
interface assigned any IPv6 address. Fig. 3 is an example of 

solicited NA message that could be crafted by the attacker to 
be sent as a response to DAD’s NS message. Attacker can 
simply set the value of the flag to indicate that this message 
is a solicited NA. 

 

 
Fig. 3. Format of Solicited NA Message. 

The solicited NA message in Fig. 3 contains the flag 
Solicited = 1 and Override = 1. This means the NA message 
is a response to an NS message and it suggests overriding 
the existing neighbor of the receiver. A victim receiving the 
solicited NA message has no means to ensure the integrity 
of the message even though it may come from an attacker. 
This is because there is no security mechanism provided by 
the standard DAD mechanism. Under normal condition, the 
new host generates at least a link local address, as marked   
with red box, as shown in Fig. 4.  

 

Fig. 4. IP Configuration on Normal Condition. 

When an attacker exploits the solicited NA message, 
the victim just blindly trusts and consumes the bogus 
information available within the crafted NA message 
resulted in a failure of the IPv6 address generation process. 
The victim will ends up without any IPv6 address; not even 
an IPv6 link local address although the machine is 
connected to an IPv6 network. There is only IPv4 
connection on the IP configuration in Fig. 5.  

Even though it is connected to IPv6 local network, it 
cannot communicate using IPv6 although in this particular 
scenario it still can communicate via IPv4 since there is an 
IPv4 address. In the case of an IPv6-only network, the host 
will be totally disconnected from its neighbor and will not 
be able to communicate both internally and externally.   

 



SUPRIYANTO PRAPTODIYONO et al: SECURING DUPLICATE ADDRESS DETECTION ON IPV6 USING . . . 

DOI 10.5013/IJSSST.a.17.32.03                                             3.5                           ISSN: 1473-804x online, 1473-8031 print 

 

Fig. 5. IP Configuration on Victim Host. 

IV. TRUST-ND IMPLEMENTATION ON SECURING 

DUPLICATE ADDRESS DETECTION 

Considering the weaknesses of the current proposed 
solution, namely SeND and SAVI, we attempt to find a new 
solution to secure neighbor discovery including the DAD 
process.  

The main issue with existing NDP mechanism is the 
lack of integrity verification. As a result, the receiver has no 
means to distinguish a fake message from a legitimate one. 
Even though there is a checksum field in the ICMPv6 header 
[27] for integrity check as shown in Fig. 6, it is not enough 
to resist pre-image as well as collision attacks.  

Fig. 6 illustrates an IPv6 packet with NDP message 
attached. The ICMPv6 header consisting of Type, Code and 
Checksum field must appear first within each NDP message, 
immediately following the IP header. Further, the checksum 
field is used to assure the integrity of NDP message. 
However, in term of security, checksum has several 
disadvantages as summarized in [28]. First, it has low 
assurance against malicious attack, thus cannot protect the 
data from malicious activities. Second, it is very simple to 
create a new data with matching checksum. If only 
checksum is relied upon, the possibility is higher for attacker 
to create a spoofed message with the same checksum value 
to fool the receiver.  

 
 
 
 
 
 
 
 
 
 
 

Fig. 6. IPv6 Packet with ICMPv6 Message 

Another shortcoming of the related works is the 
complexity of the message generation, message verification 
as well as the resources required to process the message. 
The complexity is due to the use of hard security especially 
in signing the RSA signature. In order to reduce the 
complexity, the concept of soft security that implements 
distributed trust management could be borrowed and 

adopted. If hard security relies on cryptography to provide 
data integrity checking, soft security is based on social 
interaction that uses trust management concept.  

We propose Trust Neighbor Discovery (Trust-ND) that 
combines hard security in the form of hash function 
algorithm to assure data integrity; and soft security in the 
form of trust calculation. The hash function used is SHA-1 
[29] that satisfies the three hash requirement including pre-
image resistant, second pre-image resistant and collision 
resistant. It is also being used by other network security 
mechanisms such as IPsec and SeND. In order to prevent 
replay attack, Nonce field is used instead of nonce option 
used by SeND mechanism. To realize Trust-ND, we define 
and propose a new NDP option called Trust Option as 
depicted in Fig. 7.  

The format of Trust Option follows the standard of 
ICMPv6 option that begins with Type and Length field. The 
total length of the Trust Option is 32 bytes or 4 x 8 bytes. 
The hash function output is carried in the 20 bytes Message 
Authentication Data or MAD field which is the most 
important field in Trust Option. 

 
 
 
 

 
 

 
 
 

Fig. 7. Trust Option Format. 

All NDP messages used in DAD process should carry 
Trust Option to prevent DoS attack as well as man-in-the-
middle attack. Fig. 8 shows the algorithm of Trust-ND for 
DAD message processing at sender and receiver. A new 
connected host generates Trust-NS which is an NS message 
with Trust Option. It then sends the Trust-NS to multicast 
group of solicited node (SNMA) similar to the standard 
NDP. Existing nodes will verify the Trust-NS message 
received. The verification is done by first checking the 
presence of Trust Option and then followed by examining 
the value of all fields inside the option. An NDP message 
without Trust Option is considered as distrusted and will be 
discarded.  

For the purpose of this experiment, Type field value is 
set at 253 since Trust-ND is under experimentation. Length 
is an 8-bit unsigned integer (1 byte) field with value of 4 
which corresponds to four octets (4 x 8 or 32 bytes) 
representing the total length of the option (including the type 
and length fields). Reserved field should be zero. Message 
generation time is the clock time of the sender representing 
the time the NDP message was generated. A receiver should 
compare the value of this field in each Trust-ND messages it 
received with its own time. The generation time should be 
less than the current time at receiver’s machine. Otherwise 

1 byte 1 byte 2 bytes 

Message Generation Time 

Type Length Reserved 

Nonce 

Message Authentication Data 

VER PRI Flow Label 

Payload Length Next Header Hop Limit 

Source Address 

Destination Address 

NDP message header 

Type Code Checksum 

NDP Options 
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the NDP message is distrusted and should silently be 
discarded. Nonce value should be unique compared to 
previous messages. If it is not unique, the message is 
considered to be a duplicate and potentially being used in a 
replay attack. The duplicate message must be discarded by 
the receiver.    

 

 
Fig. 8. Trust-ND Operation for DAD 

 
The receiver also calculates trust value of the sender. 

Trust status of the sender is calculated by combining the 
verification result and sender’s trust status previously stored 
in its Trust Neighbor Cache. However, if a Trust-NS 
message came from a new host, there is yet a record of 
previous trust status of that particular host. That is why 
Trust-ND requires the presence of Trust Option in all its 
messages to determine trust status of a host. NDP message 
without Trust Option is considered as unsecured and should 
be discarded. If the first Trust-ND message received from a 
new host is verified as valid, the receiver will mark the 
message as correct but its trust status is uncertainty, until the 
receiver received another valid message from the same 
sender. Only then the trust status of that sender will change 
to become trusted. Otherwise, if the verification yields an 
invalid NDP message, the trust calculation will also result in 
distrusted status. The trust status from the calculation is then 
stored in receiver’s Trust Neighbor Cache. 

In addition to verifying Trust-NS message, the receiver 
also compares its own address with the target address inside 
the Trust-NS message for matches. If so, it generates a 
Trust-NA message as a reply to inform the sender that the 
target address is not unique. Trust-NA is NA message with 
Trust Option. In this case, the new host is as receiver. It does 
verification and trust calculation. If the verification results in 
a valid Trust-NA, it considers the information by generating 
a new tentative address. Otherwise, the Trust-NA is invalid 
and thus discards it. The new host considers the target 
address is unique and can be used as a permanent address.  

NDP messages passing on DAD that implement Trust-
ND is shown in Fig. 9. The new host sends Trust-NS 
message which includes Source Link Layer Address (SLLA) 
informing its MAC address and Trust Option providing 
message integrity check. All neighbors, either a router or a 
host, in the same SNMA group will receive the message and 
perform verification and trust calculation to ensure the trust 
status of the new host. If the message is valid and trusted, 
receiver may reply using Trust-NA message. All Trust-NA 
messages include target link layer address and Trust Option.  

 

 

Fig. 9. Trust-ND Message Passing on DAD. 

Implementation of Trust-ND on IPv6 neighbor 
discovery especially the DAD could assure the NDP 
messages integrity. It can prevent any alteration attempt that 
leads to false information. Result from the verification can 
be used by receiver to keep trust status of the sender in its 
own neighbor cache for future use. Since Trust-ND only 
uses 32 bytes Trust Option, messages processing is faster 
compared to SeND mechanism. In addition, the small size of 
Trust Option also consumes less bandwidth.     

V. RESULT AND DISCUSSION 

Experiments had been carried out to measure the 
performance of Trust-ND on securing IPv6 duplicate 
address detection. The experiments compared the 
performance of duplicate address detection process of the 
original NDP, SeND mechanism and the proposed Trust-
ND. All implementation was carried out on the same 
machine with Intel (R) Core (TM) 2 Duo CPU and using 
Windows 7 Operating System. The measurements taken 
include the processing time of sender and receiver, 
bandwidth consumption and performance against DoS attack 
on DAD.  

The amount of time taken to process all DAD related 
messages is listed in Table 3. The processing time consists 
of processing time of sender and receiver for three different 
NDP mechanisms. NS(s) is NS message processing time of 
sender and NS(r) is for receiver. The original NDP, used as 
the baseline, had the least processing time as expected. The 
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SeND mechanism had the longest time. SeND mechanism 
took as long as 54.563 milliseconds, on average, to complete 
generating a single NS message while Trust-NS generation 
only took 0.066 milliseconds. Similar results were observed 
for the verification of messages by receiver. These are clear 
evidence that Trust-ND has lesser overhead compared to 
SeND mechanism.  

TABLE III. PROCESSING TIME OF DAD RELATED MESSAGES 

NDP 
Mechanism 

Processing Time (millisecond) 

NS(s) NA(s) NS(r) NA(r) 

Original NDP    
Mean 0.053 0.053 0.019 0.020 
Std. Deviation 0.0022 0.00638 0.07728 0.08157 
Overhead Baseline 
Trust-ND   
Mean 0.066 0.067 0.071 0.067 
Std. Deviation 0.0023 0.00595 0.29354 0.27952 
Overhead 0.013 0.014 0.052 0.047 
Secure Neighbor Discovery (SeND) 
Mean 54.563 76.441 22.784 24.425 
Std. Deviation  9.4368 9.52568 94.615 101.703 
Overhead 54.510 76.388 22.765 24.405 

 
Another aspect worth noting is the standard deviation, 

which reflects the stability of the mechanisms to process 
NDP messages.  SeND mechanism has a high standard 
deviation which means the amount of time it takes to 
generate and verify NDP messages varies greatly. This is 
due to the complexity of SeND mechanism that makes it 
sensitive to CPU load of the machine. On the other had, 
Trust-ND, for all types of message, has a much lower 
standard deviation which implies a more stable and reliable 
performance. Thus, Trust-ND outperforms SeND both on 
overhead and stability.  

The use of Trust-ND to secure DAD mechanism 
reduces the processing time compared to SeND mechanism. 
Table 4 shows the differences in term of message processing 
time between the two implementations. The biggest 
difference is on NA message generation at sender’s side that 
reaches 76.374 ms. In general, the largest difference in 
processing time occurs at the sender’s side. This is due to 
the fact that the RSA signature signing of SeND mechanism 
is done by the sender. The receiver just need to verify the 
signature which is less complex thus requires less time.  

TABLE IV. SAVED TIME ON THE IMPLEMENTATION OF TRUST-ND 

NDP Message 
Type 

Processing Time (ms) Saved Time 

SeND Trust-ND ms % 

NS(s) 54.563 0.066 54.497  99.879 

NA(s) 76.441 0.067 76.374 99.912 

NS(r) 22.784 0.071 22.713 99.688 

NA(r) 24.425 0.067 24.358 99.726 

The measurement on bandwidth consumption also 
shows that Trust-ND consumes less bandwidth on IPv6 
local network as shown in Table 5. The values in the table 
reflect the number of messages in a typical DAD process. 
The DAD mechanism on the original NDP consumed 5.504 
Kbps of bandwidth. It would have increased by an additional 
2.048 Kbps when Trust-ND is used. However, compared 
this to SeND mechanism which consumes up to 23.55k 
Kbps, it is considerably very small. The implementation of 
Trust-ND could save up to 21.504 Kbps bandwidth 
consumption for every DAD process as shown in the table. 
In a small network, the bandwidth consumption is 
insignificant. It may not affect the available bandwidth on 
the network by much. However, since the number of NDP 
messages in a network is directly proportional to the number 
of nodes, the number of messages will certainly increase 
when the number of nodes in a local network increases; and 
this increase could be significant to the point of affecting the 
available bandwidth of the local network.  

 
TABLE V.  SAVED BANDWIDTH CONSUMPTION 

Original 
NDP 

(Kbps) 

Trust-ND SeND 
Overhead Overhead 

Kbps Kbps Kbps % 
5.504 2.048 2.048 23.552 427.9 

 
Another experiment was conducted to measure the 

ability of the proposed Trust-ND to secure DAD 
mechanism. The experiment used dos-new-ip6 attacker tool 
which is available in THC IPv6. It can auto-generate NA 
message response to any DAD’s NS message. The target of 
this attack is new hosts in IPv6 local network. The aim is to 
disrupt the initialization process involving address auto 
configuration as well as duplicate address detection. 
Following standard NDP operation, the victim will receive 
and consume the bogus information within the NA message 
without any verification; which will lead to failure of DAD 
process and in the end will leave the victim without any 
IPv6 address.  

If the new host implements Trust-ND mechanism, it 
will validate all incoming NDP messages. First, it checks the 
availability of Trust Option. If the Trust Option is missing, 
the message will be discarded and the trust calculation will 
yield 0 or in other word distrusted as in Fig. 10. If Trust 
Option exists, the algorithm will proceed with checking the 
value of all fields in the Trust Option followed by the 
calculation of the trust value. As for the nonce value within 
NA message, if it matches the nonce in NS message sent, it 
means this is a correct response message. In this case, the 
tentative address is already in use and cannot be assigned to 
the new host.  The DAD mechanism will repeat the process 
for the second time but with a different tentative IPv6 
address. If the second NS message triggers a response from 
the same sender, the sender is obviously an attacker and thus 
the receiver should discard the message.  
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    Fig. 10. Trust Neighbor Cache on Target Victim. 

VI. CONCLUSION 

Duplicate Address Detection is one of the new 
mechanisms introduced for IPv6 under NDP for use within 
local network. Using this mechanism, a new host could 
ascertain the uniqueness of its newly self-generated IPv6 
address. Hence, DAD is a very important mechanism on 
IPv6 local area networks. However, since the standard DAD 
does not implement any security verification, it is vulnerable 
to denial of service attack. The attacker can disrupt the 
detection process by responding to every NS message sent 
by DAD mechanism. A response to DAD’s NS message 
means the tentative address generated is currently being use 
by other host within the local network. If each and every 
DAD’s NS message sent out always gets a reply, the new 
host will eventually fail to assign its network interface with 
a valid and unique IPv6 address. Without an IP address, the 
host will not be able to communicate with others.  Even 
though there are a number of works on securing DAD 
mechanism in IPv6, the implementation is non trivial.  

We propose Trust-ND to solve the security problem on 
DAD in IPv6 local network. Trust-ND introduces Trust 
Option inside all NDP messages including NS and NA 
messages used by DAD mechanism. The result of 
experiment showed it has significantly less bandwidth 
consumption compared to SeND. In addition, due to the use 
of less complex algorithm, Trust-ND message processing is 
much faster than SeND mechanism. Thus, Trust-ND 
mechanism not only has less processing time on hosts but 
also frees up bandwidth on IPv6 local network. Experiments 
on the attacking scenario on DAD demonstrated that Trust-
ND satisfies the security requirements especially on 
detecting fake NA messages. Thus, Trust-ND is capable of 
protecting a new IPv6 host from attacks that aim to disrupt 
its initialization process. This means Trust-ND can make 
accessing IPv6 network in public area safer. Further 
research can be carried out on larger sized network to 
evaluate its scalability performance since the experiments 
that has been done up to this point only involve a limited 
number of nodes. 
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